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	Comments


AEP supports CPS Energy’s comments and LCRA comments both submitted on September 18, 2009 regarding PRR822, Removing Access to Restricted Computer Systems, Control Systems and Facilities filed by the Texas Regional Entity (TRE) and subsequently revised by Luminant on July 22, 2009.  AEP agrees with many of the comments submitted by Luminant and offers additional comments to address concerns expressed by the TRE Board regarding the Reliability and Operations Subcommittee (ROS) endorsed version of PRR 822.  The key point is what is termination of access? AEP believes that if a person has no physical ability to get to a computer terminal due to the immediate removal of the electronic access identification card to prevent physical access and the removal of the electronic access by canceling the log in identification, such as Security identification to prevent the access through the laptop computer, physical security i.e. locked and secured doors, access whether the individual has a password and log in identification has been restricted. If an employee is fired on a Friday late afternoon, as long as that employee has no physical and immediate electronic access to secured systems provides instant restricted access.  Additionally, there are instances where an individual who voluntarily resigns may have dozens of access identifications for different plants, systems, or Facilities that require mass changes that cannot be completed in a 24 hour period.

Based on this concept, AEP offers the following changes.
	Revised Proposed Title Change 


	PRR Number
	822
	PRR Title
	Termination of Access to Restricted Computer Systems, Control Systems and Facilities formerly  Removing of Access to Restricted Computer Systems, Control Systems, and Facilities


	Revised Proposed Protocol Language


16.12
Termination of Access to Restricted Computer Systems, Control Systems, and Facilities

All Market Participants are required to have processes in place to terminate access to restricted systems and restricted Facilities for any employee, consultant, contractor, or affiliated Entity upon termination of employment or need for access.  This includes physical access mechanisms such as keys, key cards, bio scanners, hand geometry, etc.
(1)
All Market Participants are required to have processes in place to terminate access privileges to restricted systems and restricted Facilities within twenty-four (24) hours of termination for any employee who had access to such restricted systems or Facilities and was involuntarily dismissed. 
(2) 
All Market Participants are required to have processes in place to terminate access privileges to restricted systems and restricted Facilities for any employee who voluntarily resigns from the employment of the Market Participant who had access to such restricted systems or Facilities within seven (7) days of the effective date of the resignation.
(3)
All Market Participants are required to have processes in place to contain access to restricted systems and restricted Facilities for any employee who no longer requires access to such restricted systems for job performance as determined by appropriate Market Participant management within seven (7) days of the effective date of the determination.

 
(4)
All Market Participants are required to have processes in place to terminate access privileges to restricted systems and restricted Facilities for an individual employee of a consultant, contractor or affiliated Entity who had access to such restricted systems or Facilities within twenty-four (24) hours of the termination of that individual by the consultant, contractor or affiliated Entity or determination that the individual no longer requires access.  Upon the termination or expiration of contractor’s or consultant’s contract, Market Participants are required to have processes in place to terminate access privileges for all contracted employees to restricted systems and restricted Facilities within twenty-four (24) hours. 
(5)
Restricted systems include, but are not limited to, computer or control systems that directly impact the operation of restricted Facilities.

(6)
Restricted Facilities include Facilities and assets that are deemed critical to the reliable operation of the ERCOT Bulk Electric System, as determined by the application of a risk-based assessment methodology.  Facilities included in the risk-based assessment include, but are not limited to:

(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch centers; 
(d)
Special protection devices; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); and
(f)
Systems and Facilities critical to automatic load shedding.

(3) 



(7)
Access is defined to include computer, electronic and physical access.
(8)
All Market Participants must have an internal audit process in place to monitor the effectiveness of these processes.  Audits must be conducted on at least an annual basis, and documentation of the audits must be maintained.
(9)
Each Market Participant is required to notify the Texas Regional Entity (TRE) of any incident where a terminated employee, consultant, contractor or affiliate has accessed a restricted computer system, control system or Facility after termination.  Failure to report this to the TRE within two (2) Business Days of identifying such an incident will be considered a violation of these Protocols.
(7) 


(10)     Failure by a Market Participant to follow its processes that results in access to any restricted computer system, control system or Facility by any employee, consultant, contractor or affiliate after his or her termination will be considered a violation of these Protocols.

(11)     Failure by a Market Participant to follow its processes that does not result in access to any restricted computer system, control system or Facility by any employee, consultant, contractor or affiliate after his or her termination will not be considered a violation of these Protocols, however, this level of failure should be monitored by the Market Participant’s internal audit process and reviewed by senior management for risk assessment.
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