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	Comments


Luminant Energy Company LLC (Luminant) believes that the requirements spelled out in Protocol Revision Request (PRR) 822, Removing Access to Restricted Computer Systems, Control Systems and Facilities are adequately covered by requirements contained in the North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) Reliability Standards.  In particular, Luminant believes that CIP-004-1, Cyber Security Personnel & Training, Requirement (R) 4.2 provides all the protection necessary to accomplish the purpose of PRR 822.  CIP-004-1, R4.2 states:
The responsible Entity shall revoke such access to critical cyber assets within 24 hours for personnel terminated for cause and within seven (7) calendar days for personnel who no longer require such access to Critical Cyber Assets

Thus, Luminant suggests that PRR 822 is not necessary and should be rejected, since all of the relevant Market Participants are already subject to the NERC CIP Cyber Security Standards including CIP-004-1, R4.2.  (i.e., CIP-004-1 applies to the Reliability Coordinator, the Balancing Authority (ERCOT), Interchange Authority, Transmission Service Providers, Transmission Owners, Transmission Operators, Generation Owners, Generation Operators, Load Serving Entities (LSE), NERC and Regional Reliability Organizations).  The listing of restricted Facilities in proposed section 16.12 (6) appears to follow the NERC CIP-002 standard listing for Facilities that are to be considered when determining critical assets.  Thus, the intent of this PRR appears to be a direct duplication of some of the existing NERC requirements.  

But if Market Participants believe that the ERCOT Protocols need to be more restrictive than the nation-wide NERC Standards, Luminant believes that PRR 822, as written, is overly broad, burdensome and possibly conflicts with existing Protocol language in the area of digital certificate revocation.  Approval of this PRR without modification would cause ERCOT and Market Participants to expend significant amounts of time, and effort to stay in compliance with a Protocol that offers very little (if any) real improvement in computer system security over that provided for by compliance with the existing NERC Reliability Standard (CIP-004-1).
For example, the PRR is overly broad and burdensome because it essentially applies to every employee, contractor, sub-contractor who has physical access to the Market Participant’s facility resulting in a substantial compliance and monetary impact on all Market Participants.  The definition of restricted systems in the PRR would include computer systems that require user sign-on or password protection, which effectively covers each and every computer system used by Market Participants, without regard to the effect that a particular system or computer has on the reliability of the bulk electric system.  Market Participants have many, many systems that do not affect the reliability of the network.  Is this Protocol intended for termination of cyber access to systems that impact reliability, or is it directed toward access to physical Facilities or standard computer systems also?  Would the termination of a maintenance person by a sub-contractor require elimination of physical access to that person within 24 hours of the termination though the company would have no reason to know of the termination? These questions must be answered before the PRR can be approved.

Luminant offers the following revisions to PRR 822 language below consistent with the above comments.  We suggest changing the title of the PRR to better convey its intent.  We also suggest changing the effective date to begin on January 1 of 2010 (unless approval by the ERCOT Board results in a later effective date) to allow Market Participants adequate time to prepare for compliance with any new requirements resulting from this PRR.
	Revised Proposed Title Change 


	PRR Number
	822
	PRR Title
	Termination of Access to Restricted Computer Systems, Control Systems and Facilities formerly  Removing of Access to Restricted Computer Systems, Control Systems, and Facilities


	Revised Proposed Protocol Language


16.12
Termination of Access to Restricted Computer Systems, Control Systems, and Facilities

(1)
All Market Participants are required to have processes in place to terminate access to restricted systems and restricted Facilities from any employee dismissed for cause within twenty-four (24) hours of termination who had access to such restricted systems or Facilities.
(2)
All Market Participants are required to have processes in place to terminate access to restricted systems and restricted Facilities from any employee who resigns from the employ of the Market Participant who had access to such restricted systems or Facilities within twenty-four (24) hours of the effective date of the resignation.

(3) All Market Participants are required to have processes in place to terminate access to restricted systems and restricted Facilities from any employee who no longer requires access to such restricted systems for job performance as determined by appropriate Market Participant management within seven (7) days of the effective date of the determination.

(4) All Market Participants are required to have processes in place to terminate access to restricted systems and restricted Facilities from any consultant, contractor or affiliated Entity within twenty-four (24) hours of the termination of the contract between the Market Participant and any consultant, contractor or affiliated Entity who had access to such restricted systems or Facilities. 
(5)
Restricted systems include, but are not limited to, computer or control systems that directly impact the reliable operation of Restricted Facilities.
(6)
Restricted Facilities include Facilities and assets that support the reliable operation of the ERCOT System, including but not limited to:

(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch systems; 
(d)
Special protection systems; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); 
(f)
Systems and Facilities critical to automatic load shedding; and 
(g)
Communications Facilities and information technology Facilities necessary for the reliable operation of the foregoing systems.

(5) 



(6) Access is defined to include computer, electronic and physical access.
(7)
All Market Participants must have an internal audit process in place to monitor the effectiveness of these processes.  Audits must be on at least an annual basis, and documentation of the audits must be maintained.
(8) Failure to timely revoke access to any restricted computer system, control system or Facility by any employee, consultant, contractor or affiliate as described in sections (1), (2), (3) or (4) above will be considered a violation of the Protocols.
(9)
Failure to notify the Texas Regional Entity (TRE) within two (2) Business Days of identifying any incident where the Market Participant failed to meet the deadlines described in paragraphs (1), (2), (3) or (4) above will be considered a violation of the Protocols. 
(10)
This section shall become effective on the first day of the month after approval by the ERCOT Board of Directors or by January 1, 2010, whichever is later.
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