Protocol Revision Request


	PRR Number
	822
	PRR Title
	Removing Access to Restricted Computer Systems, Control Systems and Facilities

	Date Posted
	July 14, 2009

	
	

	Protocol Section Requiring Revision 
	16.12, Improper Access to Restricted Computer Systems, Control Systems and Facilities (new)

	Requested Resolution 
	Urgent.  The Texas Regional Entity Board of Directors request urgent status on this Protocol Revision Request (PRR) in order to reduce the risk to the ERCOT System.

	Revision Description
	This PRR defines the requirement for all Market Participants to have processes in place for removing access to restricted computer systems, control systems, and Facilities upon termination.  This PRR also defines the reporting requirement for incidents where improper access by terminated employees, contractors, consultants and affiliates has occurred. 

	Reason for Revision
	Increased risk to the ERCOT System from employees, consultants, contractors and affiliated Entities and the need for process and reporting requirements. 

	Overall Market Benefit
	Improved protection of restricted computer systems, control systems and Facilities also, the creation of the requirement to report violations. 

	Overall Market Impact
	None.

	Consumer Impact
	None.

	Credit Implications 


	To be determined. 

	Relevance to Nodal Market 

	Yes, This PRR is independent of the market and would remain in affect.  There is no impact on the Nodal market.

	Nodal Protocol Section(s) Requiring Revision 


	16.14, Improper Access to Restricted Computer Systems, Control Systems and Facilities (new)


	Quantitative Impacts and Benefits

	Assumptions
	1
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	3
	

	
	4
	

	Market Cost
	
	Impact Area
	Monetary Impact

	
	1
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	3
	
	

	
	4
	
	

	Market Benefit
	
	Impact Area
	Monetary Impact

	
	1
	Improved protection of restricted computer systems, control systems and Facilities also, the creation of the requirement to report violations. 
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	4
	
	

	Additional Qualitative Information
	1
	

	
	2
	

	
	3
	

	
	4
	

	Other Comments
	1
	

	
	2
	

	
	3
	

	
	4
	


	Sponsor

	Name
	Victor Barry 

	E-mail Address
	Victor.barry@texasre.org

	Company
	Texas RE 

	Phone Number
	512-275-7416

	Cell Number
	

	Market Segment
	N/A


	Market Rules Staff Contact

	Name
	Sonja B. Mingo 

	E-Mail Address
	smingo@ercot.com 

	Phone Number
	512.248-6463


	Proposed Protocol Language Revision


16.12
Improper Access to Restricted Computer Systems, Control Systems, and Facilities

All Market Participants are required to have processes in place to remove access to restricted systems and restricted Facilities from any employee, consultant, contractor or affiliated Entity upon their termination by December 1, 2009. 

(1)
Restricted systems include, but are not limited to, computer or control systems that utilize or require user sign on, password protection, digital certificate, token or any other access control mechanism.  

(2)
Restricted Facilities include Facilities and assets that support the reliable operation of the ERCOT System, including but not limited to:

(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch systems; 
(d)
Special protection systems; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); 
(f)
Systems and Facilities critical to automatic load shedding; and 
(g)
Communications Facilities and information technology Facilities necessary for the reliable operation of the foregoing systems.
(3)
Termination means the end of the employment relationship or contract and is defined as occurring when:

(a) 
An employee or contractor provides notice of intent to voluntarily resign or end their contract, regardless of notice period, unless the supervisor approves retaining access to restricted systems and restricted Facilities until the last date of actual employment or contract and documents the rationale for such retention, in which case termination occurs at 5:00 p.m Central Prevailing Time (CPT). on the last day of employment or contract; 
(b) 
When an employee, contractor, or affiliated Entity is informed that he, she, or it has been terminated for any reason by management; or 
(c)
At 5:00 p.m. CPT on the day a contractor’s or affiliate’s contract expires by its terms (unless the time is otherwise set forth in the contract).

(4)
Access is defined to include computer, electronic and physical access.

All Market Participants must have an internal audit process in place to monitor the effectiveness of these processes.  Audits must be on at least an annual basis, and documentation of the audits must be maintained.

Access to any restricted computer system, control system or Facility by any employee, consultant, contractor or affiliate after his or her termination will be considered a violation of the Protocols.  Each Market Participant is required to notify the Texas Regional Entity (TRE) within one (1) Business Day of identifying any incident where a terminated employee, consultant, contractor or affiliate has accessed a restricted computer system, control system or Facility after termination.  Failure to report this to the TRE within two (2) Business Days will be considered a violation of the Protocols.
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