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8 Operational Metering and Communication

8.1
Operational Metering

QSE control centers supply operational metering data to ERCOT and receive signals from ERCOT to implement frequency control.  The QSE’s interface to ERCOT for this purpose is implemented through a QSE-supplied RTU or other device using DNP 3.0 protocol at the QSE control center. 

TDSPs supplying operational metering to ERCOT shall use an ICCP interface through the ERCOT WAN.  TDSPs may use an RTU interface similar to QSE’s only with approval from ERCOT. 

Each QSE or TDSP shall continuously provide the data quantities that they are responsible for providing to ERCOT.  The frequency of update, means of communication to ERCOT, and format for each point shall also be as specified in Attachment 8A, ERCOT Data Sets  for that entity, unless approved by ERCOT.  At the frequency specified in the Tables, each update cycle shall provide new readings of all data points being monitored, not averages linked to prior cycle readings or repetition of readings from a previous cycle.  Inaccuracy for data points as delivered to ERCOT, when compared with actual quantity measured at the source, shall be no greater than 4%.  

Reference:  Protocols Section 12.4.4.1.1 QSE, Resource and TDSP Responsibilities

QSEs, Resources and TDSPs are required to provide power operation data to ERCOT including, but not limited to:

(1) Real time generation data from QSEs; 

(2) Planned Outage information from Resources; 

(3) Network data used by any TDSP’s control center, including:

(a) Breaker and line switch status of all ERCOT Transmission Grid devices;  

(b) Line flow MW and MVAR;

(c) Breaker, switches connected to all Resources;

(d) Transmission Facility Voltages; and 

(e) Transformer MW, MVAR and TAP.

(4) Real time generation and Load acting as a Resource meter data from QSEs;

(5) Real time Generation meter splitting signal from QSEs;

(6) Planned Transmission Outage information from TDSP;

(7) Network transmission data (model and constraints) from TDSP;

(8) Resource Plans from QSE; and

(9) Dynamic Schedules from QSEs;

Real Time data will be provided to ERCOT at the same scan rate as the TDSP or QSE obtains the data from telemetry.

8.1.1
ERCOT Interface RTUs

ERCOT interface RTUs pass communications between the Market Participant responsible for supplying Operational Metering data and ERCOT.  Suppliers of data must install and configure these RTUs according to ERCOT procedures.  The RTU or other device shall reflect the data quality codes (ie. suspect, failed, manual, etc) of the individual data points found in the Market Participant’s control computers and data collection systems.

In order to ensure that real-time data can be exchanged in a timely manner, the connection concept has been extended to support the use of specified communications protocols. Specifically, the 2-second data sent to ERCOT, and the 4-second data received from ERCOT required for frequency control will be exchanged via DNP 3.0 communications protocol. The connection is designed around the following requirements:

The connection paths begin with the Market Participant’s RTU or SCADA system.  Three serial ports provide for the redundant paths, two to the Point-to-Point network and one to the Frame Relay network. The path to the Point-to-Point network is passed through a modem, and the modulated signal connects to the Market Participant’s Channel Bank. Voice circuits to be placed on the Point-to-Point network are combined with the data circuit on a Fractional T1 connected between the Channel Bank and the Point-to-Point network CSU/DSU. RTU data sent over the Point-to-Point network will employ DNP 3.0.

The path to the Frame Relay network is accomplished by connecting the RTU/SCADA to a data Gateway via a serial interface. The Gateway communicates with the RTU/SCADA using DNP 3.0 only. The Gateway then exchanges the data with a compatible Data Server at ERCOT. The protocol used for this data exchange is TCP/IP.

This connection design supports redundancy for both data exchange and voice circuits between the Market Participant and ERCOT. Data exchange redundancy is provided as described here. The Public Switched Telephone Network (PSTN) provides backup for voice circuits.

8.1.2
ERCOT ICCP Interface

Inter-Control Area Communications Protocol (ICCP) over Ethernet provides Operational Metering data from Market Participant computers, computer networks, or other devices to the ERCOT WAN.  Suppliers of data using an ICCP link must format their data and coordinate installation according to ERCOT procedures.  The data furnished by a Market Participant’s ICCP link shall reflect the data quality codes (ie, suspect, failed, manual, etc) of the individual data points found in the Market Participant’s control computers and data collection system.  

8.1.3
Validation of Real Time Signals with Settlement Metering for Resources

The integrated real time MW signal obtained from a resource shall be validated. 

Signals from resources used to supply power or ancillary services shall be integrated by ERCOT and checked against settlement meter values on a monthly basis.

Where multiple generators share a single net settlement meter, the ratio of integrated real time signals from each generator shall be used to proportion the settlement total quantity.  

8.1.4
Data from ERCOT to QSE’s 

ERCOT shall issue instructions and information to QSE’s in accordance with the Operating Guide and the Protocols.  Attachment 8A provides the instructional and informational data sets that ERCOT will send to the QSEs to satisfy the requirements in the Operating Guides and the Protocols. 

8.1.5
Data From ERCOT to TDSP

ERCOT will provide operational data and issue instructions to the TDSP in accordance with the Operating Guide and the Protocols.

Reference: Protocol Section 12.4.4.1.2, ERCOT Responsibilities

ERCOT is required to provide the following power operation data to TDSPs, in accordance with confidentiality as defined in Section 1.3, Confidentiality, of these Protocols:

(1)
Relevant information for the purpose of providing reliability as determined by ERCOT, including but not limited to:

(a)
Status of any breakers and switches in ERCOT's Real Time data base;

(b)
State estimator solutions;

(c)
Transmission line flows and voltages;

(d)
Transformer information;

(e)
QSE Resource data; and
(f)
Voltage schedules at major transmission busses;

(2)
Interval meter data for Load and generation.  This data shall include meter data measured at points of injection and points of delivery which will measurably impact the TDSP’s planning and operations as determined by ERCOT Staff (e.g., determination of TDSP’s system Load or power flows). 
ERCOT will give notice to the Entities supplying the above list of data to ERCOT upon the initial provision of such data to the TDSP.

8.1.6
Data from QSE/TDSP to ERCOT

QSEs and TDSPs shall provide Real Time monitoring of power system quantities to ERCOT as defined in the Operating Guides and Protocols.  Attachment 8A gives the format and parameters for the content of each type of data point that ERCOT may request from TDSPs and QSEs to satisfy the requirements in the Operating Guides and the Protocols.  Not all points in Attachment 8A are necessarily required from each Entity.  ERCOT will inform TDSPs and QSEs if additions to presently furnished data are required.  All involved parties will seek to jointly resolve a means and schedule for providing data to ERCOT, including changes to existing data.  ERCOT will consider alternatives and exceptions, on a case-by-case basis, to the extent that ERCOT does not believe its operational needs are compromised.  Ultimately, it is the responsibility of the TDSPs and QSEs to provide all data requested by ERCOT as set forth in the ERCOT Protocols and Operating Guides.
8.1.6.1
Weather Zone Data

If the TDSP is responsible for providing Weather Zone data, they are required to establish a backup to the primary source using one of the options below:
(1)
TDSPs having an EMS with a native ICCP application capable of 4 second periodic data set transfers with minimum 300 points per data set, and hot standby backup ICCP servers with automatic fail-over capability, shall provide an additional ICCP association across the ERCOT WAN for the transfer of Weather Zone tie line measurements.  ICCP nodes should exist at primary and backup facilities.

(2)
TDSPs not having an EMS with a native ICCP application shall install a RTU with three DNP 3.0 ports for ERCOT's use to provide Weather Zone tie measurements.  The data that ERCOT receives from the RTU shall include the EMS data quality codes.  RTUs should exist at primary and backup facilities.

8.1.6.2
State Estimator Data

ERCOT uses a state estimator to produce load flow base cases which are used to analyze the reliability of the transmission grid. The state estimator is dependent on accurate MW, MVAR, and voltage telemetry in determining the current transmission conditions. The state estimator results are used in contingency analysis and also in transmission congestion management.

ERCOT may request additional telemetry when it determines that network observability or the measurement redundancy is not adequate to produce accurate results for the safe and reliable operation of the transmission system, 
8.1.6.2.1
Telemetry Requests for Observability

ERCOT is required to protect transmission assets operated at 60 kV or above from damage.  To do this, ERCOT may request that additional MW, MVAR, and voltage telemetry be installed, while attempting to minimize adding equipment to as few locations as practicable.

Prior to making a request for additional telemetry, ERCOT will perform a contingency analysis study that identifies proposed telemetry, expected improvements in system observiblity and the relevant post-contingency overloads or under/over voltage conditions that cannot be analyzed using existing telemetry.  If the request is for telemetry additions at more than one location, ERCOT will prioritize the requested additions.

Upon receipt of a request for additional telemetry, the TDSP or QSE will have sixty (60) days to either:

(1)
Accept ERCOT’s request for additional telemetry and provide a schedule for its implementation;

(2)
Provide an alternative proposal to ERCOT, for implementation within the next 18 months, which meets the requirements described by ERCOT;

(3)
Propose a normal topology change (change normal status of switch (es)) in the area which would eliminate the security violations which are ERCOT’s concern. (i.e. eliminates the possibility of flow through a networked element and turns the security problem into a planning problem which is un-affected by unit dispatch);

(4)
Indicate that the requested telemetry point is at a location where the TDSP or QSE does not have the authority to install the requested telemetry.  For points on privately owned facilities connected to the ERCOT Transmission Grid, an attempt will be made to facilitate ERCOT's telemetry request; or

(5)
File a request with the PUCT requesting expedited action for an Order directing that the responsibility for reliability and protection of this specific element or elements of the transmission system be withdrawn from ERCOT and assigned to the requesting TDSP.  ERCOT will then immediately remove the elements from its Real Time Congestion Management system as monitored elements pending the PUCT decision.

If ERCOT has not received acknowledgement that a request has been received within thirty (30) days of its sending, ERCOT will contact the TDSP or QSE for verification of receipt.

8.1.6.2.2
Telemetry Requests for Redundancy 

ERCOT will maintain redundancy on measurements critical to transmission reliability of the ERCOT interconnection.  ERCOT will identify and produce a list of telemetry points in the ERCOT system that is critical to the state estimator solution.  This list will be published annually.  ERCOT will use this list to identify telemetry points whose loss will result in:

(1)
Inability of ERCOT to monitor loading on a transmission line operated at 345 kV or above.

(2)
Inability of ERCOT to monitor loading on a 345/138 kV autotransformer.

(3)
Inability of ERCOT to monitor  loading on transmission facilities designated as critical to transmission reliability by ERCOT. A list of critical facilities will be published annually.

Telemetry points identified as critical to the state estimator solution shall demonstrate a historical availability of at least eighty percent (80%) over any two (2) consecutive months in order to be considered an “available telemetry point”.

ERCOT may request additional MW, MVAR and voltage telemetry to make these measurements redundant.  In this request, ERCOT will identify the critical points, and the contingency/overload condition and the unit dispatch which makes this a possible concern. If the request is for telemetry at multiple locations, ERCOT will prioritize the requested additions.

Upon receipt of a request for additional telemetry, a TDSP or QSE has sixty (60) days to:

(1)
Provide ERCOT with a schedule of equipment installations within the next eighteen (18) months which will provide the proposed telemetry;

(2)
Propose an alternative solution which will serve the same purpose as the ERCOT identified telemetry additions with a proposed implementation within 18 months;

(3)
In cases where the request is based on the availability rate of an existing telemetry point, the TDSP or QSE will provide a plan to improve the availability rate of the identified critical telemetry to an acceptable level, or provide documentation for why this cannot be accomplished;

(4)
Identify and propose a schedule of equipment installations within the next 18 months which would, as a result, make the transmission element identified by ERCOT non-critical; or

(5)
Indicate that the facility that telemetry is being requested is not owned or covered by an interconnect agreement that allows the requested party to install the additional telemetry.

If ERCOT does not have knowledge that a request has been received within thirty (30) days of its sending, ERCOT will contact the TDSP or QSE for verification of receipt.

8.1.7
TDSP/QSE Metering Restoration

Operational Meter data shall be provided continuously.  Lost data or signals, whether failed or in error, must be restored promptly by the provider of the Operational Metering data.  It is recognized that some data may be more critical that other data.  ERCOT will inform the TDSP or QSE if a data item is critical and needs to be repaired as quickly as possible.  QSE and TDSP repair procedures and records shall be made available to ERCOT upon request.  

8.1.8
QSE and TDSP Data Acquisition 

Suppliers of Operational Metering must collect and process field data at their control centers before passing to the ERCOT interface.  The equipment and processes are owned and operated entirely by the supplier.  Traditionally, utilities have used both analog and digital methods of transmission at existing facilities.  It is the responsibility of the QSEs and TDSPs who supply other entities’ data to ERCOT to also arrange for reliable delivery of field data from the other entities in order to support the requirements in this Operating Guides.

8.2
Calibration and Testing

8.2.1
Responsibility

It is the responsibility of the owner to insure that calibration, testing and other routine maintenance of equipment is done on a timely basis, and that accuracy meets or exceeds that which is specified in this Appendix, for both the overall system and for individual equipment where detailed herein.  Coordination of outages required for these activities with ERCOT is also the responsibility of the owner.  

8.2.2
Notification

ERCOT and all affected parties shall be notified at least 72 hours in advance, or at a mutually acceptable advance notice, prior to any calibrations or planned maintenance. In emergency conditions, the owner of the operational metering and associated equipment may make necessary repairs with notification to affected parties within 24 hours.  ERCOT or other parties sharing data from the equipment may request copies of the repair and calibration records. 

8.2.3
Test Equipment

Test equipment and test standards intended to be used for the calibration of operational metering and associated equipment shall be certified to values of accuracy and precision that are equal to or better than the accuracy of the equipment under test.

8.2.4
Disputes

Where a dispute over the accuracy or performance of any operational metering equipment exists, ERCOT may request a comparison of standards and/or a joint calibration of affected equipment.

8.2.5
Calibration Testing

All operational metering and associated equipment for analog data quantities (MW, MVAR, Volts, LTC tap positions, etc.) shall be tested as needed to ensure accuracy and performance.  Entities providing Operational Metering data to ERCOT shall make their test records, procedures and maintenance criteria available to ERCOT upon request.  

8.2.6
Exchange of Information

Reference:  Protocols Section 8.8.1, Coordination with ERCOT

Prior to energizing and placing into service any new or relocated Facility connected to the ERCOT Transmission Grid, TSPs shall coordinate with and receive approval from ERCOT.

8.2.7
Documentation

Information on existing ERCOT System components and topology is necessary for ERCOT to create databases and perform tests.  To ensure that such information is made available to ERCOT, each TDSP, or its designated agent, shall provide accurate information for all ERCOT Transmission Facilities owned by the TDSP.  The information provided shall include, but not be limited to, the following:

(1)
Information necessary to represent the TDSP’s Transmission Facilities in the ERCOT Operations Model, including modeling information detailed in procedures of ERCOT and Network Data Support Working Group (NDSWG); 

(2)
Identification of a designated contact person responsible for providing answers to questions ERCOT may have regarding the information provided; and

(3)
TDSP owned or operated Transmission Facility data provided and used to accurately represent a Transmission Facility in a model shall be consistent to the extent practicable with data provided and used to represent that same Transmission Facility in any other model created to represent a time period during which the Transmission Facility is expected to be physically identical.  All existing transmission lines’ and transformers’ impedances (or equivalent branch circuit impedance) and ratings (normal and emergency) shall be identical, to the extent practicable.  If all normally closed breakers and switches are closed and normally open breakers and switches are open in the network operations model, the calculated line flows between substations in the annual planning model shall be consistent (very close), when all models use the same Load magnitude and distribution, generation commitment and Dispatch, and Voltage Profile.  The TDSP shall provide an explanation to ERCOT for data inconsistencies.

Reference:  Protocols Section 8.8.2.1, TSP Information to be provided to ERCOT

The TSP shall notify ERCOT at least thirty (30) days before starting to energize or place into service any new or relocated Facility.  The Notice shall be submitted in accordance with formats and procedures adopted by ERCOT and TSPs.  For Notices involving co-owned, co-operated, or co-rated Transmission Facilities, the TSP submitting the initial Notice shall communicate with the other Market Participants responsible for co-owning, co-operating, or co-rating said Transmission Facilities prior to the Notice submittal.  The Notice shall include the following information:

(1)
Proposed energize date;

(2)
TSP performing work;

(3)
TSP(s) responsible for rating affected transmission element(s);

(4)
Location Code if applicable (e.g. station code);

(5)
Identification of existing Transmission Facilities involved and new Transmission Facilities (if any) being added or existing Transmission Facilities being permanently removed from service;

(6)
Ratings of existing Transmission Facilities involved and new Transmission Facilities (if any) being added;

(7)
Outages required (clearly identify each Outage if multiple Outages are required), including sequence of Outage and estimate of Outage duration;

(8)
General statement of work to be completed with intermediate progress dates and events identified;

(9)
Supervisory Control and Data Acquisition modification work including descriptions of any new data telemetry points or changes to existing telemetry;

(10)
Additional data determined by ERCOT and TSP(s) as needed to complete the ERCOT model representation of existing Transmission Facilities involved and new Transmission Facilities (if any) being added;

(11)
Statement of completion, including:

(a)
Statement to be made at the completion of each intermediate stage of project; and

(b)
Statement to be made at completion of total project.

(12)
Drawings to be attached, including:

(a)
Existing status;

(b)
For each intermediate stage; and

(c)
Proposed completion of job.

The parties involved shall furnish pertinent information to ERCOT on request, including the following:

Connection diagrams

Metering one line diagram

Substation one line diagram

Panel schematics and one line diagrams

Instrument transformer (CT and PT) data (ratios, test reports, nameplate)

Transducer conversion constants

Meter constants

RTU and digital device configuration details

Certified calibration test reports of any device used for operational metering

Other data as may be requested

8.2.8
Operator One-line Displays

Operations staff at each entity providing Operational Metering data shall have one-line diagrams displayable on their Energy Management System or other computer systems.  Displays shall be provided for all substations or power plant switchyards that include data passed to the ERCOT interface.

8.2.9
Notification of Changes

Reference:  Protocols Section 8.8.2.3, Changes to Work Approved by ERCOT.

The TSP shall notify ERCOT and any other affected TSPs as soon as practicable of any requested changes to the work plan.  ERCOT shall review and approve or reject changes to the work in accordance with Section 8.8, Coordination for System Topology Modifications.

ERCOT and any other affected parties shall be informed of changes to operational metering and associated equipment 30 days prior to placing in service.  All parties must be notified so a mutually agreeable time can be set for the changes.  All parties involved must be satisfied prior to the making of any changes.

8.3
Communications

There are two (2) types of data communication that will be implemented in the ERCOT System:  

· Real Time Communications (Operational), and

· Commercial Market Communications (Settlement).

This Operating Guide defines the path standards for Real Time data communications (Operational) and voice communications (Operational) that shall be used to exchange security and reliability information between:

· ERCOT and a Qualified Scheduling Entity (QSE), and 

· ERCOT and a Transmission and/or Distribution Service Provider (TDSP).

As Operational signals may originate with or be destined for organizations connected to a QSE or TDSP, path standards are also defined for Real Time data communications (Operational) and voice communications (Operational) required by QSEs and TDSPs that impact or contribute to security and reliability information required by ERCOT.

Commercial Market Communications (Settlement) are not defined in this Operating Guide, other than facilities needed to provide common communications.  Operational Communication requirements take precedence over Commercial Market Communication requirements.

8.3.1
ERCOT WAN 

In order to facilitate wholesale operations and frequency control as a single control area, ERCOT provides a wide area network (the ERCOT WAN).  This communications network uses redundant, digital communications between ERCOT control centers and one (1) or more facilities at each QSE and TDSP.  The ERCOT WAN has sufficient bandwidth capacity and speed to enable:

· Real Time (operational metering) data exchange for frequency control and transmission security

· Operational voice communications for both normal and emergency use.  The ERCOT WAN supports both off-premise exchanges (OPX) with ERCOT’s control facilities and the ERCOT Hotlines. 

· Data exchange to support applications programming interface routines.  These include power scheduling, Operating Plans, Outage requests, Dispatch Instructions, posting of information and other applications.
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8.3.1.1
QSE Use of Domain Name Service (DNS) or ERCOT Web-Based Front Page for Site Failover

A QSE possessing backup sites must utilize one of the following two (2) options: (1) a WAN (Wide Area Network) Domain Name Service (DNS) server or (2) an ERCOT provided web-based DNS service to facilitate the failover process when moving its operations between primary and backup sites.  The requirements of these options are specified below.
8.3.1.1.1
DNS Server Configuration for Failover Support

A QSE is required to provide and maintain its own DNS servers that must be accessible by the ERCOT WAN.  The failover process requires the following:

(1)
DNS servers must support zone transfers over TCP port 53.

(2)
Firewalls must allow zone transfers to ERCOT DNS servers.
(3)
Zone files for the QSE's domains (e.g. examplepower.com) must reside on its WAN accessible DNS servers.

(4)
DNS servers must be set up as the master for its zone.

(5)
DNS servers must allow ERCOT DNS servers to transfer the zone files (ERCOT will be set up as a secondary/slave server for the zone).  
(6)
The zone files must contain names for all local servers the QSE will need ERCOT services to access.  At a minimum, it must contain entries for the servers that can be switched over to the backup site.  The zone file must also contain entries for the QSE's primary website address (e.g. www.examplepower.com) and other common internet accessible sites that ERCOT servers may have occasional need to access.

(7)
Time to Live (TTL) values for backup host entries in the zone file must be set to 0 in order to prevent the host to IP address mappings from being cached on the client machines.  This allows any changes made to a zone file to take effect immediately upon a zone transfer.

Once its DNS servers are operational, the QSE shall timely contact its ERCOT Client Services Representative and request that an ERCOT network administrator work with the QSE to test the functionality of the DNS setup.  The QSE must contact the ERCOT Client Services Representative at least five (5) Business Days before testing. 

After the zone transfer testing is complete, the QSE shall supply its ERCOT Client Services Representative with a list of participant servers, their DNS names, and their roles on the network.  The ERCOT Client Services Representative will then contact the application owners at ERCOT to change application communications to use the DNS name instead of IP addresses.

After successful completion of the test, when a QSE backup site failover is desired, the QSE shall update the zone file with its disaster recovery IP addresses and publish it to the ERCOT DNS servers.  The change will be effective immediately.  The QSE shall also implement a DNS server at its backup site.  This allows updated zone files to be published regardless if the primary site is up or not.

8.3.1.1.2
Web-Based DNS Access

This access is provided as an alternative method for any QSE that does not wish to maintain its own DNS servers.  Access is provided over the ERCOT WAN only.  The QSE is responsible for access through its networks to the web servers located on the ERCOT WAN.  The QSE shall adhere to ERCOT password requirements.

To failover to or from a backup site, the QSE shall update the IP address of the existing entry.  ERCOT servers will accept the change and start using the new IP immediately.

Once the QSE has connectivity to the web server over the ERCOT WAN, it shall contact its ERCOT Client Services Representative and request that an ERCOT network administrator work with the QSE to test the functionality of the DNS setup.  The QSE shall contact the ERCOT Client Services Representative at least five (5) Business Days before testing.  After testing is completed, the Client Services Representative will contact the application owners at ERCOT to change application communications to use DNS names instead of IP addresses.

After successful completion of the test, when a QSE site failover is desired, the QSE shall change the Web page entries with the active site information and the change will be effective immediately.

8.3.2
ERCOT Responsibilities 

ERCOT supplies interface requirements, equipment, installation and 24-hour maintenance for the entire ERCOT WAN, including equipment at each QSE and TDSP control facility, as well as ERCOT’s control centers.  ERCOT’s responsibilities include:

· Supply and install fully configured and tested Customer Premises Equipment including routers, CSU/DSUs, LAN switch/hub and all support equipment for management purposes.

· Order and provision of local loop, network access point and transport.

· Design, configure, test, and install network monitoring and management service.

· Provide 24-hour network monitoring and management.

· Provide 24X7 maintenance, with 4-hour response, for all ERCOT equipment located at participant site. 

· ERCOT will be the single point of contact for all network issues.

8.3.3
QSE and TDSP Responsibilities

TDSPs and QSEs whose facilities connect to the ERCOT WAN are required to sign an agreement with ERCOT governing installation, operation and maintenance.  Users of the ERCOT WAN shall provide signal connections, uninterruptible power, and physical space for ERCOT-supplied WAN interface equipment at their control centers, as well as 24-hour access for ERCOT installation and maintenance personnel.  

At these facilities, computer and communications equipment connected to ERCOT WAN interfaces is the complete responsibility of the QSE or TDSP.  Facilities shall have uninterruptible power supplies (UPS) capable of independently supplying all equipment connected to the ERCOT WAN for at least 72 hours.  

Any TDSP or QSE facility, whether primary or backup, involved in the transfer of the data sets identified in Attachment 8A, ERCOT Data Sets, will be required to connect directly to the ERCOT WAN Frame Relay and Point-to-Point paths.  If a TDSP and QSE utilize the same EMS and server network at one location and do not have an equipped backup center, ERCOT will only connect to this one location for the transfer of data.  If a TDSP and QSE share a centralized Private Branch Exchange (PBX), separate Off Premise Extension (OPX) circuits will be terminated for each participant.
Each Market Participant is required to extend the ERCOT OPX and Hotline voice circuits into its system operations desk that is staffed continuously.  ERCOT will deliver the OPX and Hotline to a channel bank provided by the Market Participant.  The OPX and Hotline voice circuits are transported on separate Digital Signal Level 0 (DS0) channels.  In the event a Market Participant represents other Entities through an agency agreement approved by ERCOT, each Entity represented must have dedicated OPX circuits.  In these cases, a single Hotline button will be used for the Market Participant and all of the represented Entities.  It is the Market Participant’s responsibility to deliver the Hotline and the OPX to the Market Participant’s system operations desk in a manner that reasonably assures continuous communication with ERCOT and is not affected by PBX features such as automatic transfer or roll to voice mail.  The demarcation point for all voice circuits is the Market Participant’s channel bank.
A QSE or TDSP involved in the transfer of the critical data identified in Attachment 8A will be required to provide the following communication resources to support the connection to the ERCOT private network: 
· Private Network

· Provide an analog business phone line or PBX analog extension for trouble shooting and maintenance of equipment.

· Provide a height of 24” of rack space in a 19” wide rack.

· Provide two separate UPS single-phase 115 VAC 20 amp circuits, each with 4 receptacles in the 19” rack listed above.

· Provide building wiring from circuit termination to equipment rack.

· Within 24-hours notice, provide ERCOT employees or contractors access to the communication facility.

· Within 1-hour notice, provide emergency access to the facility to ERCOT employees or contractors.

· Provide on site personnel to escort ERCOT employees or contractors.

· Provide a Firewall or router, located at the Market Participant site, for the network address translation of internal Market Participant addresses to external addresses on the ERCOT Local Area Network (LAN). 

· Market Participant will be required to sign a security connection agreement with ERCOT. 

· Provide connectivity from Market Participant Firewall or Router to ERCOT LAN located at Market Participant site.  Market Participants are responsible for their own security through this connection.

· Provide a channel bank with at least one T1 interface, 4 Foreign Exchange Station (FXS) and two 4 wire analog ports.  Connect FXS (e.g. PBX, key system) and 4 wire ports to the appropriate equipment (e.g. Remote Terminal Unit (RTU)).  On the digital T1 stream, levels for voice are zero dpm for transmit and receive and levels for RTU are –13 dpm for transmit and receive.
· Dual cable entrances to Market Participant, connecting to different Telco Central Offices highly recommended.

· Provide ERCOT with internal IP addressing scheme as needed for network design. This will be kept confidential.

· Internet (optional)

A QSE or TDSP not involved in the transfer of the data identified in Attachment 8A is not required to, but, may request ERCOT to provide an optional connection to the ERCOT private network.  When such a request is met by ERCOT, the QSE or TDSP must then provide the above stated communications resources.
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8.3.4
TDSP and QSE Supplied Communications

Each TDSP and QSE must provide internal facilities and communications to collect and furnish data and voice signals to the ERCOT WAN.  For TDSPs these include, but may not be limited to, voice communications and SCADA for substations and other transmission facilities.  For QSEs, these include, but may not be limited to, voice and SCADA for generating plants and loads.

QSEs and TDSPs shall supply, implement and maintain all data and voice communication facilities required to fulfill the obligations set forth in the Operating Guides.

Proper performance, maintenance and testing of communication paths not directly connected to the ERCOT WAN shall be the responsibility of the TDSP or QSE providing the path.  

QSEs communicating with connected resources and TDSPs communicating with substations are encouraged to use privately owned communication facilities.  Backup facilities utilizing common carriers, different privately owned facilities, or communications paths to a site are encouraged to provide increased reliability (i.e., separate paths to a site using different carrier, having multiple microwave paths leaving a site, etc.).  

8.3.5
Maintenance and Restoration

It is the joint responsibility of ERCOT WAN-connected parties to coordinate maintenance and restoration activities so its reliability is not compromised.  Coordination and notification procedures defined by ERCOT are to be followed by all parties.  

All circuits shall be tested annually or as otherwise requested by ERCOT for end-to-end performance.  Special attention shall be given to circuits not used for routine communications (including backup circuits).

The Hotline and any backup (alternate path) voice circuits shall be used regularly to insure proper performance.  ERCOT will specify test procedures for Hotline circuits.

Scheduled outages of communication circuits that could reduce the reliability of interconnected operations shall be coordinated between the affected companies and ERCOT.

In the event of wide spread communication failures, priority shall be given to restoring communication circuits between QSE Control Centers/TDSP Control Centers and ERCOT Control Area Authority first, and between QSEs and TDSPs second. 

Test equipment and test standards intended to be used for the calibration or repair of communication equipment shall be certified to values of accuracy and precision, which are equal to or better than the accuracy of the equipment under test.
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Attachment 8A:
ERCOT Data Sets

For any required data, the following table describes how the data is to be provided to ERCOT.    

	ACTION
	DATA QUANTITY
	PURPOSE
	SUPPLIED BY
	RECEIVED BY
	FREQUENCY
	MODE OF COMM.
	FORMAT
	PROTOCOLS REFERENCE / COMMENTS

	DAY-AHEAD SCHEDULING PROCESS

	Extend Day-Ahead Scheduling Process
	Notification to extend Day-Ahead Scheduling Process to Two-Days-Ahead
	Emergency Notification
	ERCOT
	QSE
	Demand
	API
	XML
	Protocol Section 4.4.19, Decision to Extend Day-Ahead Scheduling Process to Two-Day-Ahead Scheduling Process

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Day Ahead Notification
	Transmission Outages
	Day-Ahead Planning
	ERCOT
	QSE
	Daily before 0600
	API
	XML
	Protocol Section 4.4.2, Posting of Forecasted ERCOT System Conditions 

	 
	Total Transmission Capacity
	Day-Ahead Planning
	ERCOT
	QSE
	Daily before 0600
	API
	XML
	Protocol Section 4.4.2, Posting of Forecasted ERCOT System Conditions 

	 
	Weather assumptions used by ERCOT to forecast system conditions
	Day-Ahead Planning
	ERCOT
	QSE
	Daily before 0600
	API
	XML
	Protocol Section 4.4.2, Posting of Forecasted ERCOT System Conditions 

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Day-Ahead Notification
	Ancillary Services (AS) Plan
	Day-Ahead Planning
	ERCOT
	QSE
	Daily before 0600
	API
	XML
	Protocol Section 4.4.3, Notification to the Market of ERCOT's Day Ahead Ancillary Services Plan

	 
	Ancillary Service Obligations
	Day-Ahead Planning
	ERCOT
	QSE
	Daily by 0600
	API
	XML
	Protocol Section 4.4.4, Notification to QSEs of Ancillary Service Obligations 

	 
	Mandatory Balancing Energy Service Down Bid Percentage requirements
	Day-Ahead Planning
	ERCOT
	QSE
	Daily by 0600
	API
	XML
	Protocol Section 4.4.5, Notification to QSEs of Mandatory Balancing Energy Service Down Bid Percentage Requirements

	 
	Transmission and Distribution Loss Estimates
	Day-Ahead Planning
	ERCOT
	QSE
	Daily by 0600
	API
	XML
	Protocol Section 4.4.6, Notification to QSEs of Transmission Loss Factors and Distribution Loss Factors

	 
	Update of Forecasted System Conditions (total forecast system load and load forecasts in each congestion Zone)
	Day-Ahead Planning
	ERCOT
	QSE
	Daily @ 0600
	API
	XML
	Protocol Section 4.4.7, Update of Forecasted ERCOT System Conditions

	 
	 
	 
	 
	 
	 
	 
	 
	 

	QSEs Submit Balanced Schedules of Obligations and Supply
	Balanced Schedules
	CSC Congestion and Capacity Insufficiency
	QSE
	ERCOT
	Daily before 1100, @ 1300, then as needed
	API
	XML
	Protocol Section 4.4.8, Submittal of Day-Ahead Schedules and Ancillary Services Schedules, & Protocol Section 4.4.10, Submittal of Updated Balanced Energy Schedules.

	Self-Arranged Ancillary Services
	Self Provided Regulation Up
	AS (Rolled up from REP to QSE)
	QSE
	ERCOT
	Daily before 1100, @ 1300, then as needed
	API
	XML
	Protocol Section 4.4.8, Submittal of Day-Ahead Schedules and Ancillary Services Schedules, & Protocol Section 4.4.10, Submittal of Updated Balanced Energy Schedules.

	 
	Self Provided Regulation Down
	AS (Rolled up from REP to QSE)
	QSE
	ERCOT
	Daily before 1100, @ 1300, then as needed
	API
	XML
	Protocol Section 4.4.8, Submittal of Day-Ahead Schedules and Ancillary Services Schedules, & Protocol Section 4.4.10, Submittal of Updated Balanced Energy Schedules. 

	 
	Self Provided Responsive Reserve 
	AS (By Portfolio)
	QSE
	ERCOT
	Daily before 1100, @ 1300, then as needed
	API
	XML
	Protocol Section 4.4.8, Submittal of Day-Ahead Schedules and Ancillary Services Schedules, & Protocol Section 4.4.10, Submittal of Updated Balanced Energy Schedules.

	 
	Self Provided Non-Spinning Reserve 
	AS (By Portfolio, By Zone)
	QSE
	ERCOT
	Daily before 1100, @ 1300, then as needed
	API
	XML
	Protocol Section 4.4.8, Submittal of Day-Ahead Schedules and Ancillary Services Schedules, & Protocol Section 4.4.10, Submittal of Updated Balanced Energy Schedules.

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Validate Schedules and Bids
	Notification of invalid or mismatched schedules
	Validate Schedules
	ERCOT
	QSE
	Daily @ 1100 & 1300
	API
	XML
	Protocol Section 4.4.12, ERCOT Validation of QSE Day-Ahead Schedules and Bids

	 
	Corrected Schedules
	Submit corrected information
	QSE
	ERCOT
	Daily @ 1115 & 1315
	API
	XML
	Protocol Section 4.4.12, ERCOT Validation of QSE Day-Ahead Schedules and Bids

	 
	Notification of CSC Congestion and/or Capacity Insufficiency
	Update Schedules
	ERCOT
	QSE
	Daily by 1115
	API
	XML
	Protocol Section 4.4.9, ERCOT Notification of CSC Congestion and/or Capacity Insufficiency Based on 1100 Balanced Schedules

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Procure Ancillary Services
	AS Bids to ERCOT
	Ancillary Services Market
	QSE
	ERCOT
	Daily by 1300
	API
	XML
	Protocol Section 4.4.11, Ancillary Services Bid Submittal

	 
	Purchase Regulation Up
	Complete Day-Ahead Ancillary Services Plan
	ERCOT
	QSE
	Daily by 1330
	API
	XML
	Protocol Section 4.4.13, ERCOT Day Ahead Ancillary Services Procurement Process 

	 
	Purchase Regulation Down
	Complete Day-Ahead Ancillary Services Plan
	ERCOT
	QSE
	Daily by 1330
	API
	XML
	Protocol Section 4.4.13, ERCOT Day Ahead Ancillary Services Procurement Process 

	 
	Purchase Responsive Reserves
	Complete Day-Ahead Ancillary Services Plan
	ERCOT
	QSE
	Daily by 1330
	API
	XML
	Protocol Section 4.4.13, ERCOT Day Ahead Ancillary Services Procurement Process 

	 
	Purchase Non-Spinning Reserves
	Complete Day-Ahead Ancillary Services Plan
	ERCOT
	QSE
	Daily by 1330
	API
	XML
	Protocol Section 4.4.13, ERCOT Day Ahead Ancillary Services Procurement Process 

	 
	 Ancillary Services Schedules
	Notification of Selected Ancillary Services Bids
	ERCOT
	QSE
	Daily by 1330
	API
	XML
	Protocol Section 4.4.14, ERCOT Notification of Selected Ancillary Services Bids 

	 
	Publish Day-Ahead MCPs for Capacity (MCPCs) for each Day-Ahead Ancillary Service 
	Complete ERCOT's Day-Ahead Ancillary Services Plan
	ERCOT
	QSE
	Daily @ 1330 
	API
	XML
	Protocol Section 4.4.13, ERCOT Day Ahead Ancillary Services Procurement Process 

	
	Final Ancillary Services Schedules
	Updated Day Ahead Ancillary Services Schedule
	QSE
	ERCOT
	Daily @ 1500
	API
	XML
	Protocol Section 4.4.14, ERCOT Notification of Selected Ancillary Services Bids

	 
	 
	 
	 
	 
	 
	 
	 
	 

	QSE Present Resource Plan
	Unit Availability Status
	Generation Planning, AS Verification
	QSE
	ERCOT
	Daily @ 1600, then as needed
	API
	XML
	Protocol Section 4.4.15, QSE Resource Plans

	 
	Unit Planned Net Hourly Generation MW
	Generation Planning, AS Verification
	QSE
	ERCOT
	Daily @ 1600, then as needed
	API
	XML
	Protocol Section 4.4.15, QSE Resource Plans

	 
	Unit Planned High Net Hourly Operating Limit MW
	Generation Planning, AS Verification
	QSE
	ERCOT
	Daily @ 16000, then as needed
	API
	XML
	Protocol Section 4.4.15, QSE Resource Plans

	 
	Unit Planned Low Net Hourly Operating Limit MW
	Generation Planning, AS Verification
	QSE
	ERCOT
	Daily @ 1600, then as needed
	API
	XML
	Protocol Section 4.4.15, QSE Resource Plans 

	 
	Load acting as a Resource
	Generation Planning, AS Verification
	QSE
	ERCOT
	Daily @ 1600, then as needed
	API
	XML
	Protocol Section 4.4.15, QSE Resource Plans 

	
	Notification to QSE for insufficient resources
	Generation Planning, AS Verification
	ERCOT
	QSE
	Daily by 1600
	API
	XML
	Protocol Section 4.1.15, QSE Resource Plans

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Procure Replacement Reserve Service
	Unit-Specific Replacement Reserve Service (RPRS) Bids
	QSEs may submit Replacement Reserve Service (RPRS) Bids 
	QSE
	ERCOT
	Daily by 1600, then as needed
	API
	XML
	Protocol Section 4.4.16, ERCOT Receipt of Replacement Reserve Service Bids 

	 
	Resource Specific Premiums
	QSEs may submit hourly Resource specific premiums
	QSE
	ERCOT
	Daily by 1430, then as needed
	API
	XML
	Protocol Section 4.5.3, ERCOT Receipt of Resource Specific Premiums for Operational Congestion Management

	 
	Procurement of Replacement Reserve 
	ERCOT purchase RPRS
	ERCOT
	QSE
	Daily by 1800
	API
	XML
	Protocol Section 4.4.17, ERCOT Procurement of Replacement Reserve Service As Needed 

	 
	Adjustments to schedules of Reliability Must-Run (RMR) resources
	Adjustments to the QSE's schedules
	ERCOT
	QSE
	Demand
	API
	XML
	Protocol Section 4.5.11, Scheduling Requirements for RMR Units and Black Start Resources

	 
	 
	 
	 
	 
	 
	 
	 
	 

	ADJUSTMENT PERIOD

	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	QSE's can make schedule adjustments and ERCOT can request additional bids.
	 
	 
	Time T is the start of the Operating Period
	 
	 
	The Adjustment Period (AP) begins following the close of the Day-Ahead market and continues until one (1) hour prior to the beginning of the Operating Hour.

	Adjustment Period Schedule Changes
	Submit or change Energy Schedule and Ancillary Services Schedules
	Adjustment Period Scheduling Process
	QSE
	ERCOT
	T minus 60 minutes
	API
	XML
	Protocol Section 4.5.1, Receipt of Adjustment Period Schedule Changes

	 
	Submit, change, or remove Balancing Energy Service Up and Down Bids
	Adjustment Period Scheduling Process
	QSE
	ERCOT
	T minus 60 minutes
	API
	XML
	Protocol Section 4.5.1, Receipt of Adjustment Period Schedule Changes

	 
	Submit, change, or remove RPRS Bids
	Adjustment Period Scheduling Process
	QSE
	ERCOT
	T minus 60 minutes
	API
	XML
	Protocol Section 4.5.1, Receipt of Adjustment Period Schedule Changes

	 
	Require mandatory Balancing Energy Service Down Bid Curves
	Adjustment Period Scheduling Process
	ERCOT
	QSE
	T minus 60 minutes
	API
	XML
	Protocol Section 4.5.2, Receipt of QSE's Balancing Energy Bid Curves

	 
	Submit Balancing Energy Service Up and Down Bid Curves
	Adjustment Period Scheduling Process
	QSE
	ERCOT
	T minus 60 minutes
	API
	XML
	Protocol Section 4.5.2, Receipt of QSE's Balancing Energy Bid Curves

	 
	Announce need to procure RPRS
	Procure Submitted Bids
	ERCOT
	QSE
	T minus 60 minutes
	API
	XML
	Protocol Section 4.5.6, ERCOT Notice of Need to Procure Replacement Reserve Service Resources

	 
	Announce need to procure additional Ancillary Services
	Procure Submitted Bids
	ERCOT
	QSE
	T minus 60 minutes
	API
	XML
	Protocol Section 4.5.8, ERCOT Notice of Need to Procure Additional Ancillary Services

	 
	QSE Update their Resource Plan
	Update prior to close of the Adjustment Period
	QSE
	ERCOT
	T minus 60 minutes
	API
	XML
	Protocol Section 4.5.10, Updated Resource Plans

	
	QSE Update their Balanced Schedules
	Adjustment Period Scheduling Process
	QSE
	ERCOT
	T
	API
	XML
	Protocol Section 4.5.6, ERCOT Notice of Need to Procure Replacement Reserve Service Resources & Protocol Section 4.5.8,  ERCOT Notice of Need to Procure Additional Ancillary Services

	
	QSE Resubmit Corrected Balanced Schedule
	Adjustment Period Scheduling Process
	QSE
	ERCOT
	T plus 15 minutes
	API
	XML
	Protocol Section 4.5.6, ERCOT Notice of Need to Procure Replacement Reserve Service Resources & Protocol Section 4.5.8,  ERCOT Notice of Need to Procure Additional Ancillary Services

	
	Procure RPRS
	ERCOT purchase RPRS
	ERCOT
	QSE
	T plus 30 minutes
	API
	XML
	Protocol Section 4.5.6, ERCOT Notice of Need to Procure Replacement Reserve Service Resources

	
	Procure additional Ancillary Services
	ERCOT purchase additional ancillary service 
	ERCOT
	QSE
	T plus 30 minutes
	API
	XML
	Protocol Section 4.5.8,ERCOT Notice of Need to Procure Additional Ancillary Services

	 
	 
	 
	 
	 
	 
	 
	 
	 

	OPERATING PERIOD

	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	DNP 3.0 protocol will be used for new ports to RTUs or SCADA systems.

	FCS Inputs
	Frequency
	Real-Time Monitoring and Control
	ERCOT/QSE
	ERCOT
	2 sec
	RTU
	DNP 3.0
	Protocol Section 6.10.5, QSE Real Power Performance Criteria

	Unit Monitoring
	Generating Unit  MW
	Real-Time Monitoring & Security Analysis
	QSE
	ERCOT
	2 sec
	RTU
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision

Net Generation is preferred.  If gross MW is supplied, aux load should also be provided.

	 
	Generating Unit Mvar
	Real-Time Monitoring & Security Analysis
	QSE
	ERCOT
	10 sec
	RTU

/ICCP
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision

Net Generation is preferred.  If gross MVar is supplied, aux load should also be provided.

	
	Private Network 

Net Interchange to ERCOT
	Real-Time Monitoring & Security Analysis
	QSE
	ERCOT
	2 Sec
	RTU
	DNP 3.0
	For private networks, the net interchange shall be provided along with gross MW and MVar per generating unit.  

	
	Private Network

Net Interchange High Limit
	Real-Time Monitoring & Security Analysis
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	For private networks, the high operating limit will reflect the maximum generation available at the point of interconnection to ERCOT.

	
	Private Network

Net Interchange Low Limit
	Real-Time Monitoring & Security Analysis
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	For private networks, the low operating limit will reflect the minimum generation available at the point of interconnection to ERCOT.

	 
	Status of switching devices in the plant switchyard not monitored by the TDSP affecting flows on the ERCOT System
	Real-Time Monitoring & Security Analysis
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision

	 
	Generating Unit Breaker Status
	Real-Time Monitoring & Security Analysis
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision

	 
	Generating Unit High Operating Limit
	Real-Time Monitoring & Security Analysis
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision



	 
	Generating Unit Low Operating Limit
	Real-Time Monitoring & Security Analysis
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision



	NOTE: 
perating Period data from QSE units can be made available to the PGCs host TDSP on request.
	 
	 

	 
	Load used as a Resource MW
	Real-Time Monitoring
	QSE
	ERCOT
	2 sec
	RTU
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision

	 
	Load Resource Breaker Status
	Real-Time Monitoring
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision

	 
	Load Resource (providing Responsive Reserve) High-Set Underfrequency Relay Status
	Real-Time Monitoring
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision

	 
	QSE Frequency Bias
	Real-Time Monitoring
	QSE
	ERCOT
	2 sec
	RTU
	DNP 3.0
	Protocols Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision 

	 
	Dynamic Resource Power Schedules
	Real-Time Monitoring
	QSE
	ERCOT
	2 sec
	RTU
	DNP 3.0
	Protocol Section 4.9,  Dynamic Schedules, & Protocol Section  6.10.4.4,  Schedule Control Error

	 
	SCE
	Real-Time Monitoring and Control (control only for regulation providers)
	QSE
	ERCOT
	2 sec
	RTU
	DNP 3.0
	Feedback for QSE regulation calculation. Protocol Section 6.10.5, QSE Real Power Performance Criteria

	 
	Regulation Feedback (loop-back)
	Real-Time Monitoring
	QSE
	ERCOT
	2 sec
	RTU
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision, & Protocol Section 6.7.2(8), Deployment of Regulation Service - Feedback the amount of RGS power (MW) being provided each control cycle

	 
	Responsive Reserve Availability MW
	Real-Time Monitoring
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Feedback to Responsive Reserve Deployment. Protocols Section 6.7.3 (6), Deployment of Responsive Reserve Service

	 
	Responsive Reserve Deployment MW
	Real-Time Monitoring
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Feedback to Responsive Reserve Deployment. Protocols Section 6.7.3 (6), Deployment of Responsive Reserve Service

	 
	Non-Spinning Reserve Availability MW
	Real-Time Monitoring
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Feedback to Non-Spinning Reserve Deployment. Protocols Section 6.7.4 (7), Deployment of Non-Spinning Reserve Service

	 
	Non-Spinning Reserve Deployment MW
	Real-Time Monitoring
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Feedback to Non-Spinning Reserve Deployment. Protocols Section 6.7.4 (7), Deployment of Non-Spinning Reserve Service

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Deploy Ancillary Services
	Instructed Regulation Up / Down MW 
	FCS Instruction
	ERCOT
	QSE
	4 sec
	RTU
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision, & Protocol Section 6.7.2(1), Deployment of Regulation Service

	 
	Instructed Responsive Reserve MW
	FCS Instruction
	ERCOT
	QSE
	4 sec
	RTU
	DNP 3.0
	Protocol Section 6.5.1.1, Requirement for Operating Period Data for System Reliability and Ancillary Service Provision, & Protocol Section 6.7.3(1), Deployment of Responsive Reserve Service

	 
	SCE
	Performance Monitoring
	ERCOT
	QSE
	10 sec
	RTU
	DNP 3.0
	SCE Comparison for real-time monitoring and analysis by the ERCOT and QSE. Protocol Section 6.10.4.4, Schedule Control Error

	 
	Governor Response
	Monitoring
	ERCOT
	QSE
	10 sec
	RTU
	DNP 3.0
	ERCOT calculated governor response from QSE frequency bias. Protocol Section 6.10.4.4, Schedule Control Error

	
	Generating Unit Governor Response
	Real-Time Monitoring
	ERCOT
	QSE
	10 sec.
	RTU
	DNP 3.0
	Protocol Section 6.5.1.1 Requirements for Operating Period Data for System Reliability and Ancillary Service Provision.

	 
	 
	 
	 
	 
	 
	 
	 
	 

	FCS Control Instructions
	Instructed Non-Spinning Reserve MW
	Instruction
	ERCOT
	QSE
	Every 15 minutes
	API
	XML
	Protocol Section 6.7.4(6), Deployment of Non-Spinning Reserve Service

	 
	Instructed Balancing Energy MW (Up / Down)
	Instruction
	ERCOT
	QSE
	Every 15 minutes with 10 minutes notice
	API
	XML
	Protocol Section 6.5.2, Balancing Energy Service, & Protocol Section 6.7.1.1(8), Creation of the Balancing Energy Bid Stack.

	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	Unit Automatic Voltage Regulator Status
	Real Time Monitoring
	QSE
	ERCOT 
	10 sec
	RTU/ ICCP
	DNP 3.0
	

	 
	Unit High Side Bus Voltage kV
	Real-Time Monitoring
	QSE
	ERCOT
	10 sec
	RTU/

ICCP
	DNP 3.0
	Protocol Section 6.5.7, Voltage Support Service, May be supplied by the TDSP.  Low Side with appropriate transformer model may be substituted.

	 
	
	
	
	
	
	
	
	

	
	Bus Voltage at Private Network connection to ERCOT
	Real-Time Monitoring
	QSE
	ERCOT
	10 sec
	RTU
	DNP 3.0
	This voltage may be supplied by the TDSP.

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Reliability Instructions
	Instructed Replacement Reserve
	Instruction
	ERCOT
	QSE
	As needed
	API
	XML
	Protocol Section 6.5.6, Replacement Reserve Service

	 
	Instructed Voltage Support
	Instruction
	ERCOT
	QSE
	As needed
	API
	XML
	Protocol Section 6.5.7, Voltage Support Service

	 
	Instructed Black Start
	Instruction
	ERCOT
	QSE
	As needed
	API
	XML
	Protocol Section 6.5.8, Black Start Service

	 
	Instructed Reliability Must-Run
	Instruction
	ERCOT
	QSE
	As needed
	API
	XML
	Protocols Section 6.5.9, Reliability Must-Run Service

	 
	Instructed Out-of-Merit Capacity
	Instruction
	ERCOT
	QSE
	As needed
	API
	XML
	Protocol Section 6.5.10, Out-of-Merit Capacity and Out-of-Merit Energy Services

	 
	Instructed Out-of-Merit Energy
	Instruction
	ERCOT
	QSE
	As needed
	API
	XML
	Protocol Section 6.5.10, Out-of-Merit Capacity and Out-of-Merit Energy Services

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Security Analysis



	
	 
	 
	 
	 
	 
	 
	 
	 

	Generation
	 
	 
	 
	 
	 
	 
	 
	Generating data is provided by QSEs as defined above under Operating Period Data

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Bus 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	Bus Voltage kV
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	 

	 
	Bus Frequency Hz
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Transformer
	 
	 
	 
	 
	 
	 
	 
	 

	 
	Transformer Flow MW
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Positive flow is into the transformer

	 
	Transformer Flow Mvar
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Positive flow is into the transformer

	 
	LTC Tap Position
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	 

	 
	Transformer Status
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Used if the computer(s) have a Network Topology Processor

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Line
	 
	 
	 
	 
	 
	 
	 
	 Circuit Breaker data may be used instead of line data.

	 
	Line Flow MW
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Positive flow is out of the station

	 
	Line Flow Mvar 
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Positive flow is out of the station

	 
	Circuit Status
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Used if the computer(s) have a Network Topology Processor

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Shunt
	 
	 
	 
	 
	 
	 
	 
	 

	 
	Reactive Support from Shunt Mvar
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Positive for supplying VAR      Negative for absorbing VAR

	 
	Bank Status
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Used if the computer(s) have a Network Topology Processor

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Circuit Breaker
	 
	 
	 
	 
	 
	 
	 
	Includes: Circuit Breaker (CB), Line Switch (LS), and Disconnect Switch (DCS) (where applicable)

Line data may be used instead of circuit breaker data.

	 
	CB MW flow
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Positive flow is from bus section to equipment (optional)

	 
	CB Mvar
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Positive flow is from bus section to equipment (optional)

	 
	Switch Position
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Load
	 
	 
	 
	 
	 
	 
	 
	Load metering is preferred from the high side of the transformation point of the substation distribution transformer.

	 
	Load in MW 
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Negative for Load MW

	 
	Load in Mvar
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Negative for Load Mvar

	 
	 
	 
	 
	 
	 
	 
	 
	 

	DC Injection
	 
	 
	 
	 
	 
	 
	 
	 

	 
	DC Injection in MW 
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Positive flow is out of the station

	 
	DC Injection in Mvar
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Positive flow is out of the station

	 
	DC Tie Status
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP
	Blocks 1&2
	Used if the Computer(s) have a Network Topology Processor

	Weather Zone Tie Lines
	Line Flow MW
	Real-Time Monitoring
	TDSP
	ERCOT
	10 sec
	ICCP

DNP 3.0
	Blocks 1&2
	TDSP’s responsible for supplying weather zone tie line data must provide a redudant path from their normal ICCP link.  This second path may be a second ICCP association to ERCOT or an RTU or other device using DNP 3.0 protocol.


NOTE:
Real-Time data for Security Analysis can be provided to TDSPs on request.

Private Network refers to generators with self-serve private load behind a single meter at the point of injection into the ERCOT grid.
LEGEND:

Supplied by/Received by

ERCOT - ERCOT Independent System Operator

QSE - Qualified Scheduling Entity

TDSP - Transmission, Distribution Service Provider

PGC - Power Generating Company

Mode of Communication

Web Portal - Online application available to market participants via the World Wide Web

TCH - Transaction Clearinghouse.  The mechanism used to send/receive EDI transactions

API - Programmatic API. A message protocol used to automate data exchange between ERCOT and market participants

ICCP - Inter-Control Center Communication Protocol.  A standard protocol used to automate data exchange real-time control information between the ERCOT and participants

RTU - Remote Terminal Unit. Used to gather real-time control/monitoring information.

Format

EDI - Electronic Data Exchange format. EDI formats are specified by the Texas SET working group and are based on standard EDI transaction protocols.

XML - eXtensible Markup Language.  XML is a self-describing meta language used to facilitate the exchange of data. XML will format requests and receive replies using the API.

CSV - Comma Separated Values.  A generic file format where elements of data are separated by commas within a file.

Office Document - One of the common Microsoft Office file formats such as MS Word or MS Excel.
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ATM PORT



DACS NETWORK

(Voice, RTU)

Block Diagram of ERCOT WAN Communications 
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