Operating Guides Revision Request

	OGRR Number
	216
	OGRR Title
	System Security Response Group (SSRG)

	Date Posted
	December 9, 2008


	Operating Guide Section Requiring Revision
	Section 3.1.7, System Security Response Group (SSRG) (New)

	Protocol Section(s) Requiring Revision, if any
	None.

	Requested Resolution 
	Normal.

	Revision Description
	This Operating Guide Revision Request (OGRR) adds requirements for the System Security Response Group (SSRG), which helps to satisfy the North American Electric Reliability Corporation (NERC) Standard CIP-001-1, Sabotage Reporting.


	Reason for Revision
	Adds a new Section to the Operating Guide regarding the System Security Response Group (SSRG).


	Overall Market Benefit
	This OGRR will help to disseminate and communicate critical information regarding actual or suspected act(s) of physical sabotage or terrorism and/or cyber and pandemic threats directed at the Bulk Electric System.


	Overall Market Impact
	None.

	Consumer Impact
	None.


	Quantitative Impacts and Benefits


	Assumptions
	1
	This OGRR will help to disseminate and communicate critical information regarding actual or suspected act(s) of physical sabotage or terrorism and/or, cyber and pandemic threats directed at the Bulk Electric System.
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	Market Cost
	
	Impact Area
	Monetary Impact
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	None.
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	Market Benefit
	
	Impact Area
	Monetary Impact

	
	1
	This OGRR will ensure the communication of critical information of actual or suspected threats directed at the Bulk Electric System.
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	Additional Qualitative Information
	1
	None.

	
	2
	

	
	3
	

	
	4
	

	Other Comments
	1
	None.
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	Sponsor

	Name
	Colleen Frosch

	E-mail Address
	cfrosch@ercot.com

	Company
	ERCOT

	Phone Number
	(512) 248-4219

	Cell Number
	(512) 868-4219

	Market Segment
	Not applicable.


	Market Rules Staff Contact

	Name
	Yvette M. Landin

	E-Mail Address
	ylandin@ercot.com

	Phone Number
	(512) 248-4513


	Proposed Guide Language Revision


3.1.7 System Security Response Group (SSRG)
Qualified Scheduling Entities (QSEs) and Transmission Operators (TOs) shall inform ERCOT regarding actual or suspected act(s) of physical sabotage or terrorism and/or, cyber and pandemic threats directed at the Bulk Electric System under their control that attempt to disrupt power delivery, deny power to critical Facilities, or otherwise interrupts daily activities.
These types of events are expected to require intense efforts of heightened security over undetermined periods of time.  This information needs to be disseminated to other Entities in the ERCOT Region that own assets.  
Each QSE and TO with Resources shall designate an assigned System Security Response Group (SSRG) member representative.  Each Entity shall have one (1) primary contact and at least one (1) alternate contact.
ERCOT will communicate with the SSRG to disseminate information regarding actual or suspected act(s) of physical sabotage or terrorism and/or, cyber and pandemic threats.  The SSRG e-mail list will be used to disseminate information to the SSRG members of the ERCOT Region when an SSRG conference call is not necessary.  
Types of information may include but is not limited to the following:
· Notices from the North American Electric Reliability Corporation (NERC)
· Copper thefts
· Substation break-in
· Vandalism
· Malicious mischief
· Suspicious photos
· Potential Sabotage (cyber or physical)
If ERCOT receives information on verifiable threats and emergencies, ERCOT will initiate a Hotline call to all QSEs and TOs to give notification of an upcoming SSRG conference call.  
To become an SSRG member, go to http://lists.ercot.com to make the request.  The request will go to the ERCOT Operations Support Group to be validated that the request for membership is from a registered Entity.  Once approved, the ERCOT Operations Support Group will request pertinent information regarding the primary and alternate contacts from the new SSRG member and update the SSRG list.  The SSRG list will be maintained by the ERCOT Operations Support Group.
To test the status of the system, quarterly Hotline calls will be made and all Entities with SSRG member representatives shall have at least one (1) member participate.
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