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	Adding new section 3.1.7, System Security Response Group (SSRG)
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	Add requirement for the System Security Response Group (SSRG)
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	1.5 FTE each for 6 TDSPs @ $65/hour
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	4
	
	

	Market Benefit
	
	Impact Area
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	1
	e.g.: Reduced MP costs
	e.g.: 2 FTE reduction for 25 CRs @ $65/hour
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	Enhanced MP efficiency
	2 hour savings per day for 50 generators @$65

	
	3
	Reduced congestion cost
	 0.5% reduction in total congestion cost
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	e.g.: Benefits that are difficult to quantify

	
	2
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3.1.7 System Security Response Group (SSRG)

ERCOT will receive notifications from Market Participant entities information regarding actual or suspected act(s) of physical sabotage or terrorism, cyber and pandemic threats directed at the Bulk Electric System that attempt to disrupt power delivery, deny power to critical facilities, or otherwise interrupts daily activities.

These types of events are expected to require intense efforts of heightened security over undetermined periods of time.  This information needs to be disseminated to entities in the ERCOT region that own assets.  

Each ERCOT Transmission Operator (TO), and Qualified Scheduling Entity (QSE) with resources shall have an assigned SSRG member representative.  Each company shall have a primary contact and at lest one (1) alternate contact; you may have up to two alternates.

ERCOT will use the System Security Response Group (SSRG) to disseminate information to Market Participants.  The SSRG e-mail exploder list will be used to disseminate information to the SSRG members of the ERCOT Region when an SSRG conference call is not necessary.  

Types of information could include but not limited to the following:

· Notices from NERC

· Copper thefts

· Substation break-in

· Vandalism

· Malicious mischief

· Suspicious photos

· Potential Sabotage (cyber or physical)

If ERCOT receives information on verifiable threats and emergencies, ERCOT will initiate a hotline call to all TOs and QSEs to make notification of an upcoming SSRG conference call.  

To become a member of the SSRG group go to http://lists.ercot.com to make the request.  The request will go the ERCOT Operations Support group to be validated that the request for membership is for a legitimate contact.  Once approved ERCOT Operations Support will request pertinent information regarding the contact from the new SSRG Member and update the SSRG List.  The SSRG list will be maintained by ERCOT Operations Support.

To test the viability of the system, quarterly hotline calls will be made and all Organizations with SSRG member representatives are required to have at least one member participate.
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