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1 - Problem Statement
A Counter Party is an entity that is not recognized by the Nodal Protocols like other entities such as QSEs and CRR Account Holders (CRRAHs).  Even though the Counter Party entity is not like the others, there is a need for individuals within a Counter Party to have access to various “pages” within the CRR system and access to the certified area of the MIS in order to view and provide credit limit data.   Individuals within the Counter Party entity perform various functions and typically take on the role of “credit manager”.

The problem identified by the CRR group and the CMM group is that the standard ERCOT approach to issuing digital certificates and assigning roles does not adequately provide the access that is needed for the individuals of the Counter Party.
Background:
In general, system users are issued digital certificates identifying them by a Unique ID (referred to as DUNS + XXXX + Employee ID in the certificate) to which specific roles are assigned.  The “XXXX” are the four digits that identify the type of Market Participant entity and differentiate the entities within the same DUNS number.  These digital certificates are issued and managed by a User Security Administrator (USA) who is responsible for control and management as defined by the protocols.  
Currently when the credit manager role is assigned under the CRR Account Holder entity, access to credit information is insufficient.  The user is prevented from viewing all counter party credit information, and is therefore unable to allocate credit to other entities (that are part of the Counter Party) due to the Unique ID on the CRR Account Holder digital certificate. The ID on the issued certificate currently reads as follows: 
9 digit DUNS+7001+Employee ID – 1234567897001$1234. 
2 - Solution Design
The Counter Party entity with be assigned a new digital certificate, tagged 9999.  This new digital certificate will be used by the individual or individuals assigned to the credit manager role.  

Counter Parties with CRR Account Holders

A MP User who has two roles (Counter Party and CRR Account Holder) will now be issued two digital certificates (each with a unique ID).  The new Counter Party Entity related to the Credit Manager role will be associated to one certificate (1234567899999) while the CRRAH roles will be associated to a second (1234567897001).  The MP USA will need to log in using the first certificate (9999) to assign the roles associated to the Counter Party (restricted to credit roles).  The MPUSA will need to llog in using the second certificate (7001) to assign the CRRAH roles.   

Counter Parties with out CRR Account Holders

The MP USA will be issued two unique digital certificates, one for the Counter Party (9999) and a second one for the other roles.  In order to assign the Counter Party roles, the MP USA will need to log in using the Counter Party certificate.
	Function Name
	Design Decisions

	MPIM

	· A new entity type will be created in MPIM for Counter Party 
· The Credit Manager role will be moved from the CRR Account Holder entity to the new Counter Party entity in LDAP

· Minimal coding modifications required to issue the Counter Party certificate.  The current estimate is less than 100 hours. 

· New digital certificates are required for each Counter Party at roughly ($75/certificate)

· There is an annual renewal of certificates. The current cost estimate is roughly $75/year.


	CRR
	· No changes required

	CMM
	· No changes required

	Registration/Siebel
	· No immediate change

· Long term modifications may be required to address synchronization between the registration application (Siebel) and MPIM.  Currently, entities and corresponding roles are being entered manually into MPIM.  This process will stop approximately 1 year after go-live.  Registration will need to be modified to accept the counter party as a new entity in order to automatically synchronize correctly.  This is a potential future project.  


3 – Implementation Activities
	MS
	Milestone Description
	Assigned to
	Pred’r MS

	1
	MPIM

Create new entity type in MPIM for Counter Party

Associate Credit Manager role with Counter Party in LDAP

Modify code to issue the Counter Party certificate
	Kate Blood
	N/A

	2
	Registration

No changes are required before go-live

Long-term modifications may be required to address the synchronization between Registration and MPIM.  
	Patrick Coon
	N/A


4 – Comments

Please note that all implementation details will be maintained in the integrated schedule
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