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1. Introduction

1.1. Purpose

The Requirements Specification fully describes the behavior of the Market Participant Identity Management (MPIM) application. It also describes requirements, design constraints, and other factors necessary to provide a complete and comprehensive description of the requirements for the software.  

At the end of the Requirements elicitation process, 100% of all Nodal Protocols should be converted into the form of testable Requirements and Use Cases.  The requirements and use cases should be traceable between themselves and also to the Nodal Protocols.  It is imperative to recognize that there exists a many-to-many relationship between protocols and requirements, and in some cases a many-to-many relationship between requirements and use-cases.  To ensure that traceability can be properly established Project managers are required to capture the necessary attributes for every requirement and use case.  The formats suggested in this document represent the key attributes that have to be captured for every requirement and use case.

Please note: 
· A glossary of terms is available at the end of this document in Appendix #1.

· Requirements have been updated with corresponding release number. There are two MPIM releases: 

· Phase 1.0 - initial MPIM implementation - Deployed on December 7th to Nodal Sandbox
· Phase 1.5 - first enhancement release to MPIM –Deployed March 31, 2008 to Market Production
· Phase 2.0 – 2nd MPIM enhancement release – expected to deploy in early June 2008

· Phase 2.0 requirements are at the top of each requirement section. 

1.2. Objectives

The objective of the requirement elicitation phase is to:

•
Collect a mutually exclusive and collectively exhaustive set of requirements for the system

•
Prioritize requirements by business and technical importance.

•
Ensure that requirements are in compliance with the Nodal protocols

•
Ensure that requirements are compatible with the Zonal Market

•
Ensure that requirements are traceable to Nodal Protocols, NERC, and FERC. .

The stakeholders for this work are:

•
The project manager, who is accountable for completion of the requirements elicitation

•
The vendor business and technical teams who will be required to participate in requirements elicitation and requirements documentation.

•
The test team who will use the requirements to produce test scenarios for acceptance and system test

•
The program manager who will be required to ensure that Requirements elicitation process follows the prescribed methodologies of Texas Nodal.

1.3. Control Framework

The control framework for the requirement elicitation exercise includes:

Quality Assurance and Control – The Integration Design Authority has to provide assurance that the requirements fulfill the intended purpose of the project.  The only controls required are reviews to ensure that the right people are given an opportunity to review, contribute and apply their own expertise.

Change Control - Once Requirements Specification document of a sub-project is under change control the Change Control Board (CCB) will preside over requirement changes.  The CCB will be used to control and monitor changes to the requirements scope.  Further details of the Nodal CCB and the Change Control Framework can be found in the Nodal Change Control Plan document.

1.4. Traceability

All requirements should be traceable to the Nodal Protocols, Process Maps and/or regulations such as NERC and FERC.  In addition, use cases are traceable to the requirements themselves.  The Nodal Requirements Management Plan document defines the traceability criteria for Texas Nodal. Requirements traceability is being established using IBM Requisite Pro.

2. Scope

The requirements listed in this document will be used to build the Market Participant Identity Management (MPIM) application. MPIM will be a single application that manages a Market Participant access to Nodal Market Systems. 

MPIM will be a customized instance of Sun Microsystems’s Identity Manager product. Out of the box functionality will be augmented by custom development to meet ERCOT requirements. 

2.1. Objectives

Market Participant Identity Management objectives are to: 

· Allow ERCOT User Security Administrators to create and manage new Market Participant Entities and the Market Participant User Security Administrator.

· Allow ERCOT Super Users to create and manage roles that grant users specific access on Nodal Applications.

· Allow Market Participant User Security Administrators to create and manage new users for their organization, request a VeriSign certificate and assign the appropriate business roles.

· Integrate with Nodal Applications to provision user accounts and/or application access. 

· USA Report of users defined, distribution process determined, plan of development defined and implemented. 

· Automation of the Certificate Renewal Process - Part of the VeriSign Digital Certificate Project (60013_01)

2.2. MPIM Components

MPIM will provide the following:

· Administrative interface to 

· Manage (Create, modify, delete) roles

· Create system administrators 

· Monitor the system

· IT User interface to create ERCOT User Security Administrators (USA)

· ERCOT USA interface to create Market Participant Entities and the Entity’s first Market Participant User Security Administrator (USA). 

· Market Participant USA interface to:

· Manage the lifecycle of a Market Participant Users

· Manage (request and revoke) digital certificates

· Assign business roles to a user

· Provisioning of user access and/or application access to the following nodal systems: (Provisioning is defined as setting of user permissions on applications based on roles.  MPIM will provide a mechanism for the MP to assign and un-assign roles.  MPIM will pass this information to the appropriate applications which will update the user's permissions.  In some cases (NMMS) there will be an additional step in granting permissions done at the application level. Additional details will be provided in the design documents.)

· Enterprise LDAP (supports MIS portal, VeriSign, and SiteMinder)

· Market Management Systems (MMS)

· Outage Schedule (OS)

· Network Model Management System (NMMS)

· Congestion Review Rights (CRR)

· Siebel 
2.3. Assumptions and Dependencies

2.3.1. Application 

· Multiple MP USAs or ERCOT USAs will not be executing the same operation on the same set of users at the same time.  For example, one MP USA will not be modifying a user that another MP USA will be deleting

· All MPIM Market Participant users must be authenticated and authorized through the MIS Portal or TML. 

· ERCOT Administrators of the MPIM tool, will access the application directly, NOT through the MIS Portal. 

· An initial mapping of Business Roles to application roles will be available by the start of development. 

· Initial application privileges will be defined by the start of development. 

· There may be one and only one primary MP USA for an MP Entity and optionally a back-up USA.  There may be only 1 active USA at a time. (This will be enforced by a Business Process, not the Identity Management Application)
· One person may serve as the MP USA for multiple MP Entities.  They will receive a unique user account for each MP entity.
· Every MP Entity has a unique DUNS #.
· The same company may have multiple DUNS # and consist of multiple entities.   

· A company may have multiple MP Entities however, each is a separate entity.  Each entity will have its own DUNS #, of the format DUNS (111111111) or DUNS+4 (1111111111111) 
· A role may be accessible by a subset of entities, filtered by Organization Profiles.
2.3.2. Hardware 

· All hardware will be procured, installed, patched, and networked by the dates identified in the project plan. This includes hardware for development, test, QA, and production environments.

· ERCOT will provide technical experts for all infrastructure components, to include:

· Network

· Hardware

· Operation System

· Database

· Clustering and failover

· Application Server

2.3.3. Application Integration 

· All applications will provide a development environment (LDAP, DB) to perform development provisioning against within the timeline identified in the project plan. 

· All applications will provide a test environment and appropriate support during the MPIM test window for end to end testing.

· Necessary application design documentation will be provided to the MPIM team for development purposes prior to the start of development. 

· All necessary parties will be identified by ERCOT and participate in User Acceptance Testing during the UAT testing window identified in the project plan. 

· Fully integrated testing, when end systems become available, is the responsibility of ERCOT.  

· Any improper roles definitions, which provide improper user access, will require a change in the definition of roles by the Super User.

· VeriSign - IDM vendor will not be responsible for debugging or resolving and SSL/Certificate/Authentication related issues, with the exception of ensuring the appropriate emails are issued 

· Enterprise LDAP

· Enterprise LDAP will be installed and available at project start. 

· Instance will be available in all project environments

· Custom schema, if required, is complete and available to team prior to development start

· Directory Information Tree is complete and available to team prior to development start

· If LDAP/SSL is required, the handshake will be server authentication only.  Trusted Root certificate of CA must be made available at project start.

· Synchronization of data and/or virtualization of data is not in scope.  However, implementation will ensure that all identity data managed by IDM will propagate to all connected resources (according to requirements defined business rules).

3. Functional Requirements

3.1. General Requirements

	Requirement ID
	FR1 – Deliver Phase 1.0

	Requirement Name
	MPIM Integration with MIS portal

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.1.a

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	ERCOT USAs and MP USAs will not need to enter a user name and password to access the system.


3.2. Management of Market Participant Entity

	Requirement ID
	FR2 (old  req. 7) – Deliver Phase 1.0

	Requirement Name
	Create MP Entity

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.1(1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM ERCOT USAs will be able to create a Market Participant Entity.

Form Fields:

1. DUNS

2. Company Name

3. Company URL

4. Organization Profile
Required Fields: DUNS and Organization Profile


	Requirement ID
	FR3 (old req.8) – Deliver Phase 1.0

	Requirement Name
	Modify MP Entity

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.1(1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM ERCOT USA Users will be able to modify a Market Participant Entity.

The ERCOT USA will be able to edit the company URL and company name. All other fields provided on the create form will NOT be editable


	Requirement ID
	FR4 (old  req. 9) – Deliver Phase 1.0

	Requirement Name
	Terminate MP Entity

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.1(1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	ERCOT USA Users will be able to terminate an Entity.

MPIM will trigger the revocation of the certificate and remove the user’s roles. In MPIM the users will be put in disabled status.


	Requirement ID
	FR5 (old  req. 10) – Deliver Phase 1.0

	Requirement Name
	Organization Profile

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.1

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MP Entities can only have one Organization Profile.

The list of Organization Profiles can be found in the Detailed Design Document.


3.3. MPIM System Administration

	Requirement ID
	FR6 (old  req. 15) – Deliver Phase 1.0

	Requirement Name
	ERCOT USA manage MP USA

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.4(1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	ERCOT USAs will have the ability to manage(create, modify, terminate) MP USAs


	Requirement ID
	FR7 (old  req. 16) – Deliver Phase 1.0

	Requirement Name
	Assign USA role

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	The IT Super User will have the ability to assign an ERCOT user the ERCOT USA role. The ERCOT USA will have the ability to assign an MP User the MP USA role.


	Requirement ID
	FR8 (old  req. 17) – Deliver Phase 1.0

	Requirement Name
	Un-assign USA

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.4(3)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	The IT User will have the ability to un-assign an ERCOT user the ERCOT USA role. The ERCOT USA will have the ability to un-assign an MP user the MP USA role.


	Requirement ID
	FR9 (old  req. 18) – Deliver Phase 1.0

	Requirement Name
	Create User Security Administrator

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will collect the following information when creating a User Security Administrator. (applies to both ERCOT USA and MP USA)

Form Fields:

1. Employee ID

2. First Name

3. Last Name

4. E-mail address 

5. DUNs

Required Fields: Employee ID, DUNs, e-mail address


	Requirement ID
	FR10 (old  req. 19) – Deliver Phase 1.0

	Requirement Name
	Modify MP USA

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.3(1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will allow all MP USA attributes to be modified except DUNS, Employee ID and e-mail address


	Requirement ID
	FR11 (old req20) – Deliver Phase 1.0

	Requirement Name
	Terminate MP USA

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.3(1) and 16.12.4(3)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will allow MP USAs to be terminated.


3.4. Management of Users

	Requirement ID
	FR12 (old req22) – Deliver Phase 1.0

	Requirement Name
	Create User

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12(1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	The ERCOT USA will create ERCOT Users.

The MP USA will create MP Users.

The following data will be captured for all users (regardless of the entity):

1. Employee ID

2. First Name

3. Last Name

4. E-mail Address

5. DUNS

Required fields: Employee ID, DUNs and E-mail address.


	Requirement ID
	FR13 (old  req. 24) – Deliver Phase 1.0

	Requirement Name
	Modify MP User

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.3(1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will allow all MP user’s form data to be modified except Employee ID, DUNS, and E-mail address


	Requirement ID
	FR14 (old  req. 25) – Deliver Phase 1.0

	Requirement Name
	Terminate User

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.3(1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will allow users to be terminated.


3.5. Termination

	Requirement ID
	FR15 (old req28) – Deliver Phase 1.0

	Requirement Name
	Terminate User/USA

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.1.(b)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will allow the termination of both MP USAs and Users. MPIM will trigger the revocation of the user’s certificate and remove the user’s role(s). The MP USA’s/User's certificate will be revoked and its roles will be unassigned. In MPIM the MP USA/User will be put in disabled status.


3.6. Certificate Management

	Requirement ID
	FR16 (old req35) – Deliver Phase 1.5

	Requirement Name
	VeriSign Certificate Creation

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.1.(a)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	IDM will begin issuance of the user's VeriSign certificate


	Requirement ID
	FR17 (old req36) – Deliver Phase 1.5

	Requirement Name
	VeriSign Certificate Revoke

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	NP.Section 16.12.1.(b)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	IDM will begin the revocation of the VeriSign Certificate.


3.7. Performance Requirements 

Performance characteristics will be determined in the detailed design phase.

3.8. Legal and Regulatory requirements

3.9. System and Communication Requirements

	Requirement ID
	SS1 – Deliver Phase 1.0

	Requirement Name
	Audit

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	The MPIM system will audit transactions that occur on the system. The auditing of out of the box functionality will not be modified. 

The Audit records for non out of the box transactions will include: 

1. Transaction Performed 

2. Who performed the transaction

3. Who the transaction was performed on

4. Date and Time the transaction occurred

5. Where (Admin console or User Interface)


	Requirement ID
	SS2 – Deliver Phase 1.0

	Requirement Name
	Internet Explorer 6.0

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM must be compatible with Microsoft Internet Explorer 6.0.


3.9.1. MPIM System Administration
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Figure 1 - User Hierarchy

	Requirement ID
	SS3 – Deliver Phase 1.0

	Requirement Name
	Create Super Users

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will support the creation of  Super Users See Figure 1


	Requirement ID
	SS4 – Deliver Phase 1.0

	Requirement Name
	Create IT Super Users (IT_SU) 

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will support the creation of IT Super Users. See Figure 1


	Requirement ID
	SS5 – Deliver Phase 1.0

	Requirement Name
	Relationship of Super User to IT Super User

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	Super User will create IT Super Users. See Figure 1


3.9.2. Management of User Security Administrator (USA)

	Requirement ID
	SS6 – Deliver Phase 1.0

	Requirement Name
	IT Super User manage ERCOT USA

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	IT Super Users will have the ability to manage (create, modify, terminate) ERCOT USAs. See Figure 1


	Requirement ID
	SS7 – Deliver Phase 1.0

	Requirement Name
	Market Participant User Security Administrator (MP USA) to User relationship

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	An MP USA will only be able to create MP Users for the Entity they belong to. See Figure 1


3.9.3. Management of Users

	Requirement ID
	SS8 – Deliver Phase 1.0

	Requirement Name
	Unique User per Entity

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	An Employee ID assigned by the MP USA will be a unique identifier within the Entity. See Figure 1


	Requirement ID
	SS9 – Deliver Phase 1.0

	Requirement Name
	MP USA to User relationship

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	A USA will only be able to manage Users for the Entity they belong to. See Figure 1


	Requirement ID
	SS10 – Deliver Phase 1.0

	Requirement Name
	USA and User

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	An MPIM User can be both an MP USA and an MP User. See Figure 1


3.9.4. Termination

	Requirement ID
	SS35 – Deliver Phase 1.5

	Requirement Name
	Termination – ERCOT USA 

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	An ERCOT MP USA will not be able to terminate an ERCOT USA 


	Requirement ID
	SS11 – Deliver Phase 1.0

	Requirement Name
	Self Termination

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	An MP USA will not be able to terminate themselves.


	Requirement ID
	SS12 – Deliver Phase 1.0

	Requirement Name
	24 Hour SLA

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	The MPIM termination submission will mark the beginning of a 24 hour SLA to remove the user from nodal systems. The implementation of this requirement is dependent on MPIM-to-application integration details and will be defined during the design phase. 


3.9.5. Roles

	Requirement ID
	SS13 – Deliver Phase 1.0

	Requirement Name
	Application privilege

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM application will contain a representation of defined application privileges.  Application privileges will be referred to as IT privilege


	Requirement ID
	SS14 – Deliver Phase 1.0

	Requirement Name
	Manage Business Roles

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM Application will support the management (create/modify/delete) of Business Roles. 

Business roles are defined as a combination of one or more IT privileges


	Requirement ID
	SS15 – Deliver Phase 1.0

	Requirement Name
	Assign/Remove Business Role(s)

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM Application will support the assignment of Business Roles to MP Users. Assigning a business role will grant the user access to the associated applications.


	Requirement ID
	SS16 – Deliver Phase 1.0

	Requirement Name
	User to Role Relationship

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	A MP User may have zero or more Business Roles


3.9.6. Password Management

	Requirement ID
	SS17 – Deliver Phase 1.0

	Requirement Name
	MPIM Password

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	The MPIM password will conform to the ERCOT password policy within the limits of the IDM product.


	Requirement ID
	SS18 – Deliver Phase 1.0

	Requirement Name
	Password Management

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will support password management by Super Users
- user will get a randomly generated password 

- password will be provisioned to the LDAP

- updating the password will be done by the Super User 



3.9.7. Application Provisioning

	Requirement ID
	SS21 – Deliver Phase 1.5

	Requirement Name
	Network Model Management System (NMMS-IMM)

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will provide provisioning information (e.g. user data and access attributes) to NMMS. The detailed relationship between the two systems will be defined during the design phase.


	Requirement ID
	SS19 – Deliver Phase 1.0

	Requirement Name
	Enterprise LDAP 

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will provide provisioning information (e.g. user data and access attributes) to the Enterprise LDAP. The detailed relationship between the two systems will be defined during the design phase. 


	Requirement ID
	SS20 – Deliver Phase 1.0

	Requirement Name
	Market Management System (MMS)

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will provide provisioning information (e.g. user data and access attributes) to  MMS. The detailed relationship between the two systems will be defined during the design phase.


	Requirement ID
	SS22 – Deliver Phase 1.0

	Requirement Name
	Outage Scheduler (OS)

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will provide provisioning information (e.g. user data and access attributes) to OS. The detailed relationship between the two systems will be defined during the design phase.


	Requirement ID
	SS23 – Deliver Phase 1.0

	Requirement Name
	Congestion Revenue Rights (CRR)

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will provide provisioning information (e.g. user data and access attributes) to CRR. The detailed relationship between the two systems will be defined during the design phase.


3.9.8. Notifications

	Requirement ID
	SS34 – Deliver Phase 1.5

	Requirement Name
	User Report 

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	An MP USA will have the ability to run a User Report for their Entity.


	Requirement ID
	SS33 – Deliver Phase 1.0

	Requirement Name
	Completion E-mail 

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	An email will be sent upon completion of a request. 


	Requirement ID
	SS24 – Deliver Phase 1.0

	Requirement Name
	Notification of Provisioning Failure

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	MPIM will notify the appropriate personnel of provisioning problems. Identification of proper stakeholders will be done during the design phase.


3.10. System Security Requirements

For the ERCOT USA, ERCOT MP USA, and MP USAs, MPIM access will be controlled by digital certificate authentication through the MIS Portal. For Super Users and IT Super Users, MPIM access will be controlled by a login ID and Password.
3.11. Back up and Recovery Requirements

MPIM data will be backed in accordance with ERCOT standards. Additional details will be provided in the Detailed Design Document. 
3.12. Availability and Redundancy Requirements

MPIM must be highly available, stable application. It should be available 24/7. MPIM will be hosted in the two ERCOT data centers: Taylor, TX and Austin, TX.

3.13. Maintainability Requirements

MPIM will be maintained by internal ERCOT personnel. Service Level Agreements and explicit support will be defined at a later phase in the project. 

	Requirement ID
	SS30 – Deliver Phase 1.0

	Requirement Name
	Migration Process

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	A process will be defined to deploy IDM


	Requirement ID
	SS31 – Deliver Phase 1.0

	Requirement Name
	Updating MPIM functionality

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	A process will be defined to determine how to update the system to support: new applications, new roles, and updating the interfaces.


	Requirement ID
	SS32 – Deliver Phase 1.0

	Requirement Name
	Migration of existing Users

	Source Mapping (Protocol/NERC/FERC and other binding documents Ref #)
	 

	Coverage of Protocol
	

	Traceability to Sub-Process
	 

	Sub-Process Element Coverage
	 

	A process will be defined to migrate users from the existing Zonal LDAP to IDM


3.14. Training and Documentation Requirements

MPIM training documents will be generated during the testing phase of the project per ERCOT’s RUP documentation standards. 

3.15. Usability Requirements 

MPIM will follow the ERCOT Usability standards. If a standard cannot be met an exception will be requested. 

4. Protocol Coverage

Since one protocol may translate into many requirements, Project Managers are required to identify the coverage extent (Full/Partial) of all relevant Nodal Protocols that are mentioned in this requirements document.

	Protocol Sub-Section # (To the lowest level of granularity as possible)
	Description
	Coverage by Requirements

(Full/Partial)

	16.12.1.(a)
	Requesting Digital Certificates for authorized potential Digital Certificate holders
	Partial

	16.12.1.(b)
	Requesting revocation of Digital Certificates
	Partial

	16.1(1)
	Qualification, Registration, and Execution of Agreements
	Partial

	16.12.4(1)
	Ercot Audit Review 
	Partial

	16.12
	User Security Administrator and Digital Certificates
	Partial

	16.12.4(3)
	Ercot Audit – revoke Certificates
	Partial

	16.12.3(1)
	Market Participant Audits of User Security Administrators and Digital Certificates
	Partial

	16.12(1)
	USA Responsibilities and Qualifications for Digital Certificate Holders
	Partial


5. Sub-Process Coverage

N/A

	Sub-Process ID
	Sub-Process Name
	Coverage by Requirements

(Full/Partial)

	
	
	

	
	
	


6. Appendix 1 - Terms and Definitions:

· Provisioning: Management (create, modify, delete) of accounts 

· Auto-provisioning: A direct connection between the native system and Identity Manager, through which a user account is created on the native application. 

· Manual provisioning: System Administrator is notified by MPIM and creates the account on the native application. 

· CRR: Congestion Revenue Rights

· MMS: Market Management Systems

· OS: Outage Scheduler

· NMMS: Network Model Management System

· MP: Market Participant

· MP USA: Market Participant User Security Administrator

· ERCOT USA: ERCOT Market Participant User Security Administrator

· IT Super User: ERCOT employee with the ability to create ERCOT MP USAs

· Super User: ERCOT employee that manages the MPIM system. Super User creates the IT Super User. 
· Business Role:  (e.g. CRR Operator) – combination of IT privileges that grant access one or more to Nodal Applications.

· MPIM Profile: combination of MPIM Roles, built by an MP USA for their specific MP

· IT Privilege: MPIM representation of an application privilege. 
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