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1. Introduction

1.1. Purpose

This document details the conceptual design for the implementation of the IDM component of the Market Participant Identity Management (MPIM), an application based on Sun Microsystems’ Identity Manager 7.1 product, for Electric Reliability Council of Texas (ERCOT). It follows requirements and use cases gathered in the referenced requirements document and use case document.      

1.2. Intended Audience

The intended audience is expected to have a business understanding of Sun Identity Manager 7.1 as well as a thorough understanding of all requirements and use cases.  Expected audience includes the ERCOT Enterprise Architecture group, Sun Identity Manager architects, and business architects.  The level of detail of this design is meant to allow an experienced Sun Identity Manager architect to initiate the detailed design phase of the project.  This conceptual design only addresses components that are to be developed by Deloitte Systems (i.e. out of the box Sun Identity Manager functionality will not be explicitly documented). Business process changes within ERCOT that may accompany the deployment are not recorded here.

1.3. Scope

The scope of the MP Identity Management project is described in the Market Participant Identity Management Requirement document.  

1.4. Definitions, Acronyms, and Abbreviations

	Term
	Meaning

	AdminRole


	A construct in IDM that allows the grouping of capabilities and controlled organizations.  Used to denote who is an MPIM Administrator, IT Super User, ERCOT USA, and MP USA

	Application Privileges
	An IDM role that provisions resource attributes.

	Capabilities


	An IDM construct to define access to functionality.

	Controlled Organization
	An organization that a user has rights to manipulate objects.

	Entity
	A company (or unit of a company) whose employees utilize the nodal system.

	Entity Type
	The type the entity operates within.

	IDM


	Sun Identity Manager 7.1

	Lighthouse
	An IDM construct that represents IDM’s user.

	Market Participant Entity
	See Entity

	Market Participant User
	MP User

	MCD
	Migration Control Document

	MP
	Market Participant

	MP Entity
	See Entity

	MP User
	A user who is not an IT Super User, ERCOT USA, MP USA, or MPIM Administrator.

	MPIM


	Market Participant Identity Management

	OOB
	Out of the Box

	Organization
	An IDM construct to group objects.

	Role


	An IDM construct to provision resource attributes on one or more resources with a single assignment.

	SSO
	Single-Sign-On

	TA
	Technical Architecture

	User
	Anyone who has an IDM account.


1.5. References

	Artifact
	Definition

	MP Identity Management Requirements v3.0
	Approved requirements document

	MP Identity Management Use Case Documents 1-26
	IDM System Use Cases

	MP Identity Management Technical Architecture v1.0
	Approved technical architecture document


1.6. Program-level Standards

This solution is an implementation of Sun Microsystem’s Identity Management 7.1 product.  The product is a J2EE Web application driven by a backend relational database.  It uses HTML and JSP for presentation.  The development of IDM will strive to conform to the standards set forth in the ERCOT Guidelines for Effective User Experiences and Visual Design Guidelines for Web Applications documents.  Exceptions to the guidelines due to constraints imposed by the COTS product will have been approved.

1.7. Deviations from Program-level Standards

At this time, the technical team does not foresee any scenarios where it would be required to deviate from the standards. However, as a living document that is expected to evolve during further design and implementation iterations, situations may occur where it may be necessary to deviate. If this happens, the impact will be documented, and upon appropriate review and approval of these changes, they will be integrated into this document and impacted deliverables.
1.8. Future Enhancements

The following two enhancements were requested during Phase 1.0. Both requirements will be satisfied during Phase 1.5, targeted to deploy in March 2008. 
· USA Report of users defined, distribution process determined, plan of development defined and implemented. 

· Automation of the Certificate Renewal Process - Part of the VeriSign Digital Certificate Project (60013_01)

· 
· 
2. Overview

2.1. Design Goals

· Development will make use of IDM’s out-of-the-box functionality and APIs

· All development will maximize use of IDM’s XPRESS language, as opposed to developing custom Java classes

· As a general rule, this solution will follow best practices and standards as defined by ERCOT
2.2. Design Approach

2.2.1. Black Box View

Please see the referenced use case documents.
2.3. Delivery Mechanism & Schedule

IDM deployments will consist of a clean install of Sun Identity Manager 7.1 and Deloitte System’s customization files, in the form of a WAR file.  The WAR file will contain changes to the application’s Web application files (e.g. .css files) and custom code (e.g. XML objects in the form of .xml files).  The custom code will be imported into the Web application’s repository via its GUI interface.  It will reference the custom code bundled in the exploded WAR.  

This mechanism will be elaborated upon in the detailed design document, Migration Control Document (MCD), which governs initial product installation as well as the application of the customizations.
3. Requirements Traceability

The following table lists all functional requirements and use cases.  The conceptual system design section that satisfies the requirement or use case is detailed.  If it is not satisfied by a section, the reason is noted.

	Requirement ID
	Requirement Name
	Conceptual System Design Section

or Comments

	FR1
	MPIM Integration with MIS portal
	7.2, 8.4

	FR2
	Create MP Entity
	6.7

	FR3
	Modify MP Entity
	6.8

	FR4
	Terminate MP Entity
	6.9

	FR5
	Entity Type
	6.8

	FR6
	ERCOT USA Manage MP USA
	6.3, 6.4, 6.5

	FR7
	Assign USA role
	6.6

	FR8
	Un-assign USA
	6.6

	FR9
	Create User Security Administrator
	6.3

	FR10
	Modify MP USA
	6.4

	FR11
	Terminate MP USA
	6.5

	FR12
	Create User
	6.3

	FR13
	Modify MP User
	6.4

	FR14
	Terminate User
	6.5

	FR15
	Terminate User/USA
	6.5

	FR16
	VeriSign Certificate Creation
	6.7

	FR17
	VeriSign Certificate Revoke
	6.7

	SS1
	Audit
	6.3-6.10

	SS2
	Internet Explorer 6.0
	Out of the Box Functionality

	SS3
	Create MPIM Administrators
	6.3

	SS4
	Create IT Super Users (IT_SU)
	6.3

	SS5
	Relationship of MPIM Administrator to IT Super User
	6.3

	SS6
	IT Super User manage ERCOT USA
	6.3, 6.4, 6.5

	SS7
	Market Participant User Security Administrator (MP USA) to User relationship
	6.3

	SS8
	Unique User per Entity
	Out of the Box Functionality

	SS9
	MP USA to User relationship
	6.2

	SS10
	USA and User
	6.6

	SS11
	Self Termination
	6.5

	SS12
	24 Hour SLA
	6.7

	SS13
	Application privilege
	Out of the Box Functionality

	SS14
	Manage Business Roles
	Out of the Box Functionality

	SS15
	Assign/Remove Business Role(s)
	6.3, 6.4

	SS16
	User to Role Relationship
	Out of the Box Functionality, 6.3, 6.4

	SS17
	MPIM Password
	Out of the Box Functionality

	SS18
	Password Management
	Out of the Box Functionality, 6.3

	SS19
	Enterprise LDAP
	6.3

	SS20
	Market Management System (MMS)
	6.3, 6.4

	SS21
	Network Model Management System (NMMS)
	6.3, 6.4

	SS22
	Outage Scheduler (OS)
	6.3, 6.4

	SS23
	Congestion Revenue Rights (CRR)
	6.3, 6.4

	SS24
	Notification of Provisioning Failure
	6.3, 6.4, 6.5

	SS30
	Completion E-Mail
	6.3-6.10

	SS31
	Migration Process
	6.11

	SS32
	Updating MPIM functionality
	Support by Training Documentation

	SS33
	Migration of existing Users
	6.11

	SS34
	User Report
	6.12

	SS35
	Termination – ERCOT USA
	6.5

	UC1
	Access MPIM
	8.4

	UC2
	MPIM Admin Create ITSU
	6.3

	UC3
	MPIM Admin Modify ITSU
	6.2, 6.4

	UC4
	MPIM Admin Terminate ITSU
	6.2, 6.5

	UC5
	ITSU Create ERCOT USA
	6.3

	UC6
	ITSU Modify ERCOT USA
	6.2, 6.4

	UC7
	ITSU Terminate ERCOT USA
	6.2, 6.5

	UC8
	ITSU Certificates for ERCOT USA
	6.2, 6.7

	UC9
	ITSU Assign ERCOT USA
	6.2, 6.6

	UC10
	ERCOT USA Create MP USAAdministrador
	6.1, 6.3

	UC11
	ERCOT USA Modify MP USA
	6.1, 6.2, 6.4

	UC12
	ERCOT USA Terminate MP USA
	6.1, 6.2, 6.5

	UC13
	ERCOT USA Certificates for MP USA
	6.1, 6.2, 6.7

	UC14
	ERCOT USA Assign MP USA
	6.1, 6.2, 6.6

	UC15
	ERCOT USA Create Entity
	6.8

	UC16
	ERCOT USA Modify Entity
	6.1, 6.9

	UC17
	EROCT USA Terminate Entity
	6.1, 6.10

	UC18
	MPUSA Create
	6.3

	UC19
	MPUSA Modify
	6.2, 6.4

	UC20
	MPUSA Terminate
	6.2, 6.5

	UC21
	MPUSA Certificates
	6.2, 6.7

	UC22
	MPUSA Reports
	6.12

	UC23
	Error Handling
	6.1-6.10

	UC24
	Create MPIM Admin
	Out of the Box Functionality

	UC25
	Provisioning of Resources
	6.3, 6.4

	UC26
	ERCOT USA Run Report
	6.1, 6.12


4. Assumptions
4.1. Diagram

[image: image2.emf]MPIM Solution Space

Business Space

-DUNS

MP Entity

11..*

Market Participant User

1 1

Entity Type

0..*

1

-

Company

1

1..*

Business Role

1

1..*

MP USA

-Assigns *

-Assigned By *

Application Privilege

1

*

Certificate


Diagram Explanation
· The same company may have multiple DUNS #.
· A company may have multiple MP Entities however, each is a separate entity.  Each entity will have its own DUNS #, of the format DUNS+4 (1111111111111)

· A MP Entity can only be of one entity type (e.g. QSE), but contains from 0 to many entities.
· Every MP Entity has a unique DUNS #.

· A MP Entity can have multiple certificates per MP Entity.

· Every MP User can have only 1 certificate associated with it that is Valid.
· A MP USA manages multiple MP Users
· A MP USA can assign multiple business roles to a MP User.

· A Business Role can translate to multiple Application Privileges.

Additional Assumptions
· Multiple MP USAs or ERCOT USAs will not be executing the same operation on the same set of users at the same time.  For example, one MP USA will not be modifying a user that another MP USA will be deleting.
· One person may serve as the MP USA for multiple MP Entities.  They will receive a unique user account for each MP.
· 
· 
· 
· 
· 
· A business role may be accessible by a subset of entities, filtered by entity types.
· The infrastructure documentation is covered in the project’s Technical Architecture document.
· IDM users and resource accounts will never be deleted.
· Email submission failures will be handled outside of the system.
· All assumptions in the referenced requirements document and use cases hold true.

5. Integrated Systems
IDM will be integrating with the systems in the below table.
	System
	Type
	Comments

	Enterprise LDAP
	LDAP
	New LDAP to store the users of the Nodal enterprise.  Other applications, including MIS and CRR, will use this user store

	Portal Users – Zonal
	LDAP
	Existing Zonal Active Directory converted into LDAP

	MMS
	Database Table
	Table representing users and user access

	OS
	Database Table
	Table representing users and user access

	Siebel Registration
	Database Table
	Table used by Texas Market Link (TML)

	Auto-Admin VeriSign
	HTTP
	New system to automatically deliver certificates to and revoke certificates from a user

	Proxy (SSO)
	HTTP Header
	REMOTE_USER property in the HTTP header that is the unique identifier of the user (e.g. DUNS#$empID)

	Email Relay Server
	SMTP
	Used to relay emails the system will send to users and administrators

	NMMS
	Active Directory
	Existing Active Directory 


6. Functional Specification

The following sections detail the major functionality of the system.  The system interaction is covered in the referenced use cases.
6.1. Search for Entity
6.1.1. Traceability to Requirements

UC10, UC11, UC12, UC13, UC14, UC16, UC17, UC23, UC26, 
6.1.2. Introduction

This functionality will allow a user to search for an entity by the entity’s short name or DUNS #. 

6.1.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	Search by
	N/A
	Drop Down
	Yes
	Display the following values:

· 
· DUNS

· Company Name

	Starts With
	50/Alpha-Numberic
	Textbox
	Yes
	User can enter text to narrow search. Empty search will return all results.

	Search
	N/A
	Button
	N/A
	Searches against the value entered in the Search Value field.

	Select
	N/A
	Drop Down
	Yes
	Displays the results of the Search


6.1.4. Processing

This functionality will execute an LDAP query on the Enterprise LDAP system to find matching entities.  It will allow the user to search for entities by DUNS or Company Name.  It will search for whether the search value is contained in the selected search criteria.  For example, searching for users with a company name search value of “Company” may return the entities “CompanyXYZ” as well as “Company123.”
6.1.5. Outputs & Targets

This functionality will return a list of matching entities.
6.2. Search for User

6.2.1. Traceability to Requirements

SS9, UC3, UC4, UC6, UC7, UC8, UC9, UC11, UC12, UC13, UC14, UC19, UC20, UC21, UC23
6.2.2. Introduction

This functionality will allow a user to search for a user by the user’s first name, last name, or employee ID.  

6.2.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	Search by
	N/A
	Drop Down
	Yes
	Display the following values:

· 
· Employee ID

· First Name

· Last Name

	Starts With
	50/Alpha-Numberic
	Textbox
	Yes
	User can enter text to narrow search. Empty search will return all results.

	Search
	N/A
	Button
	N/A
	Searches against the value entered in the Search Value field.

	Select
	N/A
	Drop Down
	Yes
	Displays the results of the Search


6.2.4. Processing

This functionality will search through the IDM repository for IDM users that match the search criteria. It will allow the user to search for users by Employee ID, First Name, or Last Name.  It will search for whether the search value is contained in the selected search criteria.  For example, searching for users with a first name search value of “Jon” may return the users “Jon” as well as “Jonathan.”  It will only return users who are in scope of the requestor’s search.  For example, an MP USA for an entity will only see users from that entity.
6.2.5. Outputs & Targets

This functionality will return a list of matching IDM users.
6.3. Create User

6.3.1. Traceability to Requirements
FR6, FR9, FR12, SS1, SS3, SS4, SS5, SS6, SS7, SS15, SS16, SS18, SS19, SS20, SS21, SS22, SS23, SS24, SS30, UC2, UC5, UC10, UC18, UC23, UC25
6.3.2. Introduction

This functionality will create a user within IDM, Enterprise LDAP, Siebel Registration, and Portal Users - Zonal and any resources associated with assigned roles. 

6.3.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	Employee ID:
	Alpha-Numeric
	Textbox
	Yes
	Unique within the Entity

	First Name:
	50/Alpha-numeric
	Textbox
	Yes
	N/A

	Last Name:
	50/Alpha-numeric
	Textbox
	Yes
	N/A

	Email:
	50/Alpha-numeric
	Textbox
	Yes
	Must contain an “@” and “.’

	Selected Roles:
	N/A
	Multi-select Box
	No
	Roles are pulled from IDM based on user’s Entity and Entity type.


6.3.4. Processing
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6.3.5. Outputs & Targets

The user will have accounts on IDM, Enterprise LDAP, and Siebel Registration.
6.4. Modify User

6.4.1. Traceability to Requirements

FR6, FR10, FR13, SS6, SS15, SS16, SS20, SS21, SS22, SS23, SS24, SS30, UC3, UC6, UC11, UC19, UC23, UC25
6.4.2. Introduction

This functionality will modify the user’s accounts in IDM, Enterprise LDAP, Portal Users – Zonal, and Siebel, and any resources associated with assigned roles. 

6.4.3. Inputs & Sources
	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	Employee ID:
	Alpha-Numeric
	Text
	N/A
	Pre populated and read only

	First Name:
	50/Alpha-numeric
	Textbox
	Yes
	First Name

	Last Name:
	50/Alpha-numeric
	Textbox
	Yes
	Last Name

	Email:
	50/Alpha-numeric
	Textbox
	Yes
	Must contain an “@” and “.’

	Selected Roles:
	N/A
	Multi-select Box
	No
	Roles are pulled from IDM based on user’s Entity and Entity type.


6.4.4. Processing
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6.4.5. Outputs & Targets

The user’s attributes will be modified per the executing requester’s input.
6.5. Terminate User

6.5.1. Traceability to Requirements

FR6, FR11, FR14, FR15, SS1, SS6, SS11, SS24, SS30, UC4, UC7, UC12, UC20, UC23
6.5.2. Introduction

This functionality will terminate the user’s access.

6.5.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	Search by
	N/A
	Drop Down
	Yes
	Display the following values:

· 
· Employee ID

· First Name

· Last Name

	Starts With
	50/Alpha-Numberic
	Textbox
	Yes
	User can enter text to narrow search. Empty search will return all results.

	Search
	N/A
	Button
	N/A
	Searches against the value entered in the Search Value field. 

	User Results
	N/A
	Table of Checkbox(es)
	N/A
	Check User(s) to Terminate


6.5.4. Processing
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6.5.5. Outputs & Targets

The user’s certificate will be revoked by triggering a process within the Auto-Admin VeriSign server.  Access to the user’s accounts (IDM, Enterprise LDAP, Portal Users – Zonal, Siebel Registration, and resource accounts) will have been terminated.  Thus, ending the user’s access to ERCOT’s systems.
6.6. Assign User Security Administrator
6.6.1. Traceability to Requirements

FR7, FR8, SS1, SS10, SS30, UC9, UC14, UC23
6.6.2. Introduction

This functionality will assign and unassign USA capabilities.
6.6.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	Assignments
	N/A
	Radio Button
	Yes
	Displays Current Security Administrators

	Current Security Administrator Table
	N/A
	Table
	Yes
	Displays a checkbox and the Employee ID, First Name, and Last Name of all existing Security Administrators.  All checkboxes are preselected when the form loads.

	Please search for a user to update
	N/A
	Text
	Yes
	N/A

	Search by
	N/A
	Drop Down
	Yes
	Display the following values:

· 
· Employee ID

· First Name

· Last Name



	Starts With
	50/Alpha-Numberic
	Textbox
	Yes
	User can enter text to narrow search. Empty search will return all results.

	Search
	N/A
	Button
	No
	Searches against the value entered in the Search Value field.

	User Table
	N/A
	Table
	Yes
	Displays a checkbox and the Employee ID, First Name, and Last Name of all existing USAs.  None of the checkboxes are checked when the form loads.


6.6.4. Processing
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6.6.5. Outputs & Targets

The unselected users will no longer have the administrative capabilities (IT Super User, ERCOT USA, or MP USA).  The selected users are assigned the administrative capabilities (IT Super User, ERCOT USA, or MP USA).
6.7. Manage Certificates
6.7.1. Traceability to Requirements

FR2, FR5, FR16, FR17, SS1, SS12, SS30, UC8, UC13,  UC21, UC23, SS Release 1.5 #2
6.7.2. Introduction

This functionality will trigger the certificate provisioning process.
6.7.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	Request Action
	N/A
	Radio Button
	Yes
	

	Search by
	N/A
	Drop Down
	Yes
	Display the following values:

· 
· Employee ID

· First Name

· Last Name

	Starts With
	50/Alpha-Numberic
	Textbox
	Yes
	User can enter text to narrow search. Empty search will return all results.

	Search
	N/A
	Button
	N/A
	Searches against the value entered in the Search Value field.

	Select
	N/A
	Drop Down
	Yes
	Displays the results of the Search

	User Table
	N/A
	Checkbox(es)
	N/A
	User returned that have or don’t have a certificate based on radio button selection


6.7.4. Processing
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6.7.5. Outputs & Targets

An email containing a URL and the user’s Enterprise LDAP username and password will be sent to the user.  The user will be able to go to the URL, log in with the provided credentials, and download the user’s certificate.  The application represented by the URL is part of the Auto-Admin VeriSign application and not in IDM’s scope.
6.8. Create Entity

6.8.1. Traceability to Requirements

FR3, SS1, SS30, UC15, UC23
6.8.2. Introduction

This functionality will create an organization in IDM, an entry in Enterprise LDAP, and an entry in Portal Users – Zonal.
6.8.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	DUNS
	14/Numeric
	Textbox
	Yes
	DUNs – unique within MPIM

	Company Name
	50/Alpha-numeric
	Textbox
	Yes
	Company Name

	Business Category
	N/A
	Drop Down
	Yes
	Values:

· Load Serve Entity(LSE);

· Qualified Service Entity (QSE);

· Electric Reliability Company Of Texas(ERCOT);

· Resource supplier (RES)

· Transmission Distribution Service Provider (TDSP);

· Public Utility Commission (PUCT)

· CRR only

	Company URL
	50/Alpha-numeric
	Textbox
	Yes
	Company URL Name

Must contain a “.”


6.8.4. Processing
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6.8.5. Outputs & Targets

An IDM organization, Enterprise LDAP entry, and Portal Users – Zonal entry will be created per the executing user’s input.
6.9. Modify Entity

6.9.1. Traceability to Requirements

FR4, SS1, SS30, UC16, UC23
6.9.2. Introduction

This functionality will modify an entry in Enterprise LDAP.
6.9.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	DUNS
	14/Numeric
	Text
	N/A
	DUNs – unique within MPIM

	Company Name
	50/Alpha-numeric
	Textbox
	Yes
	Company Short Name

	Business Category
	N/A
	Text
	N/A
	The Entity’s Business Category

	Company URL
	50/Alpha-numeric
	Textbox
	Yes
	Company URL Name

Must contain a “.”


6.9.4. Processing
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6.9.5. Outputs & Targets

The entity’s attributes will be updated in Enterprise LDAP and Portal Users - Zonal per the executing user’s input.

6.10. Terminate Entity

6.10.1. Traceability to Requirements

SS1, SS30, UC17, UC23
6.10.2. Introduction

This functionality will terminate an entity.

6.10.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	Search by
	N/A
	Drop Down
	Yes
	Display the following values:

· 
· DUNS

· Company Name



	Starts With
	50/Alpha-Numberic
	Textbox
	Yes
	User can enter text to narrow search. Empty search will return all results.

	Search
	N/A
	Button
	No
	Searches against the value entered in the Search Value field.

	Select
	N/A
	Drop Down
	Yes
	Displays the results of the Search

	Terminate the <Entity Name> from the Market Participant Identity Management system?
	NA
	Text
	Yes
	N/A

	Checkbox
	NA
	Checkbox
	Yes
	Yes is displayed


6.10.4. Processing
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6.10.5. Outputs & Targets

All of the user of the entity will be terminated.  Termination status will be denoted in IDM and Enterprise LDAP.
6.11. Existing User Migration
6.11.1. Traceability to Requirements

SS31, SS33
6.11.2. Introduction

This functionality will migrate users within the existing Portal Users LDAP to IDM. 

6.11.3. Inputs & Sources

This functionality will require a listing of users and entities within the Portal Users - Zonal LDAP as well as the existing role assignments and representation. 

6.11.4. Processing
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6.11.5. Outputs & Targets

A user will be created in MPIM and Enterprise LDAP for each user in the Portal Users LDAP.  Role assignments will be migrated as well; i.e. IDM roles representing the existing Portal Users LDAP roles will be assigned to the user.
6.12. Reporting
6.12.1. Traceability to Requirements

SS Release 1.5 #3, UC22, UC26  
6.12.2. Introduction

This functionality will trigger the functionality for processing of a user report.

6.12.3. Inputs & Sources

	Field Name
	Length/Type
	HTML Object
	Required
	Validation

	View
	N/A
	Button
	No
	

	Download CVS
	N/A
	Button
	No
	

	Download PDF
	N/A
	Button
	No
	


6.12.4. Processing
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6.12.5. Outputs & Targets

The report will be either displayed to the screen or downloaded as a PDF or CSV file to the user’s computer.
7. System Dependencies & Design Constraints

7.1. Hardware Interfaces

The system will be deployed with the following environment configurations.  Exact hardware infrastructure is still not finalized, will be captured in the TA document, and will not impact this design.  
	Application Server

	Operating System
	Red Hat Enterprise Linux

	Application Server
	JBoss 4.0.4 SP1

	JDK
	1.5 or higher


	Repository (Database Server)

	Operating System
	AIX

	Database Server
	Oracle 10g


7.2. Software Interfaces 

The below diagram depicts the logical view of the IDM system and other systems with which it interfaces.  Each interface is labeled with the protocol.  Each interface is implemented by IDM’s out-of-the-box functionality.  
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7.3. Services Interfaces

Not applicable.

7.4. Database Interfaces

Please find this information in the referenced TA document.

7.5. Licensing Requirements

Please find this information in the referenced TA document.

8. Supplementary Specifications

8.1. Performance 

There are no performance requirements in the referenced requirements document.
8.2. Legal and Regulatory 

There are no legal and regulatory requirements in the referenced requirements document.
8.3. System and Communication 

These requirements will be covered by subsequent sections in this document.  The traceability is detailed in the Requirements Traceability table.
8.4. System Security 

IDM will expect a variable named REMOTE_USER populated in the HTTP header with the user’s accountId (DUNS$EmployeeID).  The authentication of a user is handled outside of the system.
8.5. Back up and Recovery 

There are no backup and recovery requirements.  Back up and recovery provisions will be elaborated upon in the referenced TA document.

8.6. Availability and Redundancy 

Availability and redundancy will be provided by the infrastructure configuration (e.g. clustering of the application server) as documented in the referenced TA document.  

8.7. Maintainability 

The migration process requirements will be covered by the seeding workflow detailed in the Workflows section.
8.8. Training and Documentation

These requirements are out of scope for this document.  Training and Documentation requirements will be satisfied via the delivered training documentation.

8.9. Usability

The system will follow ERCOT User Experience Guidelines.[image: image13.emf] 
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