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ERCOT

Critical Infrastructure Protection Advisory Group
Purpose & Scope

 

The purpose of the ERCOT Critical Infrastructure Protection Advisory Group (CIPAG) is to function as a vehicle to facilitate and enable ERCOT entities to secure their critical assets, become compliant and maintain compliance with relevant cyber security, physical security, and CIP (Critical Infrastructure Protection) standards.  To this end, the CIPAG will:

(a) Serve as an advisory panel to the ERCOT Board of Directors, committees and entities on issues related to cyber security, physical security, and CIP.

(b) Function as a forum for the discussion of cyber security, physical security and CIP issues within the ERCOT Region.
(c) Serve as an interface between the North American Electric Reliability Corporation (NERC) CIP Committee (CIPC) and ERCOT entities; provide a conduit for information flows between the CIPC and ERCOT entities; and communicate CIP issues to the ERCOT marketplace.

(d) Develop guidance and recommendations for the NERC CIPC members representing the ERCOT Region.

(e) Develop methodologies/criteria for the identification of what are Critical Assets as defined in NERC CIP Standards.

(f) Identify and disseminate potential industry-wide ‘Best Practices’ regarding NERC CIP standard compliance.

The CIPAG will be responsible for monitoring and participating in all proceedings and proposed cyber and/or physical security standard or rulemaking activities of the Federal Energy Regulatory Commission (FERC), NERC, the Public Utility Commission of Texas (PUCT), or other relevant authority with regard to Critical Infrastructure Protection issues.  The CIPAG will develop, where feasible, consensus comments and responses to proposed rulemaking activities by FERC and the PUCT, and for NERC and ERCOT Regional standard development proceedings.  Such consensus comments and responses will not preclude individual companies’ development and submission of their comments and responses.  
The CIPAG will report to the ERCOT Board of Directors on a periodic basis or as otherwise directed by the Board.  
Membership

Because the CIPAG is an advisory group and not to be part of the formal ERCOT TAC/subcommittee structure, membership is open to all ERCOT member entities.    

Chair and Vice-Chair

The Chair and Vice-Chair shall be selected by the CIPAG to a term not to exceed 12 months, with terms beginning on January 1st and ending on December 31st of the same year. The Chair and Vice-Chair may serve succeeding terms.  Only an employee of an ERCOT member entity can serve as the Chair or Vice-Chair. 
The Chair shall also report to the Board on behalf of the CIPAG.  The Vice-Chair shall act as Chair at CIPAG meetings in the absence of the Chair.

Meetings

The CIPAG and its work groups shall meet as often as necessary to perform their duties and functions.
All meetings of the CIPAG shall be called by the Chair and all such meeting notices shall be sent in writing to each member, including e-mail, and posted to the ERCOT website at least one (1) week prior to the meeting unless an emergency condition should suggest otherwise.

The Chair shall preside at all meetings and is responsible for preparation of agendas for such meetings which will be posted to the ERCOT website in advance of the meeting.  In the absence of the Chair and the Vice-Chair, the group shall select another CIPAG member to preside at the meeting.  The Chair, or the presiding member, shall be guided by input from the membership in the conduct of the meetings.  
ERCOT staff shall be responsible for recording minutes or notes of CIPAG meetings and distributing such along with other communications to all members of the CIPAG. Additionally, such information will be posted on the ERCOT website as authorized by the CIPAG and author of document.  The meeting manager will be appointed by ERCOT and will be an ERCOT staff member. The Chair may instruct ERCOT staff to exclude portions of CIPAG discussions and communications from wide-spread distribution and posting due to the confidential security nature of the material.

CIPAG meetings and CIPAG work group meetings may be attended by any interested party; however, such persons may be excluded at the discretion of the members from portions of CIPAG meetings and CIPAG work group meetings where sensitive information is presented or discussed.  
Voting

Because the CIPAG is an advisory group and not part of the formal ERCOT TAC/subcommittee structure, no votes will be taken which bind any ERCOT members.  The Chair will endeavor to ensure that every effort shall be made to reach consensus on all recommendation decisions of the CIPAG.  When reporting to the ERCOT board or other groups, when consensus can not be reached, the CIPAG report shall include all positions and recommendations.      

Standing and Ad Hoc Work Groups

The CIPAG may form standing work groups and temporary or ad hoc task forces on an as- needed basis.  The CIPAG will direct these work groups and make assignments as necessary.

The CIPAG Chair, with CIPAG approval, will appoint the Chair for each work group to the shorter of a one-year term on a calendar year basis or until the work group is no longer required.  The work group Chair is responsible for calling meetings as often as necessary for the work group to perform its duties and functions.  Each work group Chair shall be responsible for setting the agenda and presiding over the respective work group meetings.  The work group Chair shall also report on the work group activities and present recommendations, including any minority reports, to the CIPAG on behalf of the work group.  

All work group actions are subject to CIPAG review.  

Amendment

These Procedures may be amended upon motion by any member of the CIPAG and approval of that motion by consensus of the CIPAG, provided such amendment may not be in conflict with the ERCOT Bylaws, Board Procedures, Board Resolutions, or ERCOT Protocols.  The ERCOT Board may, upon its own motion, amend these Procedures. 
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