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1. INTRODUCTION

This document is the ERCOT Certificate Policies and Certification Practice Statement (“CPS”). It states the practices ERCOT employs in providing certification services enabling ERCOT Market Participants to securely access the ERCOT Market Information System (MIS). These services include, but are not limited to, issuing, managing, revoking and renewing Digital Certificates.

The CPS is the principal statement of policy governing the ERCOT Public Key Infrastructure (PKI). It establishes the business, legal and technical requirements for approving, issuing, managing, using, revoking and renewing Digital Certificates within the ERCOT PKI and providing associated trust services. These requirements protect the security and integrity of the ERCOT PKI and the MIS and apply to ERCOT and all Market Participants, thereby providing assurance of uniform trust throughout the ERCOT PKI.

More specifically, this CPS describes Market Participant obligations as well as the practices ERCOT employs for:

· securely managing the core infrastructure supporting the ERCOT PKI, and 

· issuing, managing, revoking and renewing Certificates 

This CPS conforms to the Internet Engineering Task Force (IETF) Request for Comments (RFC) 3647 for Certificate Policy and Certification Practice Statement construction.

1.1 Overview
ERCOT has implemented a PKI solution for access to data based on Certificates, which provides secure system access for Market Participants and ERCOT employees.

This CPS is a single document covering practices and procedures concerning the issuance and management of ERCOT Certificates. This CPS is an addendum to the ERCOT Protocols and shall have the same force and effect as if the language contained herein appeared in the text of the ERCOT Protocols.
The CPS is only one of a set of documents relevant to the ERCOT PKI that bind Market Participants. Other relevant documents include:

· The ERCOT Protocols published at http://www.ercot.com/mktrules/protocols/current.html
· Standard Form Market Participant Agreements. These agreements bind Market Participants, User Security Administrators (USAs) and Market Participant Users of ERCOT. Among other things, the agreements may flow down ERCOT PKI Standards to these ERCOT PKI Participants and, in some cases, state specific practices for how they must meet ERCOT PKI Standards.

In many instances, the CPS refers to these agreements for specific, detailed practices implementing ERCOT PKI Standards.

1.2 PKI Participants1.2.1 Certification Authorities

The term Certification Authority (CA) is an umbrella term referring to ERCOT as the issuer of public key certificates within the ERCOT PKI. The term “CA” encompasses the offline ERCOT Root CA. Subordinate to the ERCOT Root CA are online Certification Authorities that issue Certificates to USAs, End User Certificate Holders or other CAs. 

1.2.2 Market Participants

A Market Participant is an entity engaging in any activity that is in whole or in part the subject of the ERCOT Protocols, regardless of whether that entity has executed an agreement with ERCOT. 
In order to perform certain obligations, ERCOT Market Participants may be eligible to receive Digital Certificates from ERCOT granting access to restricted ERCOT websites. The Digital Certificate authenticates that an individual is authorized to access one or more secure ERCOT systems or applications.
1.2.3 User Security Administrator (USA)
Each Market Participant must appoint at least one User Security Administrator (USA) to manage access to ERCOT’s computer systems through Certificates. If a Market Participant appoints two USAs, it must designate one as the “primary” USA and one as the “secondary” USA. A USA is responsible for managing the entire Certificate process for his/her company. The USA is responsible for authorizing and performing identification and authentication of applicants for Certificates and assigning roles to those applicants. The USA also initiates or passes along requests to revoke the Certificates of End Users of the USA’s company and approves applications for renewing (i.e., re-keying) Certificates. The USA must confirm that the USA has qualified potential Certificate Holders through a screening process complying with the ERCOT Protocols.
A USA may also enroll for a Certificate on behalf of an End User. In these circumstances, the USA is responsible for securely delivering the Certificate to the End User. 
1.2.4 Certificate Holders 
Certificate Holders under the ERCOT PKI include all End Users (including entities and USAs) of Certificates issued by an ERCOT CA. A Certificate Holder is the person or entity named as the Subject of a Certificate. 
1.2.5 Relying Parties

A Relying Party is an individual or entity acting in reliance on a Certificate and/or a digital signature issued under the ERCOT PKI. For purposes of the ERCOT PKI, ERCOT is the only intended Relying Party of ERCOT PKI End User Certificates.
1.3 Certificate Usage
1.3.1 Appropriate Certificate Usages

End User Certificates are generally intended for use by individuals to authenticate access to ERCOT systems and applications (client authentication). Only one person may use a Certificate and may not share a Certificate among End Users. End User Certificates may also be issued to a machine or a device, in which case the Certificate must be used only on the designated machine or device.

1.3.2 Prohibited Certificate Uses

Certificates shall be used only to the extent the use is consistent with applicable law(s) and, in particular, shall be used only to the extent permitted by applicable export or import laws and the requirements of the Public Utility Commission of Texas (PUCT) and the North American Electric Reliability Corporation (NERC).

ERCOT PKI Certificates shall not be used as proof of identity or as support of non-repudiation of identity or authority outside of the ERCOT PKI. ERCOT Certificates are intended for client applications and shall not be used as server or organizational Certificates or for digitally signing e-mail.

CA Certificates may not be used for any functions except CA functions. In addition, End User Certificates shall not be used as CA Certificates.

1.4 Policy Administration1.4.1 Organization Administering the Document

Electric Reliability Council of Texas, Inc 

Attn: Legal Department

7620 Metro Center Drive
Austin, Texas 78744
Telephone. 512-225-7000

Facsimile. 512-225-7079
1.4.2 Person Determining CP/CPS Suitability for the Policy
The ERCOT Legal Department is ultimately responsible for determining the suitability and applicability of this CPS to ERCOT policies. 

1.4.3 CP/CPS Approval Procedure
Ultimate approval of this CPS and subsequent amendments shall be made by the ERCOT Board of Directors. Updates supersede any designated or conflicting provisions of the referenced CPS version. 
1.5 Definitions and Acronyms
Definitions and Acronyms used in this document appear in Appendix A.

2. Publication and Repository Responsibilities

2.1 Repositories
ERCOT will publish a copy of this CPS on its Web site at: http://www.ercot.com/mktrules/protocols/current.html
2.2 Publication of Certificate InformationERCOT does not make End User Certificates publicly available.
2.3 Access Controls on Repositories
Information published in the Market Rules portion of the ERCOT web site is publicly-accessible information. Read-only access to such information is unrestricted. ERCOT has implemented logical and physical security measures to prevent unauthorized persons from adding, deleting, or modifying Protocol entries.

3. Identification and Authentication
3.1 Naming
Names appearing in Certificates issued by ERCOT are authenticated, unless indicated otherwise in this CPS or the Certificate’s content.

3.1.1 Type of Names

End User Certificate Holder Certificates contain an X.501 distinguished name in the Subject name field and consist of the components specified in the Table below.

	Attribute
	Value

	Country (C) =
	US, or the two letter ISO Country Code of the Market Participant

	Organization (O) = 
	Electric Reliability Council of Texas, Inc.



	Organizational Unit (OU) =
	ERCOT End User Certificate Holder Certificates may contain multiple OU attributes. Such attributes may contain one or more of the following:

OU = ERCOT Enterprise

OU = DUNS Number - <9 or 13 digit DUNS>

OU = MP - <Company Name>

OU = EmployeeID - <Employee ID>

Where:

<Company Name> = Market Participant’s name

· <Employee ID> = the End User’s unique identifier assigned by a Market Participant 

	State or Province (S) = 
	Market Participant’s state name, or is not used.

	Locality (L) =
	Market Participant’s Locality or is not used

	Common Name (CN) =
	For certificates issued to individuals, this attribute includes the person’s verified name.

For certificates issued to machines or devices (API Certificates), the CN will include the machine or application name. The machine name may also include the designation ’API’ to distinguish itself as an API Certificate 

	E-Mail Address (E) =
	Not used


Table – Distinguished Name Attributes in End User Certificate Holder Certificates

ERCOT may add additional distinguishing information to a subject Distinguished Name to differentiate Certificate usage. 
3.1.2 Need for Names to be Meaningful

End User Certificates contain names with commonly understood semantics permitting the determination of the identity of the individual or organization that is the Subject of the Certificate.

3.1.3 Anonymity or Pseudonymity of Certificate Holders

Certificate Holders are not permitted to use pseudonyms (names other than a Certificate Holder’s legal name) and USAs shall not approve the use of such names.
3.1.4 Uniqueness of Names

The combination of an Employee ID and DUNS number in a certificate is unique within the ERCOT PKI. USAs shall not use an Employee ID and DUNS number combination already associated with a valid Certificate under the ERCOT PKI.

3.1.5 Recognition, Authentication, and Role of Trademarks 
Market Participants, Certificate Applicants and End–Users may not use names in their Certificate Applications that infringe upon the intellectual property or other legal rights of others. ERCOT, however, does not verify whether a Certificate Applicant has intellectual property or other legal rights in the name appearing in a Certificate Application and will not arbitrate, mediate, or otherwise resolve any dispute concerning the ownership of anyone else’s domain name, trade name, trademark or service mark. ERCOT is entitled, without recourse by any Market Participant or Certificate Applicant, to reject or suspend any Certificate Application because of such dispute.

3.2 Initial Identity Validation
3.2.1 Method to Prove Possession of Private Key

The Certificate Applicant must demonstrate that it rightfully holds the private key corresponding to the public key to be listed in the Certificate. Technical mechanisms are in place to establish that the private key is in the possession of the subscriber. 
Where a USA generates a key pair on behalf of an End User the USA shall be deemed to be the Certificate Applicant for purposes of this section.

3.2.2 Authentication of Market Participant
A Market Participant must qualify as such pursuant to Section 16 of the ERCOT Protocols.

An application to become a Market Participant must conform to the requirements set forth in the ERCOT Protocols. In addition, all Market Participants register and execute a Standard Form Market Participant Agreement. 

At a minimum, ERCOT also:

· Verifies the Market Participant’s registration with the relevant government agency responsible for incorporating or otherwise registering the Market Participant to make sure it is actively registered.

· Verifies the officer of the Market Participant signing the application

· Verifies the Market Participant’s DUNS number.

ERCOT performs additional checks necessary to satisfy United States export regulations and licenses issued by the United States Department of Commerce Bureau of Industry and Science (“BIS”). 

3.2.3 Authentication of Individual Identity

The minimum authentication standard for End User Certificates and USA Certificates consists of authenticating identity by matching the identity of the Certificate Holder to information contained in the business records or databases of business information of a Market Participant. In addition, each Market Participant shall perform additional checks on its employees and authorized agents as required by Protocols Section 16 before approving them for a Certificate. 

The authentication of a USA is based on a confirmation from the Market Participant of the employment, qualification and authorization of the person to act as a USA and that the Market Participant successfully performed the relevant background checking procedures.

ERCOT may also have occasion to approve Certificate Applications for its own USAs. ERCOT Client Services are “Trusted Persons” within ERCOT responsible for approving Market Participant USA Certificate applications. ERCOT managers are “Trusted Persons” within ERCOT responsible for approving ERCOT employee Certificate applications. Authentication of ERCOT USAs shall be based on confirmation of their identity in connection with their employment or retention as an independent contractor and background checking procedures.

3.2.4 Non-Verified Certificate Holder information

Unless indicated to the contrary in a Certificate, all information in a Subject Distinguished Name is verified. 
3.2.5 Validation of Authority

ERCOT verifies the authority of Market Participant USAs during the applicant process.
3.3 Identification and Authentication for Re-key Requests
When the USA or an End User ‘renews’ the End User’s Certificate s/he is, in fact, re-keying the Certificate. Prior to the expiration of an existing Certificate Holder’s Certificate, the Certificate Holder must obtain a new Certificate to maintain continuity of Certificate usage. ERCOT requires that the Certificate Holder generate a new key pair to replace the expiring key pair (technically defined as “re-key”). 
3.3.1 Identification and Authentication for Routine Re-key

Re-key procedures ensure that Market Participants, through an authorized USA, verify the person seeking to re-key an End User Certificate Holder Certificate is, in fact, the Certificate Holder of the Certificate and is still authorized by the Market Participant to use that Certificate. 
3.3.2 Identification and Authentication for Re-key After Revocation

Re-key after revocation is not permitted if the revocation occurred because:

· the Certificate was issued to a person other than the one named as the Subject of the Certificate, or

· the Certificate was issued without the authorization of the person named as the Subject of such Certificate, or 

· It is discovered or believed that a material fact in the Certificate Application is false, or
· For any other reason deemed necessary by ERCOT to protect the ERCOT PKI.
Re-key of a Certificate following revocation must ensure that the person seeking re-key is, in fact, the Certificate Holder, using the same procedures as for initial registration.
3.4 Identification and Authentication for Revocation Request
ERCOT authenticates requests for USA Certificate revocation.

Acceptable procedures for authenticating the revocation requests include:

· Having the Certificate Holder submit the Certificate Holder’s Challenge Phrase (or the equivalent thereof) and revoking the Certificate automatically if it matches the Challenge Phrase (or equivalent) on record

· Communication with the Certificate Holder or Market Participant providing reasonable assurance that the person or organization requesting revocation is, in fact, the Certificate Holder or Market Participant. Such communication, depending on the circumstances, may include one or more of the following: telephone, facsimile, e-mail, U.S. Postal Service, or courier service.

ERCOT USAs are also entitled to request the revocation of End User Certificate Holder Certificates. ERCOT will authenticate the identity of the USA via access control using SSL and client authentication or another ERCOT-approved procedure, before permitting him/her to perform revocation functions.

4. Certificate Life-Cycle Operational Requirements
4.1 Certificate Application 4.1.1 Who Can Submit a Certificate Application
An End User Certificate Application may be submitted by an End User, a USA on behalf of the End User, or any other person with authority under the ERCOT PKI to do so. 
4.1.2 Enrollment Process and Responsibilities 
All End User Certificate Holders shall agree to the representations and warranties described in Section 8.4.3 of this CPS and undergo an enrollment process consisting of:

· Completing, or arranging to have completed, a Certificate Application and providing true and correct information;
· generating, or arranging to have generated, a key pair;
· delivering to ERCOT, directly or through a USA, a public key;  or
· demonstrating possession of the private key corresponding to the public key delivered to ERCOT (a USA may do this when enrolling on behalf of the End User).

When a USA enrolls on behalf of an End User, the USA must -- at a minimum -- ensure that the End User is aware of and agrees to the representations and warranties described in Section 8.4.3 of this CPS. 

Market Participants will be liable for usage and security of their Certificates issued to End Users as well as all requirements set forth in Section 16.11 of the ERCOT Protocols.

4.2 Certificate Application Processing4.2.1 Performing Identification and Authentication Functions 
Market Participants, through the actions of authorized USAs, shall identify and authenticate all required Certificate Holder information in accordance with Section 3.2 of the CPS and Section 16.11 of the ERCOT Protocols.
4.2.2 Approval or Rejection of Certificate Applications 
USAs will approve an application for a Certificate if they have successfully performed the identification and authentication of all required Certificate Holder information in accordance with Section 3.2 of the CPS and Section 16.11 of the ERCOT Protocols. 

A USA will reject a Certificate Application if:

· identification and authentication of all required Certificate Holder information cannot be completed; 

· The Certificate Holder fails to furnish supporting documentation upon request; 
· The Certificate Holder fails to respond to notices within a specified time; or

· The USA believes that issuing a Certificate to the Certificate Holder may bring the ERCOT PKI into disrepute or may jeopardize the ERCOT PKI in any way.
4.2.3 Time to Process Certificate Applications 
ERCOT begins processing Certificate Applications within a reasonable time of receipt. There is no time stipulation to complete the processing of an application unless otherwise indicated in the relevant Certificate Holder Agreement, CPS or other Agreement among ERCOT PKI participants. A Certificate Application remains active until rejected or approved.

4.3 Certificate Issuance 4.3.1 CA Actions during Certificate Issuance
A Certificate is created and issued following ERCOT’s approval of a Certificate Application or following receipt of a USA’s request to issue the Certificate. ERCOT creates and issues a Certificate based on the information in a Certificate Application following approval of such Certificate Application. 

4.3.2 Notifications to Certificate Holder by the CA of Certificate Issuance
ERCOT shall, either directly or through a USA, notify Certificate Holders that it has issued their Certificates. Certificates shall be made available to End Users, either by allowing them to download them from a web site or via a message sent to the Certificate Holder or USA containing the Certificate. 

When an ERCOT USA enrolls for a Certificate on behalf of the Market Participant USA, ERCOT will normally notify the Market Participant USA of the issuance of the USA Certificate by sending the Certificate to the Market Participant USA. 

When a Market Participant USA enrolls directly for the USA Certificate, ERCOT shall make the Certificates available either by allowing them to be downloaded from a web site or via a message containing the Certificate sent to the USA.

4.4 Certificate Acceptance4.4.1 Conduct Constituting Certificate Acceptance 
The following conduct constitutes acceptance of the Certificate and all associated terms and conditions:

· Downloading a Certificate or installing a Certificate; or. 
· Failure of the Certificate Holder to object to the Certificate or its content. 
4.4.2 Publication of the Certificate by the CA
ERCOT does not publish the Certificates it issues in a publicly accessible repository.
4.4.3 Notification of Certificate Issuance by the CA to Other Entities 

USAs may receive notification of the issuance of Certificates they approve.
4.5 Key Pair and Certificate Usage 4.5.1 Certificate Holder Private Key and Certificate Usage 

Use of the private key corresponding to the public key in the Certificate shall be permitted only once the Certificate Holder has agreed to the Certificate Holder obligations contained in this CPS. Market Participants are responsible for obtaining such agreement from their End Users. 

The Certificate shall be used lawfully in accordance with ERCOT’s Market Participant Agreements, Protocols and this CPS. Certificate use must be consistent with the KeyUsage field extensions included in the Certificate (e.g., if Digital Signature is not enabled, the Certificate must not be used for digital signing).

Certificate Holders shall protect their private keys from unauthorized use and shall discontinue use of the private key following expiration or revocation of the Certificate. 

4.5.2 Relying Party Public Key and Certificate Usage 
ERCOT is the only intended Relying Party of Certificates issued under the ERCOT PKI. 

ERCOT uses appropriate software and/or hardware to perform digital signature verification or other cryptographic operations it wishes to perform. Such operations include identifying a Certificate Chain and verifying the digital signatures on all Certificates in the Certificate Chain. 
4.6 Certificate Re-KeyCertificate Re-key is the application for the issuance of a new Certificate that certifies the new public key. 
4.6.1 Circumstances for Certificate Re-Key 
Prior to the expiration of an existing Certificate, the Certificate Holder must Re-key the Certificate to maintain continuity of Certificate usage. A Certificate may also be Re-keyed after expiration.

4.6.2 Who May Request Certification of a New Public Key
A Certificate Holder or the USA, on the Holder’s behalf, may request Re-key of an End User Certificate. Only a USA can approve the Certificate Re-key request.
4.6.3 Processing Certificate Re-Keying Requests
Re-key procedures ensure that the person or organization seeking to renew a Certificate is in fact the Certificate Holder (or authorized by the Certificate Holder).

One acceptable procedure is the use of a Challenge Phrase, password (or the equivalent thereof) or proof of possession of the private key.

Other than this procedure or another ERCOT-approved procedure, the requirements for the authentication of an original Certificate Application shall be used for Re-keying an End User Certificate. 

4.6.4 Notification of New Certificate Issuance to Certificate Holder
Notification of issuance of a re-keyed certificate to the Certificate Holder will take place as set forth in Section 4.3.2.
4.6.5 Conduct Constituting Acceptance of a Re-Keyed Certificate 
Conduct constituting Acceptance of a Re-keyed Certificate occurs as set forth in Section 4.4.1.
4.6.6 Notification of Certificate Issuance by the CA to Other Entities 
USAs may receive notification of the issuance of Certificates they approve.

4.7 Certificate Modification4.7.1 Circumstances for Certificate Modification 

Certificate modification refers to a Certificate Application for the issuance of a new Certificate due to changes in the information in an existing Certificate (other than the Certificate Holder’s public key). Certificate modification is considered the same as a Certificate Application. 
4.7.2 Who May Request Certificate Modification 

See Section 4.1.1 
4.7.3 Processing Certificate Modification Requests
ERCOT or a Market Participant USA shall perform identification and authentication of all required Certificate Holder information as set forth in Section 3.2.

4.7.4 Notification of New Certificate Issuance to Certificate Holder 
Notification of issuance of a re-keyed Certificate to the Certificate Holder will occur as set forth in Section 4.3.2.

4.7.5 Conduct Constituting Acceptance of Modified Certificate 
Conduct constituting Acceptance of a Re-keyed Certificate is the same as set forth in Section 4.4.1.
4.7.6 Notification of Certificate Issuance by the CA to Other Entities

USAs may receive notification of the issuance of Certificates they approve.

4.8 Certificate Revocation and Suspension
4.8.1 Circumstances for Revocation

An End User Certificate must be revoked in the circumstances described below: 
· Termination of and End User’s employment or if the Market Participant becomes aware that a Certificate Holder is changing job functions such that s/he no longer needs the Certificate; or
· Violation of the requirements of Section16.11 of the ERCOT Protocols;

· Using the Certificate for any unauthorized purpose; or

· Allowing any person other than the Certificate Holder to use the Certificate; or

· ERCOT, a Market Participant or the End User Certificate Holder has reason to believe or strongly suspects that a Certificate Holder’s private key has been Compromised; or

· ERCOT or a Market Participant has reason to believe that the Certificate Holder has breached a material obligation, representation or warranty under this CPS, or any applicable agreement; or

· ERCOT or a Market Participant has reason to believe the Certificate was issued in a manner not materially in accordance with the procedures required by this CPS, the Certificate was issued to a person other than the one named as the Subject of the Certificate, or the Certificate was issued without the authorization of the person named as the Subject of such Certificate; or

· ERCOT or a Market Participant has reason to believe a material fact in the Certificate Application is false; or

· ERCOT or a Market Participant determines that a material prerequisite to Certificate issuance was neither satisfied nor waived; or

· The information within the Certificate, other than Non-verified Certificate Holder Information, is incorrect or has changed; or

· ERCOT believes, in its sole discretion, that continued use of that Certificate will harm the ERCOT PKI.

ERCOT may also revoke a USA Certificate if the USA’s authority to act has been terminated or otherwise has ended.

Notwithstanding anything to the contrary herein, Certificates shall be revoked if required by Section 16.11 of the ERCOT Protocols.

4.8.2 Who Can Request Revocation

A USA or another Authorized Representative of a Market Participant shall be entitled to request the revocation of Certificates issued to the Market Participant’s End Users and USAs. 

Only ERCOT is entitled to request or initiate the revocation of the Certificates issued to its own CAs. 
4.8.3 Procedure for Revocation Request

An End User Certificate Holder requesting revocation must communicate the request to a USA or ERCOT who, in turn, will promptly initiate Certificate revocation. 

4.8.4 Revocation Request Grace Period

Market Participant USAs will process revocation requests in accordance with Section 16.11 of the ERCOT Protocols. ERCOT recommends processing these requests immediately.
4.8.5 Time Within Which CA Must Process the Revocation Request

ERCOT takes commercially reasonable steps to process revocation requests without delay and will process revocation requests in accordance with Section 16.11 of the ERCOT Protocols. If a Market Participant has requested an expedited revocation for urgent reasons, the Market Participant shall make ERCOT aware of the situation and the Market Participant and ERCOT shall work together to expedite the revocation process.
4.8.6 CRL Issuance Frequency 

ERCOT issues CRLs for End User Certificates at least once per day. CRLs for CA Certificates shall be issued at least annually, but also whenever a CA Certificate is revoked. 
If a Certificate listed in a CRL expires, it may be removed from later-issued CRLs after the Certificate’s expiration.

4.8.7 On-Line Revocation Checking Requirements 

ERCOT checks the status of a Certificate on which it wishes to rely. 
4.9 Certificate Status Services 
4.9.1 Service Availability 
PKI Services are available in accordance with ERCOT’s “Retail Market IT Services Service Level Agreement.” 
4.10 End of Subscription A Certificate Holder may end a subscription for an ERCOT Certificate by:

· Allowing the Certificate to expire without renewing or Re-keying that Certificate.

· Revoking the Certificate before expiration without replacing the Certificate.
4.11 Key Escrow and Recovery
A USA may securely escrow the private key and Certificate when the USA receives the Certificate on behalf of an End User. In these circumstances, the USA must ensure the Certificate and associated private key are safely stored. 

Market Participants must protect private keys from unauthorized disclosure at all times. 
5. Facility, Management, and Operational Controls 
5.1 Audit Logging Procedures5.1.1 Types of Events Recorded
System event logging complies with ERCOT’s corporate standards.
5.1.2 Frequency of Processing Log
Logs are processed in accordance with ERCOT’s corporate standards.
5.1.3 Retention Period for Audit Log
Records will be maintained online for no less than ninety days, where feasible. Records of cyber security incidents will be maintained on appropriate backup media for three years. All other records will be retained for one full year, per NERC CIP (Critical Infrastructure Protection)-008-1. 

5.1.4 Protection of Audit Log
Audit logs are protected with an electronic audit log system including mechanisms to protect the log files from unauthorized viewing, modification, deletion or other tampering.

5.1.5 Notification to Event-Causing Subject 
Where an event is logged by the audit collection system, no notice is required to be given to the individual, organization, device, or application that caused the event.

5.2 Records Archival5.2.1 Types of Records Archived 
ERCOT archives the types of records described in ERCOT’s corporate standards.
5.2.2 Retention Period for Archive
Market Participants shall keep, for a period of three years, detailed records of all activities under this CPS giving rise to the issuance of a Certificate.

ERCOT retains records relating to issuance of Certificates in accordance with ERCOT record retention standards.

5.2.3 Protection of Archive
ERCOT protects the archive so only authorized Trusted Persons can obtain access to the archive. The archive is protected against unauthorized viewing, modification, deletion or other tampering by storage within a Trustworthy System.

5.2.4 Requirements for Time-Stamping of Records
Certificates, CRLs, and other revocation database entries contain time and date information. Such time information need not be cryptographic-based.

5.2.5 Procedures to Obtain and Verify Archive Information
Only authorized Trusted Personnel can obtain access to the archive. The integrity of the information is verified when restored.

6. Technical Security Controls
6.1 Key Pair Installation 
6.1.1 Private Key Delivery to Certificate Holder 

When End User Certificate Holder key pairs are generated by the End User Certificate Holder, private key delivery to a Certificate Holder does not apply. 

When ERCOT generates USA or End User Certificate Holder key pairs, the private key and Certificate are distributed to the USA or End User Certificate Holder using a commercial delivery service and tamper-evident packaging. The distribution of such Certificates and associated private keys is logged by ERCOT.

6.1.2 Public Key Delivery to Certificate Issuer 
End User Certificate Holders either personally or through a USA submit their public key for certification electronically. Technical mechanisms are in place to establish that the private key is in the possession of the subscriber. Where ERCOT generates CA, USA, or End User Certificate Holder key pairs, this requirement does not apply.

6.1.3 Key Sizes
Key pairs shall be of sufficient length to prevent others from determining the key pair’s private key using cryptanalysis during the period of expected utilization of such key pairs. The current ERCOT Standard for minimum key sizes is the use of key pairs equivalent in strength to 1024 bit RSA.
6.1.4 Method of Activating Private Key 

All Market Participants, USAs and End Users shall protect the activation data for their private keys against loss, theft, modification, unauthorized disclosure or unauthorized use.

6.1.4.1 End User and USA Certificates
The Standard for private key protection is for a Certificate Holder to take industry reasonable measures for the physical protection of his/her workstation to prevent use of the workstation and its associated private key without the Certificate Holder’s authorization. 

When exporting an End User Certificate file (with its associated private key), ERCOT recommends that the USA password protect the private key. 
6.2 Other Aspects of Key Pair Management6.2.1 Public Key Archival 
ERCOT CA, USA and End User Certificates are backed up and archived as part of ERCOT’s routine backup procedures.
6.3 Activation Data 6.3.1 Activation Data Generation and Installation 

USAs, and End User Certificate Holders must choose passwords that meet the requirements specified in the “Digital Certificate Introduction and Use For Market Participants” guide.
6.3.2 Activation Data Protection

CA holders of Secret Share information must safeguard their Secret Share information. USAs and End Users must take all reasonable steps to protect their private keys.

6.3.3 Other Aspects of Activation Data 

6.3.3.1 Activation Data Transmission

To the extent activation data for private keys are transmitted, ERCOT PKI Participants shall protect the transmission using methods protecting against the loss, theft, modification, unauthorized disclosure, or unauthorized use of such private keys. To the extent Windows or network logon user name/password combination is used as activation data for an End User Certificate, the passwords transferred across a network shall be protected against access by unauthorized users.

6.3.3.2 Activation Data Destruction

Activation data for CA private keys shall be decommissioned using methods protecting against the loss, theft, modification, unauthorized disclosure or unauthorized use of the private keys protected by such activation data. 
6.4 Computer Security Controls ERCOT uses Trustworthy Systems meeting the requirements of applicable standards, rules and regulations.

6.5 Life Cycle Technical Controls 6.5.1 System Development Controls 
ERCOT develops and implements applications in accordance with ERCOT’s corporate standards. 
6.5.2 Security Management Controls 

ERCOT has policies in place to control and monitor the configuration of its systems.  System management controls comply with ERCOT’s corporate standards. 
6.6 Network Security ControlsERCOT networks are secured in accordance with ERCOT’s corporate standards and other applicable standards preventing unauthorized access and other malicious activity. ERCOT protects its communications of sensitive information through the use of encryption and digital signatures.
6.7 Time-StampingCertificates, CRLs, and other revocation database entries shall contain time and date information. Such time information need not be cryptographic-based.

7. Compliance Audit and Other Assessments
7.1 By ERCOT
At least annually, an external independent auditing firm shall review ERCOT’s compliance with its operations policies and procedures. 

ERCOT shall be entitled, within its sole and exclusive discretion, to perform, during Business Hours and upon reasonable written notice and for reasonable cause an “Exigent Audit/Investigation” on a Market Participant in the event ERCOT has reason to believe the entity has failed to meet CPS requirements, has experienced an incident or compromise, or has acted or failed to act, such that the audited entity’s failure, the incident or compromise, or the act or failure to act poses an actual or potential threat to the security or integrity of the ERCOT PKI. 
ERCOT shall also be entitled to perform “Supplemental Risk Management Reviews” on a Market Participant following incomplete or exceptional findings in a Compliance Audit or as part of the overall risk management process in the ordinary course of business.

ERCOT shall be entitled to delegate the performance of these audits, reviews and investigations to a third-party audit firm. Entities subject to an audit, review or investigation shall provide reasonable cooperation with ERCOT and the personnel performing the audit, review or investigation.

7.2 By Market ParticipantAt least annually, a Market Participant shall audit itself and submit to ERCOT the results of its annual Certificate audit(s) as set forth in Section 16.11 of the ERCOT Protocols.
7.3 Frequency and Circumstances of AssessmentCompliance Audits must take place at least annually at the sole expense of the audited entity.
8. Other Business and Legal Matters 
8.1 Fees8.1.1 Certificate Issuance or Renewal Fees 
ERCOT, does not generally charge Market Participants or their End User Certificate Holders for the issuance, management and renewal of Certificates, but reserves the right to do so in the future.

8.1.2 Certificate Access Fees
ERCOT does not charge a fee as a condition of making a Certificate available in a repository or otherwise making Certificates available to Relying Parties.

8.1.3 Fees for Other Services
ERCOT does not charge a fee to access this CPS. Any use made for purposes other than simply viewing the document, such as reproduction, redistribution, modification, or creation of derivative works, shall be subject to a license agreement with the entity holding the copyright to the document.

8.2 Financial Responsibility 8.2.1 Insurance Coverage 
Market Participants must comply with the financial security requirements specified in the ERCOT Protocols.
ERCOT maintains errors and omissions insurance coverage.
8.2.2 Other Assets 
Market Participants shall have sufficient financial resources to maintain their operations and perform their duties and must be reasonably able to bear the risk of liability to Certificate Holders and ERCOT. ERCOT’s annual report is available on the ERCOT Web Site.
8.3 Intellectual Property rightsThe allocation of Intellectual Property rights among ERCOT and Market Participants is governed by the applicable agreements between the parties. 
8.3.1 Property Rights in Certificates and Revocation Information

ERCOT retains all Intellectual Property rights in and to the Certificates and revocation information it issues. 
8.3.2 Property Rights in the CPS
ERCOT retains all Intellectual Property rights in and to this CPS.

8.3.3 Property Rights in Names

A Certificate Applicant retains all rights it has (if any) in any trademark, service mark, or trade name contained in any Certificate Application and subject Distinguished Name within any Certificate issued to such Certificate Applicant.

8.3.4 Property Rights in Keys and Key Material

Key pairs corresponding to Certificates of CAs and End User Certificate Holders are the property of the CAs and End User Certificate Holders the respective Subjects of those Certificates. Without limiting the generality of the foregoing, ERCOT’s root public keys and the root Certificates containing them, including all root CA and other CA public keys and self-signed Certificates, are ERCOT’s property. The Secret Shares of ERCOT CA’s private key are ERCOT’s property and ERCOT retains all Intellectual Property rights in and to such Secret Shares. 
8.4 Representations and Warranties 8.4.1 ERCOT Representations and Warranties 
ERCOT represents and warrants that:

· There are no material misrepresentations of fact in the Certificate known to or originating from the entities approving the Certificate Application or issuing the Certificate;
· There are no errors in the information in the Certificate introduced by ERCOT as a result of a failure to exercise reasonable care in managing the Certificate Application or creating the Certificate;
· Certificates issued by ERCOT meet all material requirements of this CPS; and

· Revocation services conform to this CPS in all material aspects.
Agreements with Market Participants may include additional representations and warranties.
8.4.2 Market Participant Representations and Warranties 
Each Market Participant represents and warrants that:

· It is responsible for any damages resulting from a failure of any of its USAs and End Users to perform their obligations in accordance with the provisions of this CPS or the applicable ERCOT Protocol(s);
· There are no material misrepresentations of fact in the Certificate known to or originating from the Market Participant approving the Certificate Application or issuing the Certificate;
· There are no errors in the information in the Certificate introduced by the Market Participant or an authorized representative of the Market Participant approving the Certificate Application as a result of a failure to exercise reasonable care in managing the Certificate Application;
· Its Certificates meet all material requirements of this CPS; 

· It will revoke Certificates in accordance with the terms of this CPS; 

· It is familiar with the contents of  this CPS;
· It is responsible for ensuring that a Certificate is used by only one End User and is not shared among users;
· Its End Users’ computers are secured to prevent improper use;
· None of its USAs or End Users is on any US terrorist watch list; and

· It complies in all material respects with the ERCOT Protocols. 
Agreements with Market Participants may include additional representations and warranties.

8.4.3 USA Representations and Warranties

Each USA represents and warrants that:

· S/he is aware of and bound by the provisions of Section 16 of the Protocols;
· S/he is responsible for the security of Certificates and the corresponding private key when enrolling on behalf of an End User; 

· S/he is responsible for the security of Certificate Private Keys when storing copies of Certificates; 

· S/he will never allow another person to use or have access to his/her USA Certificate;
· S/he will keep a record of all End User Certificates s/he approves;
· S/he will properly verify the identity of End Users and their access level; and
· S/he will perform on-going investigations to ensure that ERCOT Certificates are issued only to individuals currently employed by a Market Participant.
In addition, as Certificate Holders, USAs are also bound by the Certificate Holder Representations and Warranties in Section 8.4.4.

Agreements with Market Participants and USAs may include additional representations and warranties.

8.4.4 Certificate Holder Representations and Warranties
Certificate Holders warrant that:

· Each digital signature created using the private key corresponding to the public key listed in the Certificate is the digital signature of the Certificate Holder and the Certificate has been accepted and is operational (not expired or revoked) at the time the digital signature is created;
· Their private keys are protected and no unauthorized person has ever had access to the Certificate Holder’s private key;
· They will never allow another person to use a Certificate;
· All representations made by the Certificate Holder in the Certificate Application are true;
· All information supplied by the Certificate Holder and/or contained in the Certificate is true;
· The Certificate is used exclusively for authorized and legal purposes, consistent with this CPS and the ERCOT Protocols;
· The Certificate Holder is an End User Certificate Holder and not a CA and is not using the private key corresponding to any public key listed in the Certificate for purposes of digitally signing any Certificate (or any other format of certified public key) or CRL, as a CA or otherwise;
· The Certificate Holder is accountable for any actions occurring using his/her digital Certificate; and

· S/he has acknowledged receipt of his/her Certificate to the USA or ERCOT, as appropriate.

Agreements with Market Participants and/or End Users may include additional representations and warranties.

8.4.5 Relying Party Representations and Warranties
ERCOT is the only intended Relying Party on ERCOT Certificates and warrants that its reliance on a Certificate is reasonable.
8.5 Disclaimers of WarrantiesTo the extent permitted by applicable law, Agreements with Market Participants shall disclaim ERCOT’s possible warranties, including any warranty of merchantability or fitness for a particular purpose.
8.6 Limitations of Liability To the extent permitted by applicable law, Market Participation Agreements shall limit ERCOT’s liability to exclude indirect, special, incidental and consequential damages. 
8.7 Indemnities 
8.7.1 Indemnification by Certificate Holders

To the extent permitted by applicable law, Certificate Holders shall indemnify ERCOT for:

· Falsehoods or misrepresentations of fact by the Certificate Holder on the Certificate Application;
· the Certificate Holder’s failure to disclose a material fact on the Certificate Application, if the misrepresentation or omission was made negligently or with intent to deceive any party;
· The Certificate Holder’s failure to protect the his/her private key, to use a Trustworthy System, or to otherwise take the precautions necessary to prevent the compromise, loss, disclosure, modification, or unauthorized use of the Certificate Holder’s private key; and
· The Certificate Holder’s use of a name (including without limitation within a common name, domain name, or e-mail address) that infringes upon the Intellectual Property rights of a third party.

The applicable Certificate Holder Agreements and Agreements with Market Participants may include additional indemnity obligations.

8.8 Term and Termination 
8.8.1 Term

The CPS becomes effective upon approval by the ERCOT Board of Directors. Amendments to this CPS become effective upon approval as set forth herein. ERCOT will send a Market Notification (as defined in the ERCOT Protocols) announcing the effective date of the CPS.

8.8.2 Termination 
This CPS, as amended from time-to-time, shall remain in force until replaced by a new version.
8.8.3 Effect of Termination and Survival 
Upon termination of this CPS, ERCOT PKI participants remain bound by its terms for all Certificates issued for the remainder of the validity periods of those Certificates.
8.9  Individual Notices and Communications with Participants 
ERCOT shall use commercially reasonable methods to communicate with its Market Participants, taking into account the criticality and subject matter of the communication.
8.10  Amendments 8.10.1 Procedure for Amendment 
ERCOT may amend this CPS by using the Protocols revision process set forth in the ERCOT Protocols. Updates supersede any designated or conflicting provisions of the referenced version of the CPS. Notwithstanding anything in this CPS to the contrary, if ERCOT believes that material amendments to the CPS are necessary immediately to stop or prevent a breach of the security of the ERCOT PKI or any portion of it, ERCOT may make such amendments at its sole discretion. All amendments will be effective immediately upon the sending of the Market Notification.
8.10.2 Notification Mechanism and Period

ERCOT will publish amendments of this CPS by publication on the ERCOT Web site and sending a Market Notification with the updated version of this CPS. 
8.11 Dispute Resolution Provisions 
In the event of a dispute between ERCOT and a Market Participant, including a dispute regarding a violation of this CPS’s terms, the provisions of Section 20 of the ERCOT Protocols relating to Alternative Dispute Resolution Procedures shall apply.  
8.12  Governing Law Notwithstanding anything to the contrary in this CPS, this CPS shall be deemed entered into and performable solely in Texas and without the requirement to establish a commercial nexus in Texas and, with the exception of matters governed exclusively by federal law, shall be governed by and construed and interpreted in accordance with the laws of the State of Texas applying to contracts executed in and performed entirely within the State of Texas, without reference to any rules of conflict of laws. Neither Party waives primary jurisdiction as a defense; provided that any lawsuits regarding this CPS shall be brought in a state or federal court located within Travis County, Texas and the Parties hereby waive any defense of forum non-conveniens.

This choice of law is made to ensure uniform procedures and interpretation for all ERCOT PKI Participants, no matter where they are located.

This governing law provision applies only to this CPS. Agreements incorporating the CPS by reference may have their own governing law provisions, provided that this section governs the enforceability, construction, interpretation and validity of the CPS’s terms separate and apart from the remaining provisions of any such agreements, subject to any limitations in applicable law.

8.13 Compliance with Applicable Law
This CPS is subject to applicable national, state and local laws, rules, regulations, ordinances, decrees and orders including, but not limited to, restrictions on exporting or importing software, hardware or technical information.

8.14  Miscellaneous Provisions
8.14.1 Severability 

In the event a clause or provision of this CPS is held unenforceable by a court of law or other tribunal having authority, the remainder of the CPS shall remain valid and shall continue in full force and effect as if it had been executed without the invalid provision. If a provision in this CPS conflicts with the provisions of the ERCOT Protocols, the provisions of the Protocols shall prevail to the extent of the inconsistency.
8.14.2 Enforcement (Attorney's Fees and Waiver of Rights)

In the event of a dispute under this CPS, each Party shall be entitled to attorneys’ fee and/or court costs pursuant to applicable law.

8.14.3 Force Majeure
To the extent permitted by applicable law, Market Participant Agreements shall include a force majeure clause protecting ERCOT.

Appendix A. Table of Acronyms and definitions

Table of Acronyms 
	Term
	Definition

	BIS
	The United States Bureau of Industry and Science of the United States Department of Commerce.

	CA
	Certification Authority.

	CP
	Certificate Policy.

	CPS
	Certification Practice Statement.

	CRL
	Certificate Revocation List.

	DN
	Distinguished Names

	FIPS
	United State Federal Information Processing Standards.

	LSE
	 Load Serving Entity

	NERC
	North American Electric Reliability Corporation

	OCSP
	Online Certificate Status Protocol.

	PKCS
	Public-Key Cryptography Standard.

	PKI
	Public Key Infrastructure.

	PUCT
	Public Utility Commission of Texas

	QSE
	Qualified Scheduling Entity

	RA
	Registration Authority

	REP 
	Retail Electric Provider

	RFC
	Request for comment.

	SLA
	Service Level Agreement

	S/MIME
	Secure multipurpose Internet mail extensions.

	SSL
	Secure Sockets Layer.

	TDSP
	Transmission Distribution Service Provider.

	USA
	User Security Administrator



Definitions
	Term
	Definition

	API Certificate
	A Certificate issued to a machine or Device

	Applicant
	The Market Participant, USA or End User applying for (or seeking renewal of) a Certificate naming it as the Subject.

	Automated Administration 
	A procedure whereby Certificate Applications are approved automatically if enrollment information matches information contained in a database.

	Certificate
	A message that, at least, states a name or identifies the CA, identifies the Certificate Holder, contains the Certificate Holder’s public key, identifies the Certificate’s Operational Period, contains a Certificate serial number, and is digitally signed by the CA.

	Certificate Applicant
	An individual or organization requesting the issuance of a Certificate by a CA.

	Certificate Application
	A request from a Certificate Applicant (or USA) to ERCOT for the issuance of a Certificate.

	Certificate Chain
	An ordered list of Certificates containing an End User Certificate Holder Certificate and CA Certificates, which terminates in a root Certificate.

	Certificate Policies (CP)
	A principal statement of policy governing a PKI.

	Certificate Requester
	A Certificate Requester is a natural person employed and authorized by the Market Participant that completes and submits a Certificate Request on behalf of the Applicant.

	Certificate Revocation List (CRL)
	A periodically (or exigently) issued list, digitally signed by a CA, of identified Certificates that have been revoked prior to their expiration dates. The list generally indicates the CRL issuer’s name, the date of issue, the date of the next scheduled CRL issue, the revoked Certificates’ serial numbers, and the specific times and reasons for revocation.

	Certificate Signing Request
	A message conveying a request to have a Certificate issued.

	Certification Authority (CA)
	An entity authorized to issue, manage, revoke, and renew Certificates in the ERCOT PKI.

	Certificate Holder
	A person the Subject of, and who has been issued, a Digital Certificate. In the case of an API Certificate, an organization that owns the equipment or device that is the Subject of, and that has been issued, a Certificate. A Certificate Holder is capable of using, and is authorized to use, the private key that corresponds to the public key listed in the Certificate.

	Certificate Holder Agreement
	An agreement used by ERCOT or a Market Participant setting forth the terms and conditions under which an individual or organization acts as a Certificate Holder.

	Certification Practice Statement (CPS)
	A statement of the practices that ERCOT employs in approving or rejecting Certificate Applications and issuing, managing, and revoking Certificates, and requires its Market Participants to employ.

	Challenge Phrase
	A secret phrase chosen by a Certificate Applicant during enrollment for a Certificate. When issued a Certificate, the Certificate Applicant becomes a Certificate Holder and ERCOT can use the Challenge Phrase to authenticate the Certificate Holder when the Certificate Holder seeks to revoke or renew the Certificate Holder’s Certificate.

	Compromise
	A violation (or suspected violation) of a security policy, in which an unauthorized disclosure of, or loss of control over, sensitive information may have occurred. With respect to private keys, a Compromise is a loss, theft, disclosure, modification, unauthorized use, or other compromise of the security of such private key.

	End User
	The end user is anyone employed by a Market Participant or ERCOT who receives a digital certificate from the USA and accesses the ERCOT system.

	ERCOT Protocols
	The document adopted by ERCOT, including any attachments or exhibits referenced in that document, as amended from time-to-time, containing the scheduling, operating, planning, reliability and settlement (including customer registration) policies, rules, guidelines, procedures, standards, and criteria of ERCOT.

	ERCOT USA
	A Trusted ERCOT Employee who performs validation and other certificate life cycle functions.

	Intermediate Certification Authority (Intermediate CA)
	A Certification Authority whose Certificate is located within a Certificate Chain between the Certificate of the root CA and the Certificate of the Certification Authority that issued the End User Certificate Holder’s Certificate.

	Key Generation Ceremony
	A procedure whereby a CA’s or RA’s key pair is generated, its private key is transferred into a cryptographic module, its private key is backed up, and/or its public key is certified.

	Market Information System (MIS)


	An electronic communications interface established and maintained by ERCOT that provides a communications link to Market Participants, including secure access by and communications to individual Market Participants regarding information linked to each individual Market Participant

	Market Participant
	An Entity that engages in any activity that is in whole or in part the subject of the ERCOT Protocols, regardless of whether such Entity has executed an Agreement with ERCOT.

	Nonverified Certificate Holder Information
	Information submitted by a Certificate Applicant to a CA or USA, and included within a Certificate, that has not been confirmed by the CA or USA and for which the applicable CA and USA provide no assurances other than that the information was submitted by the Certificate Applicant.

	Non-repudiation
	An attribute of a communication that provides protection against a party to a communication falsely denying its origin, denying that it was submitted, or denying its delivery. Denial of origin includes the denial that a communication originated from the same source as a sequence of one or more prior messages, even if the identity associated with the sender is unknown.

	Offline CA
	ERCOT CAs maintained offline for security reasons in order to protect them from possible attacks by intruders by way of the network. These CAs do not directly sign end user Certificate Holder Certificates.

	Online CA
	CAs that sign end user Certificate Holder Certificates are maintained online so as to provide continuous signing services.

	Online Certificate Status Protocol (OCSP)
	A protocol for providing Relying Parties with real-time Certificate status information.

	Operational Period
	The period starting with the date and time a Certificate is issued (or on a later date and time certain if stated in the Certificate) and ending with the date and time on which the Certificate expires or is earlier revoked.

	PKCS #10
	Public-Key Cryptography Standard #10, developed by RSA Security Inc., which defines a structure for a Certificate Signing Request.

	PKCS #12
	Public-Key Cryptography Standard #12, developed by RSA Security Inc., which defines a secure means for the transfer of private keys.

	Public Key Infrastructure (PKI)
	The architecture, organization, techniques, practices, and procedures that collectively support the implementation and operation of a Certificate-based public key cryptographic system. 

	Relying Party
	An individual or organization that acts in reliance on a Certificate and/or a digital signature.

	RSA
	A public key cryptographic system invented by Rivest, Shamir, and Adelman.

	Secret Share
	A portion of a CA private key or a portion of the activation data needed to operate a CA private key under a Secret Sharing arrangement.

	Secret Sharing
	The practice of splitting a CA private key or the activation data to operate a CA private key in order to enforce multi-person control over CA private key operations.

	Secure Sockets Layer (SSL)
	The industry-standard method for protecting Web communications developed by Netscape Communications Corporation. The SSL security protocol provides data encryption, server authentication, message integrity, and optional client authentication for a Transmission Control Protocol/Internet Protocol connection.

	Subject
	The holder of a private key corresponding to a public key. The term “Subject” can, in the case of an organizational Certificate, refer to the equipment or device that holds a private key. A Subject is assigned an unambiguous name, which is bound to the public key contained in the Subject’s Certificate.

	Supplemental Risk Management Review
	A review of an entity by ERCOT following incomplete or exceptional findings in a Compliance Audit of the entity or as part of the overall risk management process in the ordinary course of business.

	Trusted Person
	An employee, contractor, or consultant of an entity within the ERCOT PKI responsible for managing infrastructural trustworthiness of the entity, its products, its services, its facilities, and/or its practices.

	Trusted Position
	The positions within an ERCOT PKI entity that must be held by a Trusted Person.

	Trustworthy System
	Computer hardware, software, and procedures reasonably secure from intrusion and misuse; provide a reasonable level of availability, reliability, and correct operation; are reasonably suited to performing their intended functions and enforce the applicable security policy. A trustworthy system is not necessarily a “trusted system” as recognized in classified government nomenclature.

	User Security Administrator (USA)
	The USA is an ERCOT employee, or authorized representative of a Market Participant allowed to perform Certificate management tasks.

	ERCOT PKI
	The Certificate-based Public Key Infrastructure governed by this Certificate Policies and Certificate Practices Statement, which enables deployment and use of Certificates by ERCOT to its Market Participants

	ERCOT PKI Participant
	An individual or organization that is one or more of the following within the: ERCOT PKI, a market Participant, or a Certificate Holder.
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