Valentine Emesih, CenterPoint 

September, 27, 2007

Re: EIP External Interfaces Specification v1.04
 
General Comments:

In Section 5, entitled "Notifications", of the subject document, it is stated, "Each Market Participant using the external interface would be required to provide a listener interface for the receipt of notification messages, compliant with the interface provided by ERCOT."
 

It is our understanding that ERCOT will relay the notifications to each Market Participant (MP) via the public Internet using HTTPS protocol. However, we would prefer that ERCOT send its notifications and alerts to us via private WAN, and only send them via the Internet to those Market Participants who do not have WAN.
The following details our reasoning in this regard.
1. CenterPoint Energy’s Control Center and Corporate security policies prohibit inbound access from the internet to critical servers.  The web services server is at our control center and hence subject to critical infrastructure security policy. 

2. As you know all our current access to ERCOT (inbound/outbound) from the Energy Control center is via the ERCOT WAN.  System dispatcher only access ERCOT web portal via the internet as a secondary path or when outside the control center perimeter. 

3. There is no direct internet access into our control center.  Our internal processes expect Control Center systems to remain functional even when the corporate internet infrastructure is unavailable for various reasons (maintenance, cyber attacks, other…) 

4. We have encouraged our developers to rely more on web services in obtaining market notifications, rather than “web scrapping” 

CNP plans to use web service to facilitate exchange of sensitive operational information with ERCOT (outages, outage status notifications, NOMCR, NOMCR status notifications, market notifications.)  Our preference is that both inbound and outbound exchanges with ERCOT go through the established WAN, and only use the internet as a secondary path for only outbound traffic.  

The current objection that web services may interfere with ICCP data traffic will need to be substantiated with test data.
