Nodal Operating Guide Revision Request

OWG Recommendation Report


	NOGRR Number
	016
	NOGRR Title
	Nodal Operating Guides - Section 8 - Attachment I,  Security, Facilities, and Connectivity Requirements of WAN Systems

	Timeline
	Normal
	Recommended Action
	Approval

	Nodal Operating Guide Section Requiring Revision 
	Section 8 - Attachment I, Security, Facilities, and Connectivity Requirements of WAN Systems

	Proposed Effective Date
	Upon Texas Nodal Market implementation

	Revision Description
	This Nodal Operating Guide Revision Request (NOGRR) proposes language for Section 8, Attachment I of the Nodal Operating Guides.

	Overall Market Benefit
	Continuity of Nodal Operating Guides with Nodal requirements.

	Overall Market Impact
	To be determined.

	Consumer Impact
	Unknown.

	Credit Implications 
	No.

	TPTF Review (Yes or No, and summary of conclusion)
	No.

	Procedural History
	· On 06/21/07, NOGRR016 was posted.

· On 07/12/07, ERCOT comments were posted.  

· On 07/17/07, the Operating Guides Revision Task Force (OGRTF) comments were posted.

· On 07/18/07, the Operations Working Group (OWG) considered NOGRR016.

	OWG Recommendation
	On 07/18/07, the OWG was in consensus to recommend approval of NOGRR016 as revised by ERCOT comments.

	Summary of OWG Discussion
	On 07/18/07, the OWG discussed OGRTF’s methodology in developing NOGRR001-017.  Please see OWG discussion points below.  


	ERCOT/Market Segment Impacts and Benefits

	

	Assumptions
	1
	Impacts of Nodal Operating Guides are encompassed by the Nodal Protocols
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	Market Cost
	1
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	Market Benefit
	1
	Continuity of Nodal Operating Guides with Nodal Protocols
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	Original Sponsor

	Name
	Stephen C. Knapp on behalf of the Operating Guides Revision Task Force (OGRTF)

	E-mail Address
	Steve.knapp@constellation.com

	Company
	Constellation Energy Commodities Group, Inc.


	Comments Received

	Comment Author
	Comment Description

	ERCOT 071207
	Proposed language revisions

	OGRTF 071707
	Questioned whether or not language proposed in ERCOT comments should be included in a public document


	OWG Discussion Points


The main objective of the OGRTF in developing NOGRR001-017 was to bring the current Operating Guides into alignment with Nodal requirements.  The OGRTF recognizes that there may be other issues that need to be addressed through the NOGRR process and invites Market Participants to submit NOGRRs to resolve these issues after NOGRR001-017 have been approved.  The following are concepts and assumptions used by the OGRTF in developing the NOGRRs:

· Unapproved NPRRs and OGRRs have not been included in this release

· Terminology Changes:

· “ERCOT Compliance” changed to “Texas Regional Entity” as appropriate

· “Control Area Authority” changed to “ERCOT”

· “LaaRs” changed to “Load Resources”

· The term “ERCOT” can apply to ISO, Compliance, Planning, Engineering, etc.

· Kept existing ERCOT Entity Names and Acronyms in lieu of incorporating NERC terminology

· Format Changes:

· Removed Protocol Excerpts

· Test Forms and Support Documents moved to Section 8, Attachments

· Consolidated testing and compliance in Section 3, Resource Testing and Qualification Procedures

· Definitions, including “Credible Single Contingency,” moved to Section 1, Overview

	Proposed Nodal Operating Guide Language Revision


ERCOT Nodal Operating Guides
Section 8

Attachment I
Security, Facilities, and Connectivity Requirements of WAN Systems

 (Effective Upon Texas Nodal Market Implementation)
A QSE or TSP involved in the transfer of the critical data identified in Attachment 8J, ERCOT Data Sets of this Operating Guide, will be required to provide the following communication resources to support the connection to the ERCOT private network:

(a)
Provide an analog business phone line or PBX analog extension for trouble-shooting and maintenance of equipment;

(b)
Provide a height of 24” of rack space in a 19” wide rack;

(c)
Provide two separate UPS single-phase 115 VAC 20 amp circuits, each with 4 receptacles in the 19” rack listed above;

(d)
Provide building wiring from circuit termination to equipment rack;

(e)
Within 24-hours notice, provide ERCOT employees or contractors access to the communication facility;

(f)
Within 1-hour notice, provide emergency access to the facility to ERCOT employees or contractors;

(g)
Provide on site personnel to escort ERCOT employees or contractors;

(h)
Provide a Firewall or router, located at the Market Participant site, for the network address translation of internal Market Participant addresses to external addresses on the ERCOT LAN, configure the Firewall to only allow the specific ports (TCP – 102, 80, 443, 20/21, 9043, 53, 102, 49, 3000 & UDP – 3000, 53, 514) outbound through the Market Participant Firewall and the specific ports (TCP – 102, 3000 & UDP 3000) inbound from the ERCOT WAN. Further, the Firewall will be configured to only allow the IP addresses of the specific servers that communicate with ERCOT to send traffic on the authorized outbound ports;
(i)
Market Participant will be required to sign a security connection agreement with ERCOT;

(j)
Provide connectivity from Market Participant Firewall or Router to ERCOT LAN located at Market Participant site, in accordance with item (h) above. Market Participants are responsible for their own security through this connection;

(k)
Provide a channel bank with at least one T1 interface, 4 FXS and two 4 wire analog ports. Connect FXS (e.g. PBX, key system) and 4 wire ports to the appropriate equipment.  On the digital T1 stream, levels for voice are zero dpm for transmit and receive; 

(l)
Hotline must be a 500 set not attached to the Market Participant’s Phone System; 

(m)
Dual cable entrances to Market Participant, connecting to different Telco Central Offices highly recommended; and

(n)
Provide ERCOT with internal IP addressing scheme as needed for network design. This will be kept confidential.
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