



ERCOT Critical Infrastructure Protection Advisory Group

Meeting Notes:  June 9, 2007

Approved by CIPAG on __________

Attendees:

	Cecil Turner
	Entergy
	
	Glenn Hargrave
	CPS Energy

	Mike Allgeier
	LCRA
	
	Reza Ebrahimian
	Austin Energy

	David Grubbs
	Garland
	
	Jerry Ward
	TXU

	Tom Flowers
	CNP
	
	Luis Quintanilla
	ERCOT

	Jeff Maddox
	ERCOT
	
	Jim Brenton
	ERCOT

	Scott Rosenberger
	TXU
	
	Steve Martin
	Oncor Electric Delivery

	Stan Johnson
	NERC
	
	Keith Raburn
	Austin Energy

	Lewis Griffith
	CNP
	
	Darrell Klimitchek
	STEC

	Lauro Garza
	CPS Energy
	
	Shawn Cobb
	CPS Energy

	Mark Cummings
	Entergy
	
	Ann Delenela
	ERCOT

	Katie Rich
	PUCT
	
	Jose Conto
	ERCOT

	Warren Lasher
	ERCOT
	
	Dave DeGroot
	Austin Energy

	Tony Kroskey
	Brazos Electric
	
	Walter Bukowski
	CPS Energy

	Debbie McKeever
	Oncor Electric Delivery
	
	 
	 

	 
	 
	
	
	


Agenda:

	1
	Introductions & Anti-Trust Admonition
	L. Griffith

	2. 
	Review of 5/14/2007 Meeting Notes 
	Roundtable

	3.
	Technical Working group update
	David Grubbs

	4.
	NERC update topics
	Stan Johnson

	5.
	NERC CIP standards discussion
	Stan Johnson

	6.
	Roundtable
	All

	7.
	
	

	8.
	
	

	9.
	
	

	10.
	
	

	11.
	
	


1.  Introductions & Antitrust Admonition

Lewis Griffith, Chairman of the CIPAG called the meeting to order at 9:30 am with each attendee introducing themselves and stating their company affiliation.  Mr. Griffith then discussed the ERCOT Antitrust Admonition and noted the need to comply with these antitrust guidelines. 

The days agenda was reviewed and no additional items were suggested.

2.  Technical Working Group Update
David Grubbs updated the group with a list of those that attended the working group meeting. The first workgroup meeting was administrative in content.  David Grubbs was elected to chair the group.  Because of the sensitivity of the topic, it was requested that meeting minutes be very limited. It was decided that the working group would continue to meet on the first Thursday of every month, until its work was completed.  The meeting schedule will be posted on the ERCOT website.  
The next meeting will be on August 2nd and the main topic of discussion will be the identification of an electronic security perimeter. 
3. NERC Update Topics
Stan Johnson has been visiting the different regional entities to discuss infrastructure protection and other activities at NERC.  NERC’s purpose is to develop standards and ensure compliance to those standards.  Stan works in the Critical Infrastructure Protection group. Other groups within NERC include the compliance readiness and training groups.  NERC currently sponsors CIPC and works with DHS, the Defense of Defense, and the Department of Energy.  Currently NERC’s business plan calls for a total of 95 employees.  
Q.  Will NERC review the hiring process for the regional entities? 

A.  NERC currently reviews and approves the budget of the different regional entities.

Q.  In the future will NERC’s involvement with CIPC change?

A.  It is unclear.
Q.  What is the level on interaction with the Nuclear industry?

A.  NERC does work with the nuclear industry. They were initially excluded from the standards because they had a similar effort under way.

Stan then discussed current advisories and recent incidents.

4. NERC CIP Standards Discussion
The identification of critical assets, as required by CIP-002, has caused the most controversy.  Work around the country has begun to identify critical assets.  It is important that entities develop and document a risk methodology in identifying assets.  
There was some discussion about whether Black Start units are or should be considered critical assets.  The ERCOT protocols state that Black Start units must meet NERC policies.  

5. Roundtable
The proposed joint meeting with SPP for October 2nd was discussed and endorsed by everyone present.

It may be possible to recover costs incurred as part of NERC CIP implementation through TCOS fees.
There was discussion around CIP-006 and some confusion caused by the FAQ.  The recommendation is to follow the CIP standard, since that is what compliance will be based on.

Fines will be imposed by the regional entities based on the infraction.

The question was asked if NERC has specific guidelines for background checks.  The only checks specified by the standard, is identity verification and a seven-year criminal check.  Whatever criteria meets the business needs of each company will be accepted.
Summary Action Items

	Agenda

Item
	Assign

Date
	Assigned

To
	Description
	Due

Date
	Status

	1
	5/14/07
	D. Grubbs
	Work Group Status
	6/11/07
	Complete

	2
	2/12/07
	J. Brenton
	Develop nomination and voting process to be presented at the next CIP-AG meeting for review/approval.
	3/12/07
	Complete

	3
	2/12/07
	L. Quintanilla
	Update the 1/15/07 minutes and present to CIG-AG Meeting for approval.
	3/12/07
	Complete

	4
	2/12/07
	L. Quintanilla
	Scott Rosenberger, David Grubbs and Jeff Maddox’s sub-committees reports are to be posted on ERCOT website.  
	3/12/07
	Complete

	5
	2/12/07
	J. Maddox
	Obtain and provide Luis with softcopy of the report
	3/12/07
	Complete

	6
	2/12/07
	J. Maddox
	Investigate secure file delivery and report options back to the CIP-AG 
	3/12/07
	Complete

	7
	2/12/07
	L. Griffith
	Provide Luis with a copy of the CenterPoint CA Classification Criteria as information to the CIP-AG
	3/12/07
	Complete

	8
	2/12/07
	K. Donohoo
	Present Transmission Assessment Criteria at high level
	3/12/07
	Complete

	9
	2/12/07
	K. Donohoo
	Outline Congestion Criteria at high level
	3/12/07
	Complete

	10
	2/12/07
	K. Donohoo
	Outline Generator Assessment Criteria at high level
	3/12/07
	Complete

	11
	2/12/07
	J. Brenton
	Provide Luis with copy of the SSRG presentation and Luis will post to Secure CIP-AG website.  
	3/12/07
	Cannot be posted until a secure website is implemented – 2nd quarter?

	12
	2/12/07
	L. Quintanilla
	Consolidate new requirements into draft CIPAG Purpose/Charter and disseminate to all members for review and possible vote at next meeting
	3/01/07
	Complete

	13
	2/12/07
	J. Brenton
	Provide the CIP-AG members with a copy of the IRC Response to the FERC staff assessment when the document is filed with FERC
	2/19/07
	Complete

	14
	2/12/07
	J. Brenton
	Provide the CIP-AG members with a copy of the IRC Response to the FERC staff assessment when the document is filed with FERC
	2/19/07
	Complete

	15
	2/12/07
	L. Griffith
	Formation of ad-hoc advisory group


	3/12/07
	 Complete


