
ERCOT Operating Guides
Section 8
Attachment I
Security, Facilities, and Connectivity Requirements of WAN Systems

DRAFT
(Effective Upon Texas Nodal Market Implementation)
A QSE or TSP involved in the transfer of the critical data identified in Attachment 8A of this guide, will be required to provide the following communication resources to support the connection to the ERCOT private network:

(a)
Provide an analog business phone line or PBX analog extension for trouble-shooting and maintenance of equipment;

(b)
Provide a height of 24” of rack space in a 19” wide rack;

(c)
Provide two separate UPS single-phase 115 VAC 20 amp circuits, each with 4 receptacles in the 19” rack listed above;

(d)
Provide building wiring from circuit termination to equipment rack;

(e)
Within 24-hours notice, provide ERCOT employees or contractors access to the communication facility;

(f)
Within 1-hour notice, provide emergency access to the facility to ERCOT employees or contractors;

(g)
Provide on site personnel to escort ERCOT employees or contractors;

(h)
Provide a Firewall or router, located at the Market Participant site, for the network address translation of internal Market Participant addresses to external addresses on the ERCOT LAN;

(i)
Market Participant will be required to sign a security connection agreement with ERCOT;

(j)
Provide connectivity from Market Participant Firewall or Router to ERCOT LAN located at Market Participant site. Market Participants are responsible for their own security through this connection;

(k)
Provide a channel bank with at least one T1 interface, 4 FXS and two 4 wire analog ports. Connect FXS (e.g. PBX, key system) and 4 wire ports to the appropriate equipment.  On the digital T1 stream, levels for voice are zero dpm for transmit and receive; 
(l)
Hotline must be a 500 set not attached to the Market Participant’s Phone System; 

(m)
Dual cable entrances to Market Participant, connecting to different Telco Central Offices highly recommended; and

(n)
Provide ERCOT with internal IP addressing scheme as needed for network design. This will be kept confidential.
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