



ERCOT Critical Infrastructure Protection Advisory Group

Meeting Notes:  April 16, 2007

Approved by CIPAG on __________

Attendees:

	Mel Nevarez
	CenterPoint Energy
	
	Walter Bukowski
	CPS Energy

	Tom Flowers
	Centerpoint
	
	David Wade
	TXU Power

	David Grubbs
	Garland
	
	Mark Cummings
	Entergy

	Lewis Griffith
	CenterPoint
	
	Dave DeGroot
	Austin Energy

	Jim Brenton
	ERCOT
	
	Katie Rich
	PUCT

	Jeff Maddox
	ERCOT
	
	Darrell Klimitchek
	STEC

	Farzaneh Tafreshi
	ERCOT-TRE
	
	Rashida Williams
	ERCOT-TRE

	Thomas Godsey
	Austin Energy
	
	Keith Raburn
	Austin Energy

	Michael Allgeier
	LCRA
	
	Ken Donohoo
	ERCOT

	Tony Kroskey
	Brazos Electric
	
	Ron McPherson
	DHS

	Ron Berry
	ERCOT
	
	Luis Quintanilla
	ERCOT

	
	
	
	
	

	
	
	
	
	

	 
	 
	
	 
	 

	 
	 
	
	
	


Agenda:

	1
	Introductions & Anti-Trust Admonition
	L. Griffith

	2. 
	Review of 4/14/2007 Meeting Notes 
	Roundtable

	3.
	ERCOT Compliance TRE
	Rashida Williams

	4.
	ERCOT System Planning
	Ken Donohoo

	5.
	Cal-ISO Incident
	Jim Brenton

	6.
	ERCOT Sabotage Reporting
	Jim Brenton

	 
	
	

	7.
	Pandemic Planning Update
	Kathy Keepers

	8.
	Homeland Security
	Ron McPherson

	9.
	Texas Mutual Assistance Conference
	Lewis Griffith

	10.
	Technical Workgroup discussion
	David Grubbs

	11.
	Texas 80th Legislature Bills of Interest
	Lewis Griffith


1.  Introductions & Antitrust Admonition

Lewis Griffith, Chairman of the CIPAG called the meeting to order at 9:30 am with each attendee introducing themselves and stating their company affiliation.  Mr. Griffith then discussed the ERCOT Antitrust Admonition and noted the need to comply with these antitrust guidelines. 

The days agenda was reviewed and no additional items were suggested.

2.  Review of Previous Meeting Minutes

The April meeting minutes were reviewed. No changes were requested.
3. ERCOT Compliance - TRE (Texas Regional Entity)
Self certification notices will be sent out this week to those entities that have registered with the TRE. Self certification responses are due by the end of June.  The names of individuals who registered entities is available on the ERCOT website. Information can also be found on the website on how to change the contact information.
4. ERCOT System Planning
Ken Donohoo of the ERCOT System Planning group presented the methodology used to identify potential critical assets and the assets identified with the methodology.  The assets will be made available to each asset owner.  Additional discussion centered on what part of the grid can be considered a critical asset and whether the regional reliability group will be able to shed some light on the issue.
5. Cal-ISO Incident

Jim Brenton from ERCOT Security outlined the two security incidents caused by disgruntled contract employee in mid-April at Cal-ISO.  First incident involved removing power from portions of the data center which adversely impacted market systems and required 6-8 hours to restore. The second incident (allegedly by the same individual) was a threat to the facility which led to the evacuation of the Folsom site.  The individual that perpetrated both incidents was detained by local police and the FBI.  The contract firm has notified Cal-ISO that the individual should temporarily not have system access but asked that facility access not be removed.  After his Cyber access was terminated, the individual used his physical access to enter the facility and data center and shut down power to market systems

6. ERCOT Sabotage Reporting

ERCOT has recently reviewed and updated the Security Alerting and Sabotage Reporting Plans.  Jim Brenton outlined the changes to the Sabotage Reporting Plan with emphasis on the need to report incidents and possible incidents to NERC and the FBI per NERC Cyber Security Std CIP-001-01.  ERCOT System Operator will verify that ERCOT entities have reported possible sabotage incidents to all agencies required by NERC.  ERCOT System Operations will alert all generation and transmission entities via the ERCOT Security Alert Plan and the SSRG procedures.  This will be an area of increased scrutiny during future NERC/ERCOT assessments.
7. Pandemic Planning Update
 Kathy Keepers has presented at TAC, RMS and OWG groups and interest has been high.  The bird flu virus has been mutating and transferring to humans.  In many areas of the Middle East it has become endemic.  Pandemics occur every 10 to 30 years. Three aspects make a disease a pandemic; a new virus, no immunities, and easily spread.  What can we expect in the future?  A wide geographic dispersion and quick dispersion (6 weeks to two months)  
National strategy centers on: preparedness and communication, surveillance and detection, and response and containment.  Suggested actions for the private sector and critical infrastructure are: to establish and ethic of infection, establish contingency systems, remote work force and establish partnerships with other members.
ERCOT pandemic planning has included: adoption of NERC guidelines, ongoing contact with state and local authorities, mechanism in place to control access by individuals, various groups involved, medical and disinfectant supplies available, and flu shots made available to employees.
8. Homeland Security
Ron McPherson discussed the structure of DHS. DHS consists of: Transportation Security Administration, Border Patrol, Secret Service, Immigration and Customs, FEMA, and USCG.  Ron informed the group of the availability of advisors for the critical infrastructure and other key resource sectors.  The electric sector plays a key role in the economy and most other sectors depend on it.  The challenge is to protect critical infrastructure and key resources of which some 85% is privately owned.
His focus has been to assist state homeland advisors to minimize risk to assets and assist in any way to improve security.  Site assistance visits can be arranged to: identify and document critical infrastructure and key resource vulnerabilities, and provide information for protective measures. Buffer zone protection program seeks to: target infrastructure protection grant program, build terrorism prevention and protection capabilities.

Risk mitigation courses are available.
9. Texas Municipal Assistance Conference
· Utilities come together to assist each other
· The DHS – National Communications System department priority calling card

· Recommendation by the Texas Department of Transportation

· Emergency response plan presented

· Federal government want to mandate a credential system

· Looking to join other mutual assistance groups

· Texas Department of Transportation better prepared for natural disasters

10. Technical Workgroup
Workgroup will meet to discuss goals
11. Texas 80th Legislature Bills of Interest
HB 3743 and SB 642 have a good chance of passing
Summary Action Items

	Agenda

Item
	Assign

Date
	Assigned

To
	Description
	Due

Date
	Status

	1
	5/14/07
	D. Grubbs
	Work Group Status
	6/11/07
	

	2
	2/12/07
	J. Brenton
	Develop nomination and voting process to be presented at the next CIP-AG meeting for review/approval.
	3/12/07
	Complete

	3
	2/12/07
	L. Quintanilla
	Update the 1/15/07 minutes and present to CIG-AG Meeting for approval.
	3/12/07
	Complete

	4
	2/12/07
	L. Quintanilla
	Scott Rosenberger, David Grubbs and Jeff Maddox’s sub-committees reports are to be posted on ERCOT website.  
	3/12/07
	Complete

	5
	2/12/07
	J. Maddox
	Obtain and provide Luis with softcopy of the report
	3/12/07
	Complete

	6
	2/12/07
	J. Maddox
	Investigate secure file delivery and report options back to the CIP-AG 
	3/12/07
	Complete

	7
	2/12/07
	L. Griffith
	Provide Luis with a copy of the CenterPoint CA Classification Criteria as information to the CIP-AG
	3/12/07
	Complete

	8
	2/12/07
	K. Donohoo
	Present Transmission Assessment Criteria at high level
	3/12/07
	Complete

	9
	2/12/07
	K. Donohoo
	Outline Congestion Criteria at high level
	3/12/07
	Complete

	10
	2/12/07
	K. Donohoo
	Outline Generator Assessment Criteria at high level
	3/12/07
	Complete

	11
	2/12/07
	J. Brenton
	Provide Luis with copy of the SSRG presentation and Luis will post to Secure CIP-AG website.  
	3/12/07
	Cannot be posted until a secure website is implemented – 2nd quarter?

	12
	2/12/07
	L. Quintanilla
	Consolidate new requirements into draft CIPAG Purpose/Charter and disseminate to all members for review and possible vote at next meeting
	3/01/07
	Complete

	13
	2/12/07
	J. Brenton
	Provide the CIP-AG members with a copy of the IRC Response to the FERC staff assessment when the document is filed with FERC
	2/19/07
	Complete

	14
	2/12/07
	J. Brenton
	Provide the CIP-AG members with a copy of the IRC Response to the FERC staff assessment when the document is filed with FERC
	2/19/07
	Complete

	15
	2/12/07
	L. Griffith
	Formation of ad-hoc advisory group


	3/12/07
	 Complete


