



ERCOT Critical Infrastructure Protection Advisory Group

Meeting Notes:  April 16, 2007

Approved by CIPAG on __________

Attendees:

	Joe Bushee
	IPA – Hayes Energy
	
	Bryan Adam
	CPS Energy

	Tom Flowers
	Centerpoint
	
	Darrel Klimitchek
	STEC

	Lewis Griffith
	Centerpoint
	
	David Grubbs
	Garland

	David Godfrey
	TMPA
	
	Cheryl Smith
	CPS Energy

	David Wade
	TXU Power
	
	James Brenton
	ERCOT

	Katie Rich
	PUCT
	
	Steve Martin
	TXU Elec. Delivery

	Mike Allgeier
	LCRA
	
	Mark Cummings
	Entergy

	Tony Kroskey
	Brazos Electric
	
	Farzaneh Tafreshi
	ERCOT

	Jeff Maddox
	ERCOT
	
	Luis Quintanilla
	ERCOT

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	 
	 
	
	 
	 

	 
	 
	
	
	


Agenda:

	1
	Introductions & Anti-Trust Admonition
	L. Griffith

	2. 
	Review of 3/12/2006 Meeting Notes 
	Roundtable

	3.
	Review today's agenda - add/delete topics?  
	Roundtable 

	4.
	SB 642 - Metal Recycling Regulation 
	Lewis Griffith, All

	5.
	HB 3224 - First Responder Credentialing Bill 
	Lewis Griffith, All

	6.
	HISN Database 
	Lewis Griffith, All

	 
	Lunch 
	 

	7.
	Purpose/Charter Review and Approval 
	Jim Brenton

	8.
	Election of Chairman/Vice Chair 
	Jim Brenton

	9.
	Cyber Security Work Group Discussion 
	Jim Brenton, All

	10.
	Notes/Comments from those who attended March NERC CIPC meeting in Phoenix 
	Jim Brenton, others

	11.
	Open Discussion 
	Roundtable


1.  Introductions & Antitrust Admonition

Lewis Griffith, Interim Chairman of the CIPAG called the meeting to order at 9:30 am with each attendee introducing themselves and stating their company affiliation.  Mr. Griffith then discussed the ERCOT Antitrust Admonition and noted the need to comply with these antitrust guidelines. 

2.  Review of Previous Meeting Minutes

The March meeting minutes were reviewed. No changes were requested.
3. Review of Agenda

The day’s agenda was reviewed and no additional items were suggested.
4. SB 642 
S.B. 642 proposes to create a statewide regulated metals purchase reporting system.  It will require proof of ownership for regulated metals in order for these materials to be redeemed or sold.  Current laws require identifying information in the sale of metals at recycling facilities, but the reporting system is failing to identify or deter those persons who have obtained materials illegally. 
5. HB 3224

H.B. 3224 will create a database of and issuing identification cards to certain essential first responder personnel who operate or restore critical infrastructure.  Identification cards would be issued to emergency responders, healthcare, transportation and information technology sectors.  
The main issue is creating a system that will allow maintenance personnel access to customer areas.  The cost of supporting a system by which every customer requires a separate background check is high.  Who bears the cost? Who bears the cost of replacing an employee if they fail a customer background check? Additional concerns are vetting the background checks of contractor companies.  Hiring managers have to decide whether to accept risk.  
6. HSIN – CS
The Homeland Security Information Network (HSIN) allows for the collection and dissemination of information.  Protected Critical Infrastructure Information (PCII) Program seeks to facilitate greater sharing of critical infrastructure information among the owners and operators of critical infrastructure.
7. Charter Review

The CIPAG charter was reviewed and approved.

8. Election of Chair and Vice-Chair

The nominees for Chair and Vice-Chair are; Lewis Griffith and David Grubbs respectively. Lewis Griffith was elected Chair and David Grubbs was elected Vice-Chair.
9. Cyber security working group
The goals and scope for the working group were discussed.  It was suggested that the group be given a very narrow focus and that it function as a subject matter expert for specific technical questions.  Guidance for group to focus on will be solicited.

10. NERC CIPC
Topics of discussion:
· Risk assessment methodology

· Security workshops

· Discussion of criteria for identifying critical cyber assets.

Summary Action Items

	Agenda

Item
	Assign

Date
	Assigned

To
	Description
	Due

Date
	Status

	1
	2/12/07
	L. Griffith
	Provide Luis with a copy of the CenterPoint CA Classification Criteria as information to the CIP-AG
	3/12/07
	

	2
	2/12/07
	L. Griffith
	Formation of ad-hoc advisory group


	3/12/07
	

	3
	2/12/07
	J. Brenton
	Develop nomination and voting process to be presented at the next CIP-AG meeting for review/approval.
	3/12/07
	Complete

	4
	2/12/07
	L. Quintanilla
	Update the 1/15/07 minutes and present to CIG-AG Meeting for approval.
	3/12/07
	Complete

	5
	2/12/07
	L. Quintanilla
	Scott Rosenberger, David Grubbs and Jeff Maddox’s sub-committees reports are to be posted on ERCOT website.  
	3/12/07
	Complete

	6
	2/12/07
	J. Maddox
	Obtain and provide Luis with softcopy of the report
	3/12/07
	Complete

	7
	2/12/07
	J. Maddox
	Investigate secure file delivery and report options back to the CIP-AG 
	3/12/07
	Complete

	8
	2/12/07
	K. Donohoo
	Present Transmission Assessment Criteria at high level
	3/12/07
	Complete

	9
	2/12/07
	K. Donohoo
	Outline Congestion Criteria at high level
	3/12/07
	Complete

	10
	2/12/07
	K. Donohoo
	Outline Generator Assessment Criteria at high level
	3/12/07
	Complete

	11
	2/12/07
	J. Brenton
	Provide Luis with copy of the SSRG presentation and Luis will post to Secure CIP-AG website.  
	3/12/07
	Cannot be posted until a secure website is implemented – 2nd quarter?

	12
	2/12/07
	L. Quintanilla
	Consolidate new requirements into draft CIPAG Purpose/Charter and disseminate to all members for review and possible vote at next meeting
	3/01/07
	Complete

	13
	2/12/07
	J. Brenton
	Provide the CIP-AG members with a copy of the IRC Response to the FERC staff assessment when the document is filed with FERC
	2/19/07
	Complete

	14
	2/12/07
	J. Brenton
	Provide the CIP-AG members with a copy of the IRC Response to the FERC staff assessment when the document is filed with FERC
	2/19/07
	Complete


