



ERCOT Critical Infrastructure Protection Advisory Group

Meeting Notes:  February 12, 2007
Approved by CIPAG on ___March 12, 2007____

Attendees:

	Mark Cummings
	Entergry
	
	Rod Griffith
	Entergy

	Tony Kroskey
	Brazos Electric
	
	Lewis Griffith
	CenterPoint

	Jim Brenton
	ERCOT
	
	Lisa Szot
	BP Alternative Energy

	David Gruggs
	Garland
	
	Mike Janssen
	TXUED

	Keigh Rabum
	Austin Energy
	
	Walter Bukowski
	CPS Energy

	Katie Rich
	PUCT
	
	James Pulpan
	CenterPoint

	Jeff Maddox
	ERCOT
	
	Farzaneh Tafreshi
	ERCOT

	Michael Allgeier
	LCRA
	
	Hill Brady
	LCRA

	Darrel Klimitchek
	STEC
	
	Luis Quintanilla
	ERCOT

	 
	 
	
	 
	 

	 
	 
	
	 
	 

	 
	 
	
	
	


Agenda:
	1
	Introductions & Anti-Trust Admonition
	L. Griffith

	2
	Review of Previous Meeting Notes
	Roundtable

	3
	Criteria for Security Background Check
	L. Griffith

	4
	Risk Assessment Methodology Discussion
	L. Griffith/Roundtable

	5
	Discussion of CIPAG Draft Letter
	L. Griffith

	6
	Discussion of FERC Comments on CIP Standards
	J. Brenton

	7
	CSSET Update and Next Steps
	J. Brenton

	8
	System Security Response Group Functions and Activity
	L. Villanueva

	
	Lunch
	

	9
	Copper Theft Deterrence Strategies
	L. Griffith/Roundtable

	10
	Open Discussion
	Roundtable

	
	Adjourn
	


1.  Introductions & Antitrust Admonition

Lewis Griffith, Interim Chairman of the CIPAG called the meeting to order at 9:30 am with each attendee introducing themselves and stating their company affiliation.  Mr. Griffith then discussed the ERCOT Antitrust Admonition and noted the need to comply with these antitrust guidelines. 
2.  Review of Previous Meeting Minutes
The minutes of the January 15, 2007 meeting were reviewed, the following changes were proposed and the attending members agreed:

· How leadership is selected

· How voting take place/votes counted

· Roles of leadership

· The term for chair and vice-chair is to be set to run from January 1 to December 31 each year.

· Meeting manager appointed from ERCOT staff

Action Items from the review of the January 15, 2007 Minutes are as follows:

Jim Brenton will develop nomination and voting process to be presented at the next CIP-AG Meeting for review/approval on 3/12/07.
Luis will update the 1/15/07 minutes and present to CIG-AG Meeting for approval.  DUE: 3/12/07

Scott Rosenberger, David Grubbs and Jeff Maddox’s sub-committees reports are to be posted on ERCOT website.  

Jeff Maddox will obtain and provide Luis with softcopy of the report.  DUE: 3/12/07 

It was proposed that ERCOT investigate the possibility of setting up a secure website for delivery of documents that should not be available to the general public.

Action:
Jeff Maddox will investigate and report options back to the CIP-AG.  DUE 3/12/07

3.  Criteria for Security Background Check
Lewis Griffith gave a presentation of CenterPoint’s of a Background Check methodology in response to their unique needs with DHS and DOT Port of Houston security requirements. This methodology is an example and not the only method to achieve compliance. Key aspects of CenterPoint’s Background Checks: 

· The background check consists of:

· For past 7 years, county of employment

· For past 7 years, residence

· Social security trace

· Sex offender list

· Covered personnel

· Has control system access

· Has Substation access

· Has Generation access

· Has Electronic or maintenance access to IT systems

· In Customer service

· Is an Engineers

· Is a contractors with above access

The above methodology was adopted in order to comply with Homeland Security and DOT requirements for access to sensitive critical infrastructure sites and for DOT licensed drivers. Centerpoint uses this methodology for NERC background checks. 

· Need to certify employee background check to other entities to permit access to their facilities.

· If findings disqualifies an individual from doing their job, they can not get access
4.  Risk Assessment Methodologies
James Pulpan from CenterPoint discussed the criteria used in their initial critical asset classification primarily for the purposes of defining physical security measures to adopt. Lewis Griffith has offered to make the methodology available to the Advisory Group.

Action:
Lewis Griffith will provide Luis with a copy of the CenterPoint CA Classification Criteria as information to the CIP-AG.  DUE:  3/12/07
Question was asked if ERCOT could share its assessment methodology and it was noted that the Transmission assessment had been completed but the Generation assessment was still being worked on.

Action:
Ken Donohoo from ERCOT will present ERCOT Transmission Assessment Criteria to the CIP-AG. DUE:  3/12/07 
Ken Donohoo from ERCOT will present ERCOT Generation Assessment Criteria to the CIP-AG.  DUE:  3/12/07

Several members requested that risk assessment methodology be placed on the next meetings agenda so the CIP-AG might review and recommend a methodology to the ERCOT membership.  
Action:

Ken Donohoo present Transmission Assessment Criteria at high level


Ken Donohoo to outline Congestion Criteria at high level


Ken Donohoo to outline Generator Assessment Criteria at high level

5.  System Security Response Group(SSRG) Functions and Activities
Leo Villanueva provided CIP-AG with presentation of SSRG purpose and procedures.  The SSRG receives detailed security information from ERCOT and implements appropriate responses detailed in the ERCOT Security Alert Plan as well as Local Security Plans. SSRG was created to achieve compliance with NERC CIP-001-1. The SSRG presentation to be posted on website

Action: 

Jim Brenton to provide Luis with copy of the SSRG presentation and Luis will post to Secure CIP-AG website.  DUE:  NLT 3/12/07 (pending establishment of a secure CIP-AG website at ERCOT)   

6.  Discussion of CIPAG Draft Letter
The group came to the consensus that our purpose is to:

· Share information

· Assist each other

· Understand NERC CIP requirements

· Unified response to NERC

· Under no circumstances are the recommendations of this advisory group to be considered binding requirements to any member company or entity

· Hill Brady requested the formation of an ad-hoc security working group and the present members agreed that such a group would be of help

· The following changes were requested be made to the charter:

· Include language to allow for the formation of  ad-hoc working groups.

· Remove the 4 standing working groups listed in the DRAFT charter.

Action:

Luis will consolidate above into draft CIPAG Purpose/Charter and disseminate to all members for review and possible vote at next meeting.

Action:

Formation of ad-hoc advisory group

7.  Discussion of FERC Comments on CIP Standards
Following a short reading of items of interest in the IRC response to the FERC staff assessment of the CIP standards, the following areas were discussed:

· The question of reasonable business judgment

· The question of technically feasible

· Security management controls

· Incident response

· The ramifications of log retention and potential impacts

· The difficulties and costs associated with real time monitoring

· List of personnel with access to Critical Cyber Assets (CCA)
· Different levels of access

· Reporting incidents

· Readiness audits

· Standards need to apply to NERC

Action:

Jim Brenton will provide the CIP-AG members with a copy of the IRC Response to the FERC staff assessment when the document is filed with FERC.  DUE 2/19/07

Jim Brenton indicated that he feels that FERC will review all comments and return standards with suggested changes sometime in the May/June timeframe.  Jim does not think that the currently implementation schedule will be affected by the FERC staff review and assessment.  If anything, FERC will move to accelerate the implementation schedule, not delay it. Jim recommended that all ERCOT member entities continue their actions consistent with the compliance levels and dates specified in the current schedule.

8.  CSSET Update and Next Steps
Jim Brenton outlined how the NERC CyberSecurity Standards Education Team(CSSET) is currently considering whether a need exists for “how-to” workshops in the summer of 2007.  These would be similar to the “what” workshops that were conducted in the last half of CY2006.  Jim solicited ERCOT member feedback and inputs—informal consensus from meeting is the ERCOT members would like to see and would support a workshop in the North Texas area—workshop that could be shared with Southwest Power Pool (NERC will only support four workshops and Regions will be asked to partner with one another).  Jim will keep the CIP-AG informed of NERC CSSET activity and advise when workshops might be available for ERCOT members.
9.  Copper Theft Deterrence Strategies
Lewis Griffith briefly outlines several pieces of new legislation that is currently under review and that might have impact on CIP:

· Legislation requiring scrap metal purchasers to obtain identifying information of seller  

· Legislation restricting the ability of employers from limiting employees from bringing weapons to worksite

10.  Open Discussion
No open discussion, meeting was adjourned
Summary Action Items

	Agenda

Item
	Assign

Date
	Assigned

To
	Description
	Due

Date
	Status

	1
	2/12/07
	J. Brenton
	Develop nomination and voting process to be presented at the next CIP-AG meeting for review/approval.
	3/12/07
	Complete

	2
	2/12/07
	L. Quintanilla
	Update the 1/15/07 minutes and present to CIG-AG Meeting for approval.
	3/12/07
	Complete

	3
	2/12/07
	L. Quintanilla
	Scott Rosenberger, David Grubbs and Jeff Maddox’s sub-committees reports are to be posted on ERCOT website.  
	3/12/07
	Complete

	4
	2/12/07
	J. Maddox
	Obtain and provide Luis with softcopy of the report
	3/12/07
	Complete

	5
	2/12/07
	J. Maddox
	Investigate secure file delivery and report options back to the CIP-AG 
	3/12/07
	Complete

	6
	2/12/07
	L. Griffith
	Provide Luis with a copy of the CenterPoint CA Classification Criteria as information to the CIP-AG
	3/12/07
	

	7
	2/12/07
	K. Donohoo
	Present Transmission Assessment Criteria at high level
	3/12/07
	Complete

	8
	2/12/07
	K. Donohoo
	Outline Congestion Criteria at high level
	3/12/07
	Complete

	9
	2/12/07
	K. Donohoo
	Outline Generator Assessment Criteria at high level
	3/12/07
	Complete

	10
	2/12/07
	J. Brenton
	Provide Luis with copy of the SSRG presentation and Luis will post to Secure CIP-AG website.  
	3/12/07
	Cannot be posted until a secure website is implemented – 2nd quarter?

	11
	2/12/07
	L. Quintanilla
	Consolidate new requirements into draft CIPAG Purpose/Charter and disseminate to all members for review and possible vote at next meeting
	3/01/07
	Complete

	12
	2/12/07
	J. Brenton
	Provide the CIP-AG members with a copy of the IRC Response to the FERC staff assessment when the document is filed with FERC
	2/19/07
	Complete

	13
	2/12/07
	J. Brenton
	Provide the CIP-AG members with a copy of the IRC Response to the FERC staff assessment when the document is filed with FERC
	2/19/07
	Complete

	14
	2/12/07
	L. Griffith
	Formation of ad-hoc advisory group


	3/12/07
	 


