TRANSMISSION SUBGROUP
January, 2007 Report to the 
CRITICAL INFRASTRUCTURE PROTECTION ADVISORY GROUP

The Transmission Subgroup met via telephone conference on January 12 the discuss issues relating to identifying which substations would be classified as Critical Assets and some boilerplate that could be used in member system risk analysis under CIP-002.  We also discussed future areas the group should address and some of the physical security aspects relating to substations.
In attendance were:

David Grubbs, City of Garland

Steve Martin, TXU ED

Mike Jantzen, TXU ED

Mel Nevarez, Centerpoint
David Grubbs commented that James Armke from the City of Austin had indicated that he wanted to join the Transmission Subgroup for future meetings.

Identification of Critical Assets and suggested Policy Language
The group acknowledged that the list of Critical Transmission Assets would be developed from two sources, from the assets identified through our internally derived risk-based methodology and those assets identified as critical by ERCOT.

The group suggested the following criteria as the first draft of the internal risk-based assessment:

Transmission Substations:
Load flow studies shall be performed annually that shall evaluate the loss of any complete substation (NERC Category D).  Any substation for which the loss of the complete substation causes a cascading outage or voltage collapse shall be considered a Critical Asset.  Any substation designated by ERCOT as critical shall be deemed a Critical Asset.

Or
Simultaneous loss of two substations which results in: 
       1) Loss of more than 300 MW of load due to voltage collapse or reduced import capability; or
       2) System separation or transfer capability reduction interrupting access to more than 3000 MW of operating generation; or
       3) Loss of generation capacity or a transmission corridor that is required for system restoration following the blackout of an extended area.
Grid Planning Managers will meet periodically to exercise their expert judgement in identifying substations expected to satisfy this criteria.  These managers may utilize loadflow analysis or other analytical tools as they deem necessary to supplement the knowledge and experience upon which their judgements are based.
 

Black Start Transmission Resources:

Any substation in the ERCOT identified primary blackstart restoration path to a next start unit shall be a Critical Asset.

Special Protective System:

Special Protection schemes operated within ERCOT have been excluded as Critical Assets since ERCOT requires that no system breakup or collapse can result from either erroneous operation or failure to operate as designed, and because SPS's are not under any coordinated control.  
Other Assets:

Any other equipment, systems or locations that the loss or compromising of the facility could cause a cascading outage or voltage collapse shall be considered a Critical Asset.  

Future Issues

The group felt that physical security issues would become a major issue for substations security and would have many unique as well as common issues with physical security at control centers and generators and felt the subgroup should work in future meetings to coordinate lessons learned on physical security systems and procedures at substations.

