CIPAG – System Controls 

Definition of Critical Assets – Control Rooms
Introduction

The primary issue surrounding Control Rooms is similar to that surrounding all of the initial steps in building compliance with the NERC CIP Standard. What is to be considered a Critical Asset of the Bulk Electric Power System and what is not? After reviewing the CIP Standard and the FAQ supplied by NERC as well as the FERC report on the CIP Standard, questions remain to be answered.
The Issue

What determines that a Control Room is to be defined as a Critical Asset?
The Solution

While the CIP Standard required that a Risk Methodology be determined and used to define Critical Assets. In the case of Control Rooms, perhaps this model is redundant. Instead, using a Risk Methodology selected by the entity, identify Generators and Transmission Systems and sub-systems that are Critical Assets. If a Control Room manages the System Controls for the identified Critical Assets, the Control Room is a Critical Asset. 
Another variation on this theme is the question brought up at the January 15th meeting, are not we mandated to identify Critical Assets at two levels, the individual Market Participant (NERC’s responsible entity) and ERCOT as a whole (i.e. destabilizing the Texas Grid as a whole). Therefore, if we pursue this concept of definition, the ERCOT Control Rooms would become Critical Assets by virtue of their impact on the Texas Grid as a whole but not as part of the individual Responsible Entities listing as they do not directly control any assets that would be considered critical at the individual Market Participant level. Thus both levels of designation would be required and any Market Participant who had a Critical Asset on the ERCOT list but not on their own, would be expected to establish the necessary security measures to comply with the NERC CIP Standard for assets on both lists.

Questions? Comments?

