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Attendees:

	Steve Martin
	TXUED
	
	Barry Allen
	Austin Energy

	Tom Flowers
	CenterPoint
	
	Stan Scott
	CGE/TXU

	Mel Nevarez
	CenterPoint
	
	Mark Andrews
	CGE/TXU

	Lewis Griffith
	CenterPoint
	
	Hill Brady
	LCRA

	Shelly Anderson
	TXU
	
	David Featherston
	PUCT staff

	Darrell Klimitchek
	STEC
	
	Katie Rich
	PUCT staff

	David Grubbs
	City of Garland
	
	Jim Brenton
	ERCOT staff

	David Godfrey
	TMPA
	
	Bill Bojorquez
	ERCOT staff

	Mike Howe
	TMPA
	
	Farzaneh Tafreshi
	ERCOT staff

	Scott Smith
	BTU
	
	Mark Henry
	ERCOT staff

	Bernie Acre
	BTU
	
	Ann Delenela
	ERCOT staff

	David Wade
	TXU Power
	
	Steve Myers
	ERCOT staff

	Scott Rosenberger
	TXU Power
	
	Jeff Maddox 
	ERCOT staff

	Phillip McCrory
	TXUED
	
	Brian Bartos
	ERCOT staff


Agenda:
	1.
	Introductions & Antitrust Guidelines  
	B. Bojorquez        J. Brenton 
	9:00 a.m.

	2.
	Agenda Review 
	B. Bojorquez        J. Brenton   
	9:05 a.m.

	3.
	Purpose of Forum   
· Brainstorm Participants Wants & Needs
· Discuss Relative Priorities of Wants & Needs 
	All (Facilitated by B. Bartos)
	9:10 a.m.

	
	Break
	 
	10:15 a.m.

	4. 
	Lessons from 2003-04 Critical Infrastructure Group 
	 B. Bojorquez
	10:30 a.m.

	5. 
	Group Governance
	B. Bojorquez 
	11:00 a.m.

	6.
	ERCOT Criteria for Critical Cyber Assets  
	J. Brenton
	11:30 a.m.

	7.
	Assignments and Next Steps
	All
	12:00

	
	Adjourn
	
	12:15 p.m.


1.  Introductions & Antitrust Admonition.
Jim Brenton, Director, ERCOT Security called the meeting to order at 9:00 am with each attendee introducing themselves and stating their company affiliation.  Mr. Brenton then displayed the ERCOT Antitrust Admonition and noted the need to comply with these antitrust guidelines. 

2.  Agenda Review.

A review of the agenda was facilitated by Bill Bojorquez.  No additional items were added; however it was suggested by Jim Brenton that to accommodate the need to fully discuss the purpose and governance of a potential renewed CIPAG, that agenda item #6:  ERCOT Criteria for Critical Cyber Assets be postponed to a future meeting.   

3.  Purpose of Forum.

Bill Bojorquez discussed a short presentation that Bill Muston (was unable to attend) sent Bill regarding the potential purpose and objectives of the CIPAG.

After Mr. Muston’s presentation, a ‘brainstorming’ session was conducted to identify a list of potential objectives/tasks that a newly reconstituted CIPAG might undertake.  After identifying 14 possible tasks, each participate was asked to recommend a relative priority among their 4 top choices.

The top four objectives in the relative priority established are:
1. The development of methodologies/criterion for the identification of what is a Critical Asset as defined in the NERC CIP Standards (CIP-002).

2. Development of templates that will aid applicable ERCOT market participants in their compliance activities related to the NERC CIP standards.

3. Provide an industry-wide identification of potential industry ‘Best Practices’ regarding NERC CIP standard compliance.
4. Communicate CIP issues to the ERCOT market.
4.  Lessons from 2003-04 Critical Infrastructure Group. 
Bill Bojorquez discussed with the group the scope and objectives from the 2003-04 effort to implement a CIPAG.  Bill discussed the history of this effort and made a presentation on lessons learned from that effort.  Among the issues identified included: 

· The reach of the CIPAG as envisioned was too large.

· The effort would require a significant burden of resources to keep going.

After a general discussion, the group agreed that to be successful, the purpose of any CIPAG should be focused solely on issues relevant to compliance with any relevant CIP standards which may be adopted which affect the Bulk Electric System (BES) operation.  (Issues such as internal cyber/physical security would be outside of the scope of the CIPAG to the extent that they have no bearing on the security of the BES.) To that end, the group developed a draft purpose/mission statement:

The Purpose of the CIPAG is to be a vehicle to facilitate and enable ERCOT entities to secure their critical assets, to become compliant, and to maintain compliance with relevant security standards.

To accomplish this, the CIPAG would:

· Be a collaborative effort

· Discuss security solutions

· Share information (to the extent required)

· Communicate and clarify relevant security standards

· Provide guidance in security standards implementation and compliance

· Provide a forum for CIP discussions with State and Federal authorities

5.  Group Governance.

Bill Bojorquez and Jim Brenton lead a discussion regarding the potential governance of the CIPAG.  ERCOT staff recommends that this effort be modeled similar to the other stakeholder groups in that someone other that ERCOT serve as chair with ERCOT playing a supporting or facilitating role.  The group discussed how a CIPAG might report whether directly to the ERCOT Board or to the Technical Advisory Committee (TAC) or to one of the other subcommittees.  

Following a wide-ranging discussion, the group agreed to propose the implementation of a temporary Steering Committee whose sole purpose would be to draft a group charter and propose the governance structure of the CIPAG for review by the ERCOT Board.   The following entities volunteered resources for the Steering Committee:  ERCOT, TXU Power, TXU Electric Delivery, CenterPoint, LCRA, Austin Energy, PUCT Staff, City of Garland, TMPA, Bryan Texas Utilities, CPS, and STEC.

Given the time required to develop a group charter and receive ERCOT Board approval, the group agreed to continue to meet on an ad hoc basis to continue discussions regarding the implementation of compliance efforts for the NERC CIP standards.  The group agreed that it should form subgroups of Subject Matter Experts (SMEs) if needed.
6.  ERCOT Criteria for Critical Cyber Assets.  
This item was not taken up.

7.  Assignments and Next Steps.
Assignments/Action Items:

    Action Items:

· Each attendee was requested to review the proposed CIPAG’s purpose, recruit new members, and determine Steering Committee commitment.

· Brenton/Bojorquez to brief ERCOT Board of Directors at Board’s November meeting.

· ERCOT staff to create email exploder distribution list for CIPAG use.

Next Meeting:
December 4, 2006

9:00 am – 12:30 pm   

ERCOT Austin 168

The meeting was adjourned at 12:15 pm.
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