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1 Overview
1.1
Summary of the ERCOT Protocols Document
The ERCOT Protocols, created through the collaborative efforts of representatives of all segments of Market Participants, shall mean the document adopted by ERCOT, including any attachments or exhibits referenced in these Protocols, as amended from time to time that contain the scheduling, operating, planning, reliability, and settlement (including Customer registration) policies, rules, guidelines, procedures, standards, and criteria of ERCOT.   For the purposes of determining responsibilities at a given point in time, the version of the ERCOT Protocols, as amended in accordance with the change procedure(s) described in the ERCOT Protocols, in effect at the time of the performance or non-performance of an action shall govern with respect to that action.  These Protocols are intended to implement ERCOT’s functions as the Independent Organization for the ERCOT Region as certified by the PUCT and as the Entity appointed by the PUCT that is responsible for carrying out the administrative responsibilities related to the Renewable Energy Credit Program as set forth in PUCT Substantive Rule §25.173(g) (“Program Administrator”).
The ERCOT Board, TAC and other ERCOT subcommittees authorized by the Board or TAC (“ERCOT’s committees”) or ERCOT staff may develop procedures, forms and applications for the implementation of and operation under these Protocols.  Except, as provided below, if the provisions in any attachment to these Protocols or in any of the above-described procedures, forms and applications are in conflict with the provisions of Protocols Section 1, Overview through Section 21, Process for Protocols Revision, the provisions of Protocols Sections 1 through Section 21 shall prevail to the extent of the inconsistency.  If any express provision of any Agreement conflicts with any provision of the Protocols, the Agreement shall prevail to the extent of the conflict.  Agreement provisions that deviate from the Protocols shall expressly state that the Agreement provision deviates from the Protocols.  Agreement provisions that deviate from the Protocols shall be effective only upon approval by the ERCOT Board on a showing of good cause.  Market Participants and ERCOT shall abide by these Protocols.
These Protocols are not intended to govern the direct relationships between or among Market Participants.  ERCOT is not responsible for any relationship between or among Market Participants in which ERCOT is not a party.
1.2
Functions of ERCOT
ERCOT is the Independent Organization certified by the PUCT for the ERCOT Region. The major functions of ERCOT, as the Independent Organization are to: 
(1)
Ensure access to the transmission and distribution systems for all buyers and sellers of electricity on nondiscriminatory terms;
(2)
Ensure the reliability and adequacy of the ERCOT Transmission Grid;
(3)
Ensure that information relating to a Customer's choice of Retail Electric Provider in the state of Texas is conveyed in a timely manner to the persons who need that information; and
(4)
Ensure that electricity production and delivery are accurately accounted for among the Generation Resources and wholesale buyers and sellers, and TDSPs in the ERCOT Region.
ERCOT also functions as the PUCT-appointed Program Administrator of the Renewable Energy Credits Program.
These Protocols are intended to implement the above-described functions.
In the exercise of any functions related to deployment of energy or Ancillary Services as described in these Protocols, ERCOT acts only as an agent on behalf of the various Market Participants in fulfilling these duties subject to the settlement process in these Protocols.  All references in these Protocols to provision, procurement, purchase, deployment, or dispatch of energy or Ancillary Services or any other similar action shall be interpreted to mean that ERCOT is taking such action on behalf of Market Participants as an agent.  Nothing in these Protocols shall be construed as causing ERCOT to take title to any energy or Ancillary Services or to cause TDSPs or Resources to transfer any control of their Facilities to ERCOT.  In the exercise of its sole discretion under these Protocols, ERCOT shall act in a reasonable, nondiscriminatory manner.
1.3
Confidentiality
1.3.1
Restrictions on Protected Information
This Section 1.3 shall apply to Protected Information disclosed by a Market Participant to ERCOT or by ERCOT to a Market Participant.  ERCOT or any Market Participant (“Receiving Party”) may not Disclose Protected Information received from the other (“Disclosing Party”) to any person, corporation, or any other Entity except as specifically permitted in this Section and in these Protocols.  Receiving Party may not use Protected Information except as necessary or appropriate in carrying out responsibilities under these Protocols.  To “Disclose” means to, directly or indirectly, disclose, reveal, distribute, report, publish, or transfer Protected Information to any party other than to the Disclosing Party which provided the Protected Information.
1.3.1.1
Items Considered Protected Information 
“Protected Information” is information containing or revealing:
(1)
Schedule Control Error, as calculated by ERCOT, identified to a specific QSE, with the exception of Real Time SCE data that may be viewable on-site at ERCOT Facilities;
(2)
Bids or pricing information identifiable to a specific QSE, except as provided in 1.3.3(2)(b);
(3)
Status of Resources including but not limited to outages or limitations or scheduled or metered Resource data;
(4)
Resource Plans;
(5)
Energy and Ancillary Service Schedules identifiable to a specific QSE;
(6)
ERCOT Dispatch Instructions identifiable to a specific QSE, except for OOMC and OOME deployments as provided in Section 6.5.10, Out of Merit Capacity and Out of Merit Energy Services, items (10), (11) and (12) and RPRS deployments for Local Congestion as provided in Section 6.5.6, Replacement Reserve Service, item (11);
(7)
Raw and Adjusted Metered Load data (Demand and energy) identifiable to a specific QSE;
(8)
Settlement Statements identifiable to a specific QSE;
(9)
Aggregated raw and Adjusted Metered Load data (Demand and energy), and number of ESI-IDs identifiable to a specific LSE;
(10)
Information related to generation interconnection requests, to the extent such information is not otherwise publicly available;
(11)
Resource specific costs, design and engineering data, with the exception of data provided pursuant to Section 1.3.1.2, Items Not Considered Protected Information;
(12)
TCR ownership, credit limits or bidding information identifiable to a specific TCR Account Holder;
(13)
Renewable Energy Credit account balances;
(14)
Credit Limits identifiable to a specific QSE;
(15)
Any information not submitted to or collected by ERCOT pursuant to requirements of the Protocols or Operating Guides that is designated as Protected Information in writing by Disclosing Party at the time the information is provided to Receiving Party except for information provided to ERCOT in support of an RMR application according to Protocols Section 6.5.9, Reliability Must-Run Service;
(16)
Any Proprietary Customer Information unless the Customer has authorized the release for public disclosure of such information in a manner approved by the PUCT;
(17)
Any software, products of software or other vendor information that ERCOT is required to keep confidential under its agreements;
(18)
QSE and TDSP backup plans collected by ERCOT in compliance with the Protocols or Operating Guides;
(19)
DC Tie information provided to TDSPs pursuant to Section 9.8.2, DC Tie Schedule Information; and
(20)
Any Texas SET transaction submitted by an LSE to ERCOT or received by an LSE from ERCOT.  This item (20) shall not apply to ERCOT in regard to its compliance with PUCT Rules relating to performance measure reporting, these Protocols, or any TAC approved reporting requirements.
(21)
Mothballed Generation Resource updates and supporting documentation submitted pursuant to Section 6.5.9.3, Mothballed Generation Resource Time to Service Updates.
(22)
The unavailability of Switchable Resources to the ERCOT System and supporting documentation submitted pursuant to Section 16.5.3(5), Requirements for Reporting and for Changing the Terms of a Resource Registration, except for reporting the aggregate capacity of Switchable Resources for Reserve Margin calculations.
(23)
Information provided by Entities under Section 10.3.2.4, Reporting of Net Generation Capacity.
(24)
Alternative fuel reserve capability and firm gas availability information submitted pursuant to Sections 5.6.3, Operating Condition Notice, 5.6.4, Advisory, and 5.6.5, Alert; and as defined by the Operating Guides.
1.3.1.2
Items Not Considered Protected Information
Notwithstanding the foregoing, the following items shall not be considered Protected Information even if so designated:
(1)
Data comprising Load flow cases.  Such data may include estimated peak and off-peak Demand of any Load;
(2)
RMR Agreements, applicable portions of studies, reports and data, excluding information that is otherwise considered as Protected Information according to Protocols Section 1.3.1.1, used in ERCOT’s assessment of whether an RMR Unit satisfies ERCOT’s criteria for operational necessity to support ERCOT System reliability, and status of RMR Units and RMR Synchronous Condenser Units;
(3)
Information provided to ERCOT in support of an “Application for Reliability Must Run (RMR) Status” according to Protocols Section 6.5.9, Reliability Must-Run Service;
(4)
Black Start Agreement terms; 
(5)
All OOMC, OOME, and RMR studies performed and used by ERCOT as the basis for their OOMC, OOME, and RMR deployment decisions; and

(6)
Any other information specifically designated in these Protocols as information to be posted to all Market Participants or to the public.
Protected Information that Receiving Party is permitted or required to Disclose or use under the Protocols or under an agreement between Receiving Party and a Disclosing Party does not cease to be regarded as Protected Information in all other circumstances not encompassed by these Protocols or such agreement by virtue of the permitted or required Disclosure or use under these Protocols or such agreement.
1.3.2
Procedures for Protected Information
Receiving Party shall adopt procedures within its organization to maintain the confidentiality of all Protected Information. Such procedures must provide that:
(1)
The Protected Information will be Disclosed to Receiving Party’s directors, officers, employees, representatives and agents only on a “need to know” basis;
(2)
Receiving Party shall make its directors, officers, employees, representatives and agents aware of Receiving Party’s obligations under this Section 1.3, Confidentiality;
(3)
If reasonably practicable, Receiving Party shall cause any copies of the Protected Information that it creates or maintains, whether in hard copy, electronic format, or other form, to identify the Protected Information as such; and
(4)
Before Disclosing Protected Information to a representative or agent of Receiving Party, Receiving Party shall require a nondisclosure agreement with such representative or agent.  Such nondisclosure agreement shall contain confidentiality provisions substantially similar to the terms of this Section 1.3, Confidentiality.  
1.3.3
Expiration of Confidentiality
(1)
(a)
The Protected Information status of market data specified under paragraph 1.3.1.1(1) shall expire seven (7) days after the applicable Operating Day.
(b)
The Protected Information status of market data specified under paragraphs 1.3.1.1(2) through (8) shall expire one hundred eighty (180) days after the applicable Operating Day.
(c)
The Protected Information status of market data specified under paragraph 1.3.1.1(9) shall expire three hundred sixty-five (365) days after the applicable Operating Day.  At the end of the REC Settlement period, balances, specified in paragraph 1.3.1.1(13) shall cease to be protected three years after the Settlement period.
(d)
The Protected Information status of market data specified under 1.3.1.1(12) shall expire as follows:
(i)
The Protected Information status of the identities of initial Auction Purchasers shall expire at the end of the auction; and
(ii)
The Protected Information status of all other information identified in 1.3.1.1(12) shall expire six months after the year in which the TCR was effective.
(2)
Upon the expiration of the Protected Information status of any market data as specified in the foregoing paragraph (1), such data shall be available in accordance with Section 12, Market Information System.  In addition, ERCOT shall post the following data on its website:
(a)
Aggregate Balancing Energy bid prices and quantities for each Settlement Interval not later than fifteen (15) days after the Operating Day; 
(b)
The name of any QSE submitting bids for Balancing Energy Service Up at a price greater than $300/MWh or bids at a price less than negative $300/MWh for Balancing Energy Service Down for any Settlement Interval not later than the next Business Day; and

(c)
The name of any QSE submitting bids for Balancing Energy Service Up at a price greater than $900/MWh during any Settlement Interval when the MCPE is greater than $900/MWh, not later than the next Business Day.
1.3.4
Protecting Disclosures to the PUCT and Other Governmental Authorities
Any Disclosure that ERCOT is required to make to the PUCT shall be made in accordance with applicable PUCT rules.  For any filings of Protected Information to the PUCT outside the scope of PUCT Substantive Rule 25.362(e), as amended or superceded, ERCOT shall file such Protected Information as confidential pursuant to PUCT Procedural Rule 22.71(d), as amended or superceded.  Before making a Disclosure pursuant to an order of a Governmental Authority, other than the PUCT, ERCOT shall seek a protective order from such Governmental Authority to protect the confidentiality of Protected Information.
1.3.5
Notice Before Permitted Disclosure
Before making any Disclosure permitted under Section 1.3.4, Protecting Disclosures to the PUCT and Other Governmental Authorities, above and Section 1.3.6, Exceptions, below, other than ERCOT Disclosures made to the PUCT, Receiving Party shall promptly notify Disclosing Party in writing and shall assert confidentiality and cooperate with the Disclosing Party in seeking to protect the Protected Information from Disclosure by confidentiality agreement, protective order, aggregation of information, or other reasonable measures.  ERCOT shall not be required to provide notice to the Disclosing Party of Disclosures made pursuant to Section 1.3.6, Exceptions, item (2) below.
1.3.6
Exceptions
Receiving Party may, without violating this Section 1.3, Confidentiality, disclose certain Protected Information:
(1)
To governmental officials, Market Participants, the public, or others as required by any law, regulation, or order, or by these Protocols, provided that any Receiving Party must make reasonable efforts to restrict public access to the Disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or
(2)
If ERCOT is the Receiving Party and Disclosure to the PUCT of the Protected Information is required from ERCOT pursuant to applicable Protocol, law, regulation or order; or
(3)
If Disclosing Party that supplied the Protected Information to the Receiving Party has given its prior written consent to the Disclosure, which consent may be given or withheld in Disclosing Party’s sole discretion; or
(4)
If the Protected Information, before it is furnished to Receiving Party, is in the public domain; or
(5)
If the Protected Information, after it is furnished to Receiving Party, enters the public domain other than as a result of a breach by Receiving Party of its obligations under this Section 1.3, Confidentiality; or
(6)
If reasonably deemed by the disclosing Receiving Party to be required to be disclosed in connection with a dispute between Receiving Party and Disclosing Party; provided that the disclosing Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or
(7)
To a TDSP engaged in transmission or distribution system planning and operating activities, provided that the TDSP has executed a confidentiality agreement with requirements substantially similar to those in Section 1.3, Confidentiality; or
(8)
To a vendor or prospective vendor of goods and services to ERCOT so long as such vendor or prospective vendor: (i) is not a Market Participant and (ii) agrees to abide by the terms of Section 1.3, Confidentiality, regarding management of Protected Information; or
(9)
To NERC if required for compliance with any applicable NERC requirement; or
(10)
To ERCOT and its consultants, and members of task forces and working groups of ERCOT engaged in performing analysis of abnormal system conditions, disturbances, unusual events, and abnormal system performance, provided that Ancillary Service Bid prices  or other competitively sensitive price or cost information shall not be disclosed, and further provided that the members of task forces and working groups execute a confidentiality agreement with requirements substantially similar to those in Section 1.3, Confidentiality.  Data to be disclosed under this exception shall be limited to clearly defined periods surrounding the relevant conditions, events, or performance under review and will be limited in scope to information pertinent to the condition or events under review and may include the following:
(a)
QSE base schedules;
(b)
QSE AS awards and deployments, in aggregate and by type of Resource;
(c)
Resource facility availability status, including the status of switching devices, auxiliary loads, and mechanical systems which had a material impact on Resource facility availability or an adverse impact on the transmission system operation;
(d)
Individual Resource information including, real power output, reactive output, and maximum/minimum generating capability;
(e)
Resource control mode and protective device settings and status;
(f)
QSE SCE and its components, including governor response, bias, and droop setting;
(g)
Load Imbalance;
(h)
Data from Resource Plans; and
(i)
Resource Outage schedule information.
Such information shall not be disclosed to other Market Participants prior to ten (10) days following the date(s) under review.
1.3.7
Specific Performance
It will be impossible or very difficult to measure in terms of money the damages that would accrue due to any breach by Receiving Party of this Section 1.3, Confidentiality, or any failure to perform any obligation contained in this Section 1.3, Confidentiality, and, for that reason, among others, a Disclosing Party affected by a Disclosure or threatened Disclosure is entitled to specific performance of this Section 1.3, Confidentiality.  In the event that a Disclosing Party institutes any proceeding to enforce any part of this Section 1.3, Confidentiality, the affected Receiving Party, by entering any agreement incorporating these Protocols, now waives any claim or defense that an adequate remedy at law exists for such a breach.
1.3.8
Commission Declassification 
After providing reasonable notice and opportunity for hearing to ERCOT and a Disclosing Party, to the extent that the Disclosing Party is known by the PUCT, the PUCT may reclassify Protected Information as non-confidential in accordance with applicable PUCT rules.
1.3.9
Expansion of Protected Information Status
A Market Participant may petition the PUCT to include specific information not listed in 1.3.1.1, Items Considered Protected Information, within the definition of Protected Information for good cause.  In addition, a Market Participant may petition the PUCT to expand the time period for maintaining Protected Information status of specific information, or prohibit disclosure altogether, for good cause.  After reasonable notice and opportunity for hearing, the PUCT may grant or deny such petition.
1.4
Operational Audit
1.4.1
Materials Subject to Audit
ERCOT’s records and documentation pertaining to its operation as the certified Independent Organization for the ERCOT Region are subject to audit in the manner prescribed herein.  The rights of Market Participants to audit ERCOT are limited to the provisions in this Section 1.4, Operational Audit.
1.4.2
ERCOT Audit Committee
The ERCOT Board shall have overall audit responsibility for ERCOT.  The ERCOT Board may fulfill the responsibilities of the ERCOT Audit Committee or it may create a subcommittee made up of Board members to function as an ERCOT Audit Committee.  If the ERCOT Board creates an ERCOT Audit Committee, such subcommittee shall contain equal representation of all Segments as defined in the ERCOT Bylaws.  The ERCOT Audit Committee shall appoint an external independent certified public accounting firm or firms (“Appointed Firm”) to conduct an Operations Audit and a Code of Conduct Audit as described herein and shall make recommendations to the ERCOT Board in relation to the approval, initiation and scheduling of such audits.  ERCOT shall require such firm to sign a confidentiality agreement, with terms substantially similar to terms in Section 1.3, Confidentiality, above, with ERCOT before appointing the firm or firms.
1.4.3
Operations Audit
1.4.3.1
External Audit
At least annually, an external independent certified public accounting firm shall review ERCOT management’s compliance with its operations policies and procedures.  The scope of the audit shall include: 
(1)
Examination of the processing of ERCOT’s receipts and disbursements as the agent on behalf of Market Participants in compliance with these Protocols; 
(2)
Verification that ERCOT in its administration of these Protocols is operating independently of control by any Market Participant or group of Market Participants; and
(3)
Verification that ERCOT is operating in compliance with: 
(a)
The confidentiality and Protected Information provisions of these Protocols;
(b)
ERCOT's policies that prohibit employees from (i) being involved in business decisions where the individual stands to gain or lose personally from the decision;  (ii) having a direct financial interest in a Market Participant;  (iii) serving in an advisory, consulting, technical or management capacity for any business organization that does significant business with ERCOT (other than through service on ERCOT committees); and (iv) accepting any gifts or entertainment of significant value (not to exceed $100.00 annually) from employees or representatives of any Market Participant doing business in ERCOT.
(c)
ERCOT’s policies and agreements requiring substantially full time consultants and contractors to comply with (i) the confidentiality and Protected Information provisions of these Protocols and (ii) high standards of legal and ethical conduct in their activities in ERCOT’s service.
1.4.3.1.1
Material Issues
This audit may also include material issues raised by ERCOT Members and/or Market Participants if: 
(1)
Such issues have been presented to TAC, approved by TAC and approved by the ERCOT Audit Committee for inclusion in the audit scope; or 
(2)
Such issues are part of a random sample of complaints selected by the auditors for review, and affected Market Participants have agreed in writing to the examination of their related information in the compliance audit.
Members and Market Participants shall send any requests regarding such issues to the ERCOT TAC Chairperson designee identified on the MIS for inclusion on the TAC agenda.
1.4.4
Audit Results
These audit reports will be prepared and finalized no later than four (4) months after the initiation of the audit.  All audit reports will be addressed to the ERCOT Board of Directors; copies will be provided to the ERCOT Audit Committee, and upon request, to Market Participants and ERCOT Members.  Findings and recommended actions identified as a result of an audit will be reviewed by the ERCOT Audit Committee.  The results of the audits and recommended actions to be taken by ERCOT shall be provided to ERCOT Members and Market Participants upon request.  The availability of audit reports, results of audits, and recommended actions will be posted on the MIS.
1.4.5
Availability of Records
Subject to the requirements of Section 1.4.7, Confidentiality of Information, ERCOT will provide the Appointed Firm full and complete access to all financial books, cost statements, accounting records, and all documentation pertaining to the requirements of the specific audits being performed.  ERCOT will retain records relating to audits until the records retention requirements of ERCOT are satisfied or until the audit issues are fully resolved, whichever is the later.  Such retention shall be a term of not less than four (4) years and not be required for more than seven (7) years.  This Section 1.4, Operational Audit, is not intended to require ERCOT to create any new records, reports, studies, or evaluations.
1.4.6
Confidentiality of Information
All Protected Information as defined in these Protocols obtained by the Appointed Firm through any audits will remain strictly confidential.  To retain control of Protected Information, ERCOT will require that each individual auditor of the Appointed Firm sign a confidentiality agreement with terms substantially similar to the terms of Section 1.3, Confidentiality above before being allowed access to any ERCOT records or documentation.  Audit reports and/or results provided to Market Participants or ERCOT Members shall not contain any Protected Information.
1.5
ERCOT Fees and Charges
Fees and charges to Market Participants for use of the ERCOT scheduling, settlement, registration and other related systems and equipment are set forth in these Protocols.  The ERCOT Board may adopt additional fees and charges as reasonably necessary to cover the additional costs of such systems and equipment.  Market Participants are responsible for all such applicable fees and charges.  A schedule of ERCOT fees and charges will be posted on the Market Information System.
1.6
Rules of Construction
(1)
Capitalized terms and acronyms used in the Protocols shall have the meanings set out in Section 2, Definitions and Acronyms, of these Protocols or the meanings expressly set out in another Section of the Protocols. If a capitalized term or acronym is defined in both Section 2, Definitions and Acronyms, and another Section of these Protocols, then the definition in that other Section controls the meaning of that term or acronym in that Section, but the definition in Section 2, Definitions and Acronyms, controls in all other Sections of the Protocols; and
(2)
In these Protocols, unless the context otherwise requires:
(a)
The singular shall include the plural and vice versa;
(b)
The present tense includes the future tense, and the future tense includes the present tense;
(c)
Words importing any gender include the other gender;
(d)
The words “including,” “includes,” and “include” are deemed to be followed by the words “without limitation;”
(e)
The word “shall” denotes a duty;
(f)
The word “will” denotes a duty, unless the context denotes otherwise;
(g)
The word “must” denotes a condition precedent or subsequent;
(h)
The word “may” denotes a privilege or discretionary power;
(i)
The phrase “may not” denotes a prohibition;
(j)
Reference to a Section, Attachment, Exhibit or Protocol shall mean a Section, or Attachment, or Exhibit of these Protocols;
(k)
References to any statutes or regulations, tariffs or these Protocols shall be deemed references to such statute, regulation, tariff or protocol as it may be amended, replaced or restated from time to time;
(l)
Unless expressly stated otherwise, references to agreements and other contractual instruments include all subsequent amendments and other modifications to the instruments, but only to the extent the amendments and other modifications are not prohibited by these Protocols;
(m)
References to persons or entities include their respective successors and permitted assigns and, for governmental entities, entities succeeding to their respective functions and capacities;
(n)
References to “writing” include printing, typing, lithography, and other means of reproducing words in a tangible visible form;
(o)
Any reference to a day, week, month or year is to a calendar day, week, month or year unless otherwise noted; and
(p)
Any reference to time is to Central Prevailing Time; the 24-hour clock is used unless otherwise noted.
1.7
Effective Date
These Protocols shall be fully effective on January 1, 2002; provided, however, that individual sections of these Protocols, or portions thereof, shall be effective on earlier or later dates as necessary to support the Market Implementation Plan and the Protocols Implementation Plan as each is approved by the ERCOT Board and in accordance with applicable laws and regulations.  The Sections of these Protocols related to the implementation of the wholesale market under a single Control Area shall be effective on July 31, 2001, unless further delayed by ERCOT.  All Market Participants (including TDSPs, Resources, Load Serving Entities, QSEs, and NOIEs) intending to participate in any aspect of the wholesale or pilot retail market starting on July 31, 2001 must register with ERCOT in time to perform under these Protocols as of July 31, 2001, unless further delayed by ERCOT.
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