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===  Four Security Disciplines

e Cyber
— NERC Readiness
— Secured SCADA/EMS/DCS Design

* Physical
— Asset Protection Standards
— Construction Management

e Structural

— Blast Analysis
— Structural Hardening

e Operational

— Grid Reliability Analysis
— Emergency Operations Procedures
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Critical Infrastructure Protection Clients

Ameren
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Where are your Critical
Cyber Assets?
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e Controllers, PLCs, and HMIs

— Emerson’s Migration path from WDPF
Includes upgrading controllers with embedded
VxWorks.

— Controllers are IP enabled

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
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SINCE 1898

Critical Cyber Assets

Critical Cyber Asset Decision Flow

Is the cyber
asset in or
support a

Critical Asse

NO

Stop

Does the system have an application
that performs the following types of
functions?

Includes but is not limited to:

State Estimator

Area Control Error

Automatic Generator Control
Breaker Control

SISO X

Or any other function that is
otherwise considered to be
part of an Energy Management
Swvstem

Voltage Regulator

Turbine control

Sy S

Bumer Management Boiler

Control

Yes

—No——

Does the System have data required
to perform the functions listed in #27
Includes but not limited to:

v Databases

v"  Spreadsheets

Y & S—i]

¥ Other Flat Files

+Nc—

Does the systems contain source
code for applications that support
functions in #2 and #37

¢N0

Does the system provide an
application interface or is otherwise
considered to be the primary
workstation of an operator /
dispatcher?

Includes but is not limited to:

v"  Workstations dedicated io
operator and supervisor
functions

v"  Workstations that may be
reserved for Disaster Recovery /
Emergency Response functions,
even if inactive at this moment.

i
Yes

Does the system provide a toolset.
6 feraphs, or otherwise provide
material support to operator
“material” Defined as
No 1wse tools that if unavailable would
have an immediate impact on system
reliability. Includes but 1s not limited

functions?

Lo

in Step 1

use it.

v Graphs. charts. spreadsheets etc.
that support decision making
functions where otherwise
unavailable in systems provided

v Material may be available in the
EMS but no one knows how to

Include

7
Is the system a “networking
component™ that supports the
network of CCAs or otherwise Go to 8 on'
f———No— =1 . . : E —— No—p|
No defines the Electronic Security page 2

Perimeter for CCAs?
Includes but is not limited to:
v"  Firewalls

¥ Routers

v"  Switches

Yes

Include

Page 27



SINCE 1898

Is the system, if not otherwise a CCA. on the
‘“]'"“’ logieal "Ci_“'_mk /within the S_E'mf Is the Cvber Asset an Intelligent 12 Does the IED asset have an
g I cetronic seenrity parimelenas st 10 |Electronic Device (EID)? Includes IP address that is routable to /
F 7 fcindes bat = mof Imele o Jbut is not limited to: from any network outside of
rom ! v o v - Na g A
Panal No— Historians and PI Servers ] v RTUs —MNo—-{ the substation:
v’ _-‘\pplitfation servers not hosting tools v RELAYs
from Step 4 i
v FRAD Devices PLCs
v Print Servers v DCS Controllers i
v HMIs | Yes No
v'  IDS devices
Yes
+ Yes ] +
9 M-’l_\ the system be U“"S'Ede'?d a Does the IED asset have a dial-up Go to 13
Include on CCA List as highly vulnerable system with little 11 feconnection (POTS line)?
yellow (protected like a or no controls in place? Includes but
P j—Cré1; imi -
CCA but not a CCA) is not limited to:
v"  Systems that cannot be patched , "
¥v"  Systems that cannot be No Yes
hardened *
v"  Systems / Applications with
limited or no auditing / logging Stop
] No
Stop
+ Does the system provide a critical
Is the cyber asset in a substation but control function? Includes but is not
13 is not an IED? Includes but is not 14 limited to:

Jlimited to: Voltage control

Front-end Processors System protection
IP Gateways Transformer management /

control

Y es— Yes—|

Breaker Management Systems
OMS systems
AME. Systems Any other process that if either

HMIs off-line or misconfigured to do Critical Cyber Asset

I material damage to the

No Sibaitios Decision Tree
Stop | No . Continued  Page28

Breaker control
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Control Centers

Transmission Operations / SCADA
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— CASE STUDY:
EMS / SCADA
Tie-Line RTUs
RTU Bridge / RTU Bridge / .
Concentrator Concentrator Prepared by: .':"3'313
| | Burns & McDonnell Fiek! Data
TG 8970 TG 870 RTU Configs - 3
Conitel 2020 Conitel 2020 Historian Corp Proxy
TGBaTY TGEITY
Conitel 2020 Conitel 2020 \
— Proprietary Teleqyr DB I-.,,w..
Replica Rield Data .
Faor Modeli u
- B purposes Switch) ACLs SwitcH ACLs

a8

CannanTech

>

Switch ACLs

Cannon Tech receives via
FTP dump from EMS

R‘E“:g;:l:'d VAR data for Distribution
EMS Management
RTU Communication RTU Communication RTU Communication RTU Communication Application Server
Server Server Server Server
Webois
Receive Data from EMS Host
EMS Host on a Manual Update Basis
Receives Field Grid Analysis Functions
Data from RTUCS “Real-time Contingency
Does EMS retrieve from RTU or does RTUCS send? Analysis” - major simulator WebServer that collects
Can Double as Conscle screan shots from EMS
Flat File Update via command line wi RTU Configurations Hf:m am;latptajents =
Alternative Method rather than using S0OL Server GUI eI
b

Propri Tal r OB
RTU Configurations EMS Host
Field Data

SDE can update ! override
Telegyr DB — one-way from SDB to EMS

Manual entry of RTLU
Configs at SDB Server

Standard EMS functions -
Application Interface

Lbb

EOMS scans EMS for
updates to points on a
continual basis but
requests a full point update
every 10 minutes approsx

Database
Breaker /
Feedaer DB

tor Consal
Operator Consoles S
MS SOL Server Switch ACLs

RTU Configurations

E;I;: E;?:: Source Data Base EOMS AP EOMS Application

Services Note: SDB has a connection to all systems on the EMS network in Electric Outage Management System
Workstations order to transmit “Network.asc”
© Burns & McDonnell 2006




Dual Homed Systems, IP-
enabled Controllers,

and Vendors
...OH MY!

(Generation Critical Cyber Assets)
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Controllers
1 Channel to Data
SO OOG® ==
Event Turbine Burner Boilar  [ata Acquisition
Wiewar

CASE STUDY: Power Plant Critical Cyber Assets

All units are IP-enabled devices
Ping Successful & Telnet Enabled
Controllers utilizing *nix flavor 05 -
VxWorks

Ermerson Conmnection to Database Server. Mot known if
they have rights fo the rest of the network or if they can
access the controllers diractly.

e
<O S
CEMS PLC
CEMS
Unix

ESC- CEMS Mcinitaring Software

Corporate connection to Emissions

VPN
Router
Operators view output MEC IT Maintained
) - from I/Q through the Connect to Corp
Enginaers through ‘\-..1 controllers
Emerson's Developer 1 ' Histor s data
Studia can interface Can manuall . Oran pulls o=
: y cvarride
with Controllers and X limits and points at from the 10 oy © e Babcock & Wilcox VPN
change points and . Rl L 2l
] | workstations but through the Database Connection Lo thelr Soot
populate contro Database Server should not, unless at Sarver Blower application
sheets into controllers. Drop 200 Engineering station h
) Developer Studic change control
Eua;eé?;rgﬂfln uses OPC Client & Server configurations Baboock & Wilcox
3 Windows XP
? ?
Corporate
Database Server Historian DE
=ellifbhin SR ) . L DR Corporate
f'-éfl SQlLSSI_IGWEl‘ Historian = sé;m connection to ? ?
ntrol Sheets . ; e
Operator Workstations ~ Developer Studio da":;i‘g'g':?ﬂr
: : Drops 210-217 Owation Client
Engineering
Workstations Windaws X CiLiEl periomante das Corporat
——— arporate
Drops 201-202 P
Developer Studio
Windaows XP (\l 2 2
&')
INVAVE" Soaot Blowar
Webaccass Server Babeoock & Wilcox Propristary App Corporpte
Drop 213 Drog 212

Prepared by: Burns & McDonnell

Access via VPN by A&B

Corporate connection to HMI data
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And now for something
“‘] completely different

(Substation Critical Cyber Assets)
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CASE STUDY: Substation Automation

\%3 {% Serial Connection
RS232
Modem Load Breaker °

Tap Control

Changer Management FRAD

rors \

{TCPNIP) TG897Y

TCR/IP

HMI
Embedded Windows XP
Even Embedded XP has

servicas, ports, and
unnecessary applications

$

<

DRMCC

DRMCC outputs data and
alarms on the auto-
transformer.

DRMCC also allows for,
through configurations,
cantrol of pumps and
valves on the transformer

Sarial Connection

TEEO7E

TCPIP
Telnet

Frame Relay

TCPAP

S Access|Device (Telnat)
% (FRAD)
Video

Sarial Connection
R8232

FRAD

RS232

Corporate
‘Q Network

RTU

Prepared by: Burns & McDonnell Engineering 2006




Secured Connectivity

CONTROL SYSTEM OMZ

Corporate
Network

o = ' N — e d
) Ve Firewall Windaws
|." \ ) Terminals

| Telecommunications
NETWORK

Remole

I |
| . Authentication
/ Server Remote Application
' : Usars /
/
o
——

' HATER STATI’JHS
Operations Terminal
Damain " Internet
Controller f uthantication SErver E Proxy
SETYEr
| 4

~———

EXTRANET

INTERMET
SCADA Ethernet
Netwaork

!
o LI | LI ]
, - - I
| | |

. Substation
3rd Party = neration - . ) -
Utilities A S Generatio . * Automation -

CONTROL SYSTEM PERIMETER
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" Thank You

Tobias Whitney, CISM CISSP

Burns & McDonnell
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