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===  Four Security Disciplines

e Cyber
— NERC Readiness
— Secured SCADA/EMS/DCS Design

* Physical
— Asset Protection Standards
— Construction Management

e Structural

— Blast Analysis
— Structural Hardening

e Operational

— Grid Reliability Analysis
— Emergency Operations Procedures
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Critical Infrastructure Protection Clients
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NERC Reliability Readiness

Security Integrated with New Standards

Modeling & Analysis
Personnel

Interconnection Reliability
Protection & Control

Interchange Transmission Operations

Facilities ransmission Planning
Voltage &

Emergency Balancing  Reactive

Operations Critical

Infrastructure
Protection
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e The Challenge

Each Balancing Authonity shall operate such that, on a rolling 12-month basis, the average of
the clock-minute averages of the Balancing Authority’s Area Control Error (ACE) divided by
10B (B 15 the clock-minute average of the Balancing Authority Area’s Frequency Bias) tumes
the corresponding clock-minute averages of the Interconnection’s Frequency Error 1s less than
a specific limit. This limit &1 15 a constant derived from a targeted frequency bound
(separately calculated for each Interconnection) that 1s reviewed and set as necessary by the
NERC Operating Commuttee.

The risk-based assessment shall consider the following assets:

R1.2.1. Control centers and backup control centers performing the functions of the

The equation for :ﬂx CE 1'"- entities listed in the Applicability section of this standard.
C : 3.

R1.2.2. Transmission substations that support the reliable operation of the Bulk

ACE=(NI;-NI)-10B(Fy-F;) - Lg Electric System.

R1.2.3. Generation resources that support the reliable operation of the Bulk Electric
System.

R1.2.4. Systems and facilities eritical to system restoration, including blackstart

generators and substations in the electrical path of transmission lines used
for mitial system restoration.

Systems and facilities critical to automatic load shedding under a common
control system capable of shedding 300 MW or more.

Special Protection Systems that support the reliable operation of the Bulk
Electric System.

Any additional assets that support the reliable operation of the Bulk Electric
System that the Responsible Entity deems appropriate to include in its
assessment.

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
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Strategic View of
“Reliability Readiness Team”

Atlanta, Chicago, Denver, Ho

Audit Team
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Team Leader

Process

Owners (Business &
Operations)
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Operator,
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Administrator,
Analyst,

Assistant
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Security

Process
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Process Control Governance: Structure of Relationships
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Risk-based Assessment Process

Catalogue Critical Assets as per relevant
NERC CIP Asset Identification Decision Tree
Identify Cyber Assets per asset class

«  Process of selecting criteria for / Catalogue Critical Cyber Assets as per

assessing critical assets

+« Create Decision Trees

+  Drivers: Reliability, Operability & \\\
Economic Impact

relevant NERC CIP Cyber Asset ldentification
Decision Tree

E. ldentify Risk
Determine Impact Ratings
Probability / Likelihood analysis
based on industry metrics (i.e.
Threat Levels at ES-ISAC, DHS,
and DOE).

Z2. Assess

B, Objectwe.s catalogu

1

+ Review remediation projects.

* Lessons Learned

+ Conduct initial NERC CIP
compliance Internal Audit

3. Measure
{likelihood

fimpact)

. Assess Risk

Critical Asset Risk Formula:

Continuous R=Ac+(T*V)-Safeguards

8. Reqular review

Learning &
Communication

4. Rank

Critical Cyber Asset Risk Formula:
R=CCA+(T*V)-Safeguards
Conduct Small Group ERM Meetings to

risk & assign
accountability

determine risk profile per critical asset

« Remediation Activities: E. Learning

Implement Plan as specified

+ Event Management Reporting on 7. 'Manage, monitor
specified basis (NERC CIP & report
Meonitoring requirement)

6. Select +« Develop Compliance Roadmap
strateqy + Develop NERC CIP Policies.

+« Conduct Initial Yulnerability
/ Assessment (physical & cyber)

D. Risk Response

5. Develop
response
options

+ Select Physical and Cyber Protection
Strategies
+ Develop Implementation Project Plans

Baseline Methodology & Review:
Performed at the outset of a NERC CIP Compliance Effort

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
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Process Control Governance

SINCE 1898

Governance, Compliance & Requlatory Control are not the same

Process
Ownership

Maturation: Grow from informal to formal
Operational Processes = Business Processes
Improve / Re-engineer based on Validation Results
Participation in Audits and Compliance

Process Control = Process Ownership

Policy Review Controls Testing

Substantive Testing / Update Process
Security Diagnostic

Transparency

Documentation: Audit Findings, Remediation Plans,
Updated Policies & Procedures

Integrate Corporate Functions: IT, HR, etc.

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
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Transperancy

Owners Readiness AUdit

“NERC CIP Compliance™

Team
Earticipation Authorization
Review Audit Results Ensures Access
Plan for Corrective Coordinates
Actions Escalates

Process Maturation

Communication
Confirms Audit Matrix
Fresents Findings
Corrective Actions
Strategy
On-Going Status

Discovery

Knowledge Primary
Provider Interviews
Discovery Steps Data Gathering

Document Steps Preliminary Analysis

Participation
Target of Testing
Works wi Audit Team
Works w/ Readiness Team
Corrective Actions
Process Maturation

Authorization
Ensures Access
Coordinates
Escalates

Einishing
Map Processes
Create Audit Matrix
Baseline Scorecard

Knowledge Provider
Discovery Steps
Document Steps

Operations

Actions
Controls Test
Substantive Testing
Scoring
Follow-up Re-Test

Participation
Target of Testing
Works w/ Audit Team
Works w/ Readiness

Authorization
Ensures Access
Coordinates

Escalates
Team

Atlanta, Chicago, Denver, Houstc
C
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NERC CIP 002 and Beyond:

Critical Assets and Cyber Assets

Risk Management 101: Risk Management starts with what is critical and ends
ith managing compliance plans.

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
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CIP 002 Challenge

There is ambiguity in the process
to determine critical assets

Each utility may opt to approach
this requirement differently

Perceived cost of security l
remediation Is dictating many o @EmtzE s
utilities’ CA list as opposed to

actually addressing criticality, by
using a risk based methodology I

No standard for modeling Technol ogy

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
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S Evaluation Criteria

The NERC CIP 002 Standard never specifically requires a “single-loss” criteria. The term
“Evaluation Criteria” refers to a combination of factors for determining criticality.

Utilizes multiple factors Single-loss focus

Weighted questions based on unique | Harder to qualify generation as critical

design of entities
Forces a one-size fits all approach

Flexible for different “functions”

Entities can add, change, and/or
delete “characteristics” without
compromising integrity

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
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CIP 002

R1 Critical Asset Identification Method — The Responsible Entity shall
iIdentify and document a risk-based assessment methodology to use
to identify its Critical Assets.

R1.1. The Responsible Entity shall maintain documentation
describing its risk-based assessment methodology that includes
procedures and evaluation criteria.

Our Process addresses the following:

v A Risk-based Assessment Methodology

v" Distills the criteria to be used for selecting critical assets
v Provides transparency for audit compliance

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
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CIP Process Walk-Through
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Select a previously saved methodology or create a new methodology

Generation
Demonstration - fAerate nof Aocafed]

Transmission

Demonstrakion - {79%)

Critical Load

Demonstration - fdesets nof Mocated]

Control Centers

Demonskration

Add Model

Add MNew Model

Delete Model

| (Select Model) |

‘DELETE
Results

Demonstration - (nof comodafal
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Allocate Units

The following is a list of Generation Units, In order to continue, please select units that are physically located at a Generation Station, After
selection, please save the Generation Station with a unique and rmeaningful name. For example, if a plant has 4 Generation Units, select all 4
units, and save as a single Generation Station, Al units must be allocated in this way in order to continue,

Mew Group Mame:

[pravo_cen ﬂl
T N

140 BRAVO_GEM (8) 20
DELTA a7
W BRAVO_GEN(T) 20
FOMTROT 950
CoLE a8 W  BRAVO_GEN (B) 30
KILO 514 W BRAVO_GEM (5 30
LIMA 160
SIERRA GEN 234
YRAY 1245

NEXT

- © Burns & McDonnell 2006 I
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Does the Generation Station have a unit that is
part of the regional Primary Path Blackstart
Capability Plan (BCP) for your Balancing
Authority/Security Coordinator?

N N TS T -

- DELTA ar
- ECHO 140
- FORTROT 950
- GOLF 43
- KILD 518
- LIkA 160 _|

SAVE auit
PREVIOUS NEXT

o el @ EeW @ Eel .
e el @ el @ oM &

T U WX IVIVI VT T I VU Y




Burns &
McDonnell

SINCE 1898

Has the Generation Station been listed as Critical
by the Department of Homeland Security?

-] Swionr | Watage- | vin_H
BRAVO_GEM 100 "
DELTA ar [l O
ECHOD 140 "
FOXTROT 950 [l O
E0LF Q93 =
KILD 519 [l O o
LIhtA, 160 "

save | _aor
PREVIOUS | NEXT

- & DUIIS & IVILDULTITIEN £UV0 l
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Does the generating station have any units on
Automatic Generator Control (AGC)?

-] Saonr | Watagee | viN_F
BRAVO_GEM 100 i
DELTA ar W
ECHO 140 i
FOXTROT 950 W
GOLF 98 o
KILOD 519 w o
LIRaA 160 i

L

T T

PREVIOUS NEXT

- © Burns & McDonnell 2006 I
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Does the generating station have one or more
units that have been identified as operating for
any or all of the following reasons:

+ Meeded for meeting reliability criteria for interconnected systemns operation,

+ Meeded to meet load (dernand) in constrained areas,

+ Meeded to provide voltage or security support for the IS0, Balancing Authority, Security Coordinator, andfor any
other knowen local area,

R 7 S 7T -
BRAVD _GEM *
DELTA a7 O
ECHD 140 *
FORTROT 950 o
GOLF 98 *
kILD 5149 o -
LIhdA 160 i

W DUITID O IVILLJUITITH £UVUYU
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Does the Generating Station have a unit with
responsibility as part of a specific operating

procedure?
T stony | Wattages | vIN B
BRAVO_GEN 100 &
DELTA a7 ol
ECHO 140 oo
FOXTROT 950 ol
GOLF 38 riG
KILO 519 C& —
LIMA 160 oo

SAVE T
“PREVIOUS NEXT

- © DUIls & vicoornriel £Zuvo I
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Other than Generation Stations containing
Blackstart Units, does the Generation Station
provide greater than 400 MW of power?

] Statony | Wattagee | viN__B

ECHO 140 o e
FOXTROT 950 &0
GOLF 98 o e
KILO 518 olC
Linté, 160 ® 0
SIERRA_GEN 234 olC
WRAY 1248 o @ =l

SAVE auT
PREVIOUS NEXT

- © BuUrns & Mcbonnell Z0Ub I
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Generation Methodology

Please select the wWattage value that, according to company policy, would designate a Generation Station as a Critical Asset, regardless of the
results of answers to guestions posed previously,

100MYY 300MW bOOMYY 1000MWY 2000MW N/A

" Assety | Wattages | Type B
BRAVD _GER 100 Generation
DELTA 8y Generation
ECHO 140 Generation
FOXTROT 950 Generation
GOLF 98 Generation
KILD 5149 Generation
LIt 2 160 Generation
SIERRA_GEM 234 Generation
HRAY 1248 Generation Z|

CONTINUE

- © BuUrns & Mcbonnell Z0Ub I
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Generation Methodology Results

Based on your responses, the following assets will be removed. Please indicate any that in your business judgernent should rermain on the list,

s Critical?
r

BRAVO_GEN 100 |

DELTA 87 O |

UPDATE CONTINUE

- W DUITID O IVILL/UIITITH £UVUY l
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Is the Transmission Asset part of a looped 100KV
or higher circuit?

T Assetv | voltages | YN _E
ALPHA (1) 345 o«
ALPHA D 138 &
ALPHA (3} 138 o«
BRAVO (13 138 =
CHARLIE (1) 3448 i
GARFIELD (2 (53] L
GOLF (1) 138 [

SAVE QuIT
“PREVIOUS NEXT

- © BuUrns & Mcbonnell Z0Ub I
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Is the Transmission Asset supporting a Critical
Generation Station?

T Assetr | Votage- | viN_E
ALPHA (1) 345 "
ALPHA D 138 o
ALPHA (3 138 o
BRAVD (1) 138 o
CHARLIE (1) 344 o
GARFIELD (2 (53] o
GOLF (1) 138 o

SAVE QuIT
PREVIOUS | NEXT

- © BUrNS & vicbonnel Zuuo I
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Does the Transmission Asset provide ties to NERC
CIP qualifying entities or connect two or more
Balancing Authorities?

MERC Functional Model, Yersion 2
Fep: f femana, nerc, comfpubysys/all_opdlfoc/frortg/Functional_Model_Yersion_2,pdf

MERC Registered Entity List
hikkp: i, merc, comy~orgentitiesfindesx, html

T hssetv | votage- | YN _E
345

Resources:

ALPHA (1) &
ALPHA (2) 138 @& O
ALPHA (3) 138 el O
BRAVO (1) 138 O
CHARLIE (1) 345 el O
GARFIELD (2) B4 ‘el O
GOLF (1) 138 &

-

SAVE QUIT
PREVIOUS NEXT

- © BUrNS & vicbonnel Zuuo I
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Based upon a steady-state power flow analysis, a
transient stability analysis, or both is there an
identified case for an asset where the loss of one
or more busses may cause any of the following:

Systemn instability

Unacceptable system dynamic response of eguiprment tripping

YWaoltage levels in violation of applicable emergency limits

Loadings on transmission facilities in violation of applicable emergency limits
Unacceptable loss of load

T hssety | vVotagee | VIN_E
ALPHA (1) 345 "
ALPHA 138 o
ALPHA (3 138 Ll
BRAVO (1) 138 [
CHARLIE (13 34.8 Ll
GARFIELD () (53] [
GOLF (1) 138 "

SAVE QuIT
FREVIOUS NEXT

- © BUrNS & Ivicbonnel Zuuo I
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Does the Transmission Asset have a responsibility
as part of a specific operating procedure?

Il Voltage -

ALPHA (1) =
ALPHA (2 138 IO &
ALPHA (3) 138 (SO
BRAVC (1) 138 (R O
CHARLIE (1) 34.5 (SO
GARFIELD (2 69 LR O
GOLF (1) 138 =

SIVE mﬁf'r
“PrREVIOUS | NEXT

- © BUrNS & vicbonnel Zuuo I
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Transmission Methodology

Please select the voltage transmission value that, according to company policy, would designate a Transmission &Asset as a Critical Asset,
regarcless of the results of answers to questions posed previolshy,

69ky 115ky 138kyY 161kY 230ky 345ky 500ky 765kyY N/A

— pssety | Votages | Types B
ALPHA (1) 345 Transmission
ALPHA (2 138 Transmission
ALPHA (3 138 Transmission
BRAWD (1) 138 Transmission i
CHARLIE (13 4.5 Transmission
GARFIELD (2 G9 Transmission
GOLF (1) 138 Transmission
GOLF ) 16 Transmission
GOLF (3} 4.5 Transmission j

CONTINUE

- & DUITIS & IVICDULITIEN £UVU0 .
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Transmission Methodology Results

Based on your responses, the folowing assets will be rermoved. Please indicate any that in your business judgerment should remain on the list,

Voltage » | Is Critical?
g |

GARFIELD (2) B |

UPDATE CONTINUE

- © Burns & McDonnell 2006 I
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Is the Transmission Asset required for the
operation of a National-level Critical
Infrastructure Customer, (e.g. Oil and Gas
Production, Finance Center, Military Center, etc)?

N 7 T T T T

ALPHA (1) Transmission |
ALPHA (2 138 k! Transmission L O |
ALPHA (3 138 k! Transmission T |
BRAYD (1) 138 ki Transmission [ O |
CHARLIE (1) 4.5 k! Transmission o |
GARFIELD (23 B39 k! Transmission [ |
EOE oy, Tranamizzinn & | hd

save | aur
PREVIOUS NEXT

- & DUIIS & IVILDULTITIEN £UV0 l
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Is the Transmission Asset required for the
operation of a Local-level Critical Infrastructure
Customer, (e.g. First Responders, Local
Government Continuity, Water/Wastewater, etc)?

N 7 N T A

ALPHA (1) Transmission |
ALPHA (2 138 Ky Transmission i O |
ALPHA (3 138 k! Transmission v |
BRAVD (1) 138 Ky Transmission G |
CHARLIE (1) 345 k! Transmission O |
GARFIELD (23 B9 Ky Transmission (I |
EOE o, Tranamiczinn & | =l

SAVE QuIT
PREVIOUS NEXT

- © Burns & McDonnell 2006 I
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Is the Generation Asset required for the operation
of a National-level Critical Infrastructure
Customer, (e.g. Oil and Gas Production, Finance
Center, Military Center, etc)?

I 2 e e -
BRAVO_GEN 10 Generaon & |
DELTA a7 v Generaton & |
ECHO 140 v Generaton & |
FOXTROT 950 v Generaon & |
GOLF 95 v Generaion & | o
KILO 514 v Generaton & |
I Ihd 1R hilhhi fimnaratinn & | =

"SAVE QuIT
PREVIOUS NEXT

W DUITID O IVILLJUIITIT £UVU




Bur m&

McDonnell

SINCE 1898

Is the Generation Asset required for the operation
of a Local-level Critical Infrastructure Customer,
(e.g. First Responders, Local Government
Continuity, Water/Wastewater, etc)?

0 T I [ -
BRAVO_GEMN 10 Generation il
DELTA a7 vy Generaton 0 & |
ECHO 140 iy Generaon & |
FOXTROT 950 My Generaton & |
GOLF 95 My Generaion & | o
KILO 5149 vy Generaon & |
I Ihd 1R Bl fimnaratinn oo | =

SAVE oo
PREVIOUS NEXT

- © Burns & McDonnell 2006 I
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Is there a Control Center associated with the asset
that could affect the reliable operation of a
National-level Critical Infrastructure Customer?

-j

ALPHA (1) 345 Transmission |
ALPHA (2 138 kA Transmission 0 |
ALPHA (3 138 k! Transmission {0 |
BRAVD (1) 138 kA Transmission 0 |
BRAVD_GEM 100 P Generation v I
CHARLIE (1) 345 k! Transmission & |
MEL T a7 hifhisi ienaratinn [l il Ll

SAVE QuIT
PREVIOUS |  NEXT

W DUITID O IVILLJUIITIT £UVU
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Is there a Control Center associated with the asset
that could affect the reliable operation of a Local-
level Critical Infrastructure Customer?

-j

ALPHA (1) 345 Transmission |
ALPHA (2 138 kA Transmission {0 |
ALPHA (3 138 k! Transmission € |
BRAVO (1) 138 kA Transmission 0 |
BRAVO_GEM 100 Pty Generation I
CHARLIE (1) 345 k! Transmission 0 |
MEl T a7y hhisi Fienaratinn [l el Ll

SAVE auit
"““PREVIOUS NEXT

- © BUrNS & vicbonnel Zuuo I
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Survey Results

The results of the Transmission, Generation, Critical Load, and Control Center evaluation methodologies are displayed below. By clicking on the
colurnn headings, the results may be sorted by that column, Please note that the "MEXT" button at the bottorm will export these results to a
printable page for report preparation,

TRANSMISSION GENERATION CRITICAL LOAD CRITICAL?

B 33 1 0 e
ALPHA (29 Trans ® o 0 00 42% & |
AL PHA () Trans ® @ @ @ 33% O |
BRAVO (1) Trans @ 9 17%, (ol O |
BRAVD GER Gen ®® e 0 & |
California CC Control 100% & |
CHARLIE (1) Trans ® ® 0 ® oin |elo |
DELTA Gen 0% oW |
ECHO Gen ® 0 L) ® i | el |
FONTROT Gen o0 ® 5% O & |
GARFIELD {2 Trans @ 8%, ‘ol O |
CLF Zen ® @ 9 0 @ ® @ @ @ 5% rrr'|
|

B
0

GOLF i Trans ® & @ & @9 42%

Y DUNTIO W IVIVL/ UL ITIC T £UVUY
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|T‘|"PE: GENERATION

L@ =@ =@ |l+® I |l ®

& Red Dot signifies a 'Yes' answer to a specific question For the Generation portion of the
5“ I‘\"EY RES“ Its assessment, Move the mouse pointer over a question number ko view the question,

The results of the Trar
column bheadings, the
printable page for repc

elowe, By clicking on the
port these results to a

According to the selected minimum wattage determined by company policy, this asset
should be regarded as LESS critical, regardless of the resulks of other questions posed, CAL?

T Comment—

Business judgement had no effect on this asset, either due to a "YES" being selected for

ALPHA Trans an above question or being part of a minimum wattage policy judgement, I
e | |
s aje [[rags =@ |l+®@ (B |l @ | [
GEen & Red Dot signifies a 'Yes' answer to a specific question For the Critical Load portion of the I
assessment, Move the mouse pointer over a queskion number o view the question,
Caontral |
Trans |
DELTA Gen |
FOXTROT Gen |
Trans ¥ o wnr ||
GOLF Gen oo 00 @ e o005 &0
Trans ® 00 ® 0 3 8 CTEE

L T
- © BUINS & vicbonnell Zuuo I
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Survey Results

The results of the Transmission, Generation, Critical Load, and Control Center evaluation methodologies are displayed below, Please note that
the download link will export these results to an Excel compatible format,

TRANSMISSION GENERATION CRITICAL LOAD CRITICAL?
IEHHEEIEHHHEIEEHHE
ALPHA (2 Trans * & & @ 9
ALPHA (3 Trans @ @ @ @ 33% Mo
BRAVD (1) Trans @ @ 17% Mo
BRAVO _GEM Gen - 33% Mo
California GG CC 100%  Yes
CHARLIE {13 Trans L & @ @ 33% Mo
DELTA Gen 0% Mo
ECHD Gen @ @ @ ® @ 42% Mo
FOXTROT Gen @ @ 9 25% Mo
GARFIELD (2} Trans @ 2% Mo
GOLF Gen @ & @ 0 @ @ 759% Yes
GOLF 1) Trans & & @ & @ 42% Mo
GOLF () Trans ® @ ® @ 33% Mo
GOLF (3) Trans @ & L ] & @ ® 50% Mo
MDA (1) Trans @ L 17% Mo
MDA (2 Trans * & & 9 9 9 @ @ & @ 53% Yes
KILD Gen L L 25% Mo

- © BUrNS & vicbonnel Zuuo I
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Does the Generation Station have a unit that is
part of the regional Primary Path Blackstart
Capability Plan (BCP) for your Balancing
Authority/Security Coordinator?

N N TS T -

- DELTA ar
- ECHO 140
- FORTROT 950
- GOLF 43
- KILD 518
- LIkA 160 _|

o el @ EeW @ Eel .
e el @ el @ oM &

SAVE auit
PREVIOUS NEXT

© Burns & McDonnell 2006
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Has the Generation Station been listed as Critical
by the Department of Homeland Security?

-] Swionr | Watage- | vin_H
BRAVO_GEM 100 "
DELTA ar [l O
ECHOD 140 "
FOXTROT 950 [l O
E0LF Q93 =
KILD 519 [l O o
LIhtA, 160 "

SAVE T
PREVIOUS | NEXT

© Burns & McDonnell 2006
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Does the generating station have any units on
Automatic Generator Control (AGC)?

-] Saonr | Watagee | viN_F
BRAVO_GEM 100 i
DELTA ar W
ECHO 140 i
FOXTROT 950 W
GOLF 98 o
KILOD 519 w o
LIRaA 160 i

L

T T

PREVIOUS NEXT

© Burns & McDonnell 2006
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Does the generating station have one or more
units that have been identified as operating for
any or all of the following reasons:

+ Meeded for meeting reliability criteria for interconnected systemns operation,

+ Meeded to meet load (dernand) in constrained areas,

+ Meeded to provide voltage or security support for the IS0, Balancing Authority, Security Coordinator, andfor any
other knowen local area,

T statony | Wattage- | vin__B
BRAVD _GEM 100 *
DELTA a7 O
ECHD 140 *
FORTROT 950 o
GOLF 98 *
kILD 5149 o -
LIhdA 160 i

“PREVIOUS |~ NEXT

© Burns & McDonnell 2006
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Does the Generating Station have a unit with
responsibility as part of a specific operating

procedure?
T stony | Wattages | vIN B
BRAVO_GEN 100 &
DELTA a7 ol
ECHO 140 oo
FOXTROT 950 ol
GOLF 38 riG
KILO 519 C& —
LIMA 160 oo

SAVE QuIT
PREVIOUS NEXT

© Burns & McDonnell 2006
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Other than Generation Stations containing
Blackstart Units, does the Generation Station
provide greater than 400 MW of power?

] Statony | Wattagee | viN__B

ECHO 140 o e
FOXTROT 950 &0
GOLF 98 o e
KILO 518 olC
Linté, 160 ® 0
SIERRA_GEN 234 olC
WRAY 1248 o @ =l

SAVE Quit
PREVIOUS NEXT
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Is the Transmission Asset part of a Regional
System Restoration Plan, as determined by your
Balancing Authority/Security Coordinator?

T Asstr | Votage- | viN_ E
ALPHA (1) 345 L
ALPHA 138 o
ALPHA (3 138 o
BRAVD (1) 138 =
CHARLIE (1) 344 o
GARFIELD (2) (53] o
GOLF (1) 138 L

=
B

PREVIOUS NEXT
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Is the Transmission Asset part of a looped 100KV
or higher circuit?

T Assetv | voltages | YN _E
ALPHA (1) 345 o«
ALPHA D 138 &
ALPHA (3} 138 o«
BRAVO (13 138 =
CHARLIE (1) 3448 i
GARFIELD (2 (53] L
GOLF (1) 138 [

SAVE QuIT
“PREVIOUS NEXT
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Is the Transmission Asset supporting a Critical
Generation Station?

T Assetr | Votage- | viN_E
ALPHA (1) 345 "
ALPHA D 138 o
ALPHA (3 138 o
BRAVD (1) 138 o
CHARLIE (1) 344 o
GARFIELD (2 (53] o
GOLF (1) 138 o

SAVE QuIT
PREVIOUS |  NEXT
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Does the Transmission Asset provide ties to NERC
CIP qualifying entities or connect two or more
Balancing Authorities?

MERC Functional Model, Yersion 2
Fep: f femana, nerc, comfpubysys/all_opdlfoc/frortg/Functional_Model_Yersion_2,pdf

MERC Registered Entity List
hikkp: i, merc, comy~orgentitiesfindesx, html

T hssetv | votage- | YN _E
345

Resources:

ALPHA (1) &
ALPHA (2) 138 @& O
ALPHA (3) 138 el O
BRAVO (1) 138 O
CHARLIE (1) 345 el O
GARFIELD (2) B4 ‘el O
GOLF (1) 138 &

-

SAVE QUIT
PREVIOUS NEXT
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Based upon a steady-state power flow analysis, a
transient stability analysis, or both is there an
identified case for an asset where the loss of one
or more busses may cause any of the following:

Systemn instability

Unacceptable system dynamic response of eguiprment tripping

YWaoltage levels in violation of applicable emergency limits

Loadings on transmission facilities in violation of applicable emergency limits
Unacceptable loss of load

T hssety | vVotagee | VIN_E
ALPHA (1) 345 "
ALPHA 138 o
ALPHA (3 138 Ll
BRAVO (1) 138 [
CHARLIE (13 34.8 Ll
GARFIELD () (53] [
GOLF (1) 138 "

SAVE QuIT
FREVIOUS NEXT
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Does the Transmission Asset have a responsibility
as part of a specific operating procedure?

Il Voltage -

ALPHA (1) =
ALPHA (2 138 IO &
ALPHA (3) 138 (SO
BRAVC (1) 138 (R O
CHARLIE (1) 34.5 (SO
GARFIELD (2 69 LR O
GOLF (1) 138 =

PREVIOUS NEXT

© Burns & McDonnell 2006



Burns &
McDonnell

SINCE 1898

Transmission Methodology

Please select the voltage transmission value that, according to company policy, would designate a Transmission &Asset as a Critical Asset,
regarcless of the results of answers to questions posed previolshy,

69ky 115ky 138kyY 161kY 230ky 345ky 500ky 765kyY N/A

— pssety | Votages | Types B
ALPHA (1) 345 Transmission
ALPHA (2 138 Transmission
ALPHA (3 138 Transmission
BRAWD (1) 138 Transmission i
CHARLIE (13 4.5 Transmission
GARFIELD (2 G9 Transmission
GOLF (1) 138 Transmission
GOLF ) 16 Transmission
GOLF (3} 4.5 Transmission j

CONTINUE
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Is the Transmission Asset required for the
operation of a National-level Critical
Infrastructure Customer, (e.g. Oil and Gas
Production, Finance Center, Military Center, etc)?

N 7 T T T T

ALPHA (1) Transmission |
ALPHA (2 138 k! Transmission L O |
ALPHA (3 138 k! Transmission T |
BRAYD (1) 138 ki Transmission [ O |
CHARLIE (1) 4.5 k! Transmission o |
GARFIELD (23 B39 k! Transmission [ |
EOE oy, Tranamizzinn & | hd

save | aur
PREVIOUS NEXT
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Is the Generation Asset required for the operation
of a National-level Critical Infrastructure
Customer, (e.g. Oil and Gas Production, Finance
Center, Military Center, etc)?

I 2 e e -
BRAVO_GEN 10 Generaon & |
DELTA a7 v Generaton & |
ECHO 140 v Generaton & |
FOXTROT 950 v Generaon & |
GOLF 95 v Generaion & | o
KILO 514 v Generaton & |
I Ihd 1R hilhhi fimnaratinn & | =

SAVE Quit
PREVIOUS NEXT
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Survey Results

The results of the Transmission, Generation, Critical Load, and Control Center evaluation methodologies are displayed below. By clicking on the
colurnn headings, the results may be sorted by that column, Please note that the "MEXT" button at the bottorm will export these results to a
printable page for report preparation,

TRANSMISSION GEMERATION CRITICAL LOAD CRITICAL?
B 3 31 D I 1 D 3 e e
ALPHA (24 Trans ® @ 9o 9 9 42% o |
AL PHA () Trans ® @ @ @ 33% O |
BRAWO (13 Trans ® 9 17% (el O |
BRAVD GEM Gen ®® e 0 & |
California CC Control 0% & |
CHARLIE (1) Trans » LI I e | eoo |
DELTA Gen 0% oW |
ECHO Gen o @ # & i | el |
FOXTROT Gen ® 0 & 5% O & |
GARFIELD {2 Trans @ 8%, ‘ol O |
SOLF Gen ® 900 @ e o0 0 &0 |
GOLF (1) Trans ® 00 ® @ 2% O & |
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Survey Results

The results of the Transmission, Generation, Critical Load, and Control Center evaluation methodologies are displayed below, Please note that
the download link will export these results to an Excel compatible format,

TRANSMISSION GENERATION CRITICAL LOAD CRITICAL?
IEHHEEIEHHHEIEEHHE
ALPHA (2 Trans * & & @ 9
ALPHA (3 Trans @ @ @ @ 33% Mo
BRAVD (1) Trans @ @ 17% Mo
BRAVO _GEM Gen - 33% Mo
California GG CC 100%  Yes
CHARLIE {13 Trans L & @ @ 33% Mo
DELTA Gen 0% Mo
ECHD Gen @ @ @ ® @ 42% Mo
FOXTROT Gen @ @ 9 25% Mo
GARFIELD (2} Trans @ 2% Mo
GOLF Gen @ & @ 0 @ @ 759% Yes
GOLF 1) Trans & & @ & @ 42% Mo
GOLF () Trans ® @ ® @ 33% Mo
GOLF (3) Trans @ & L ] & @ ® 50% Mo
MDA (1) Trans @ L 17% Mo
MDA (2 Trans * & & 9 9 9 @ @ & @ 53% Yes
KILD Gen L L 25% Mo
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" Thank You

Ben Church, CISSP

Burns & McDonnell

Tobias Whitney, CISSP CISM

Burns & McDonnell
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