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DYONYX The Company
IT Management & Consulting Firm
- Founded in 1996

- Offices in Houston, Chicago, Dallas,
Washington, D.C.

- Energy Practice Focus

NERC Compliant Policies & Procedures Design and
Implementation

Security Assessments (Cyber / Physical) for:
- SCADA/DCS Networks

- Business Networks
Business Continuity & Disaster Recovery Planning
IT Outsourcing
IT Systems Planning
Business Process Optimization / Redesign
— Research & Development
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NERC Compliant Security Program Team
Competitive Edge

Exceptional Team
— Average 25 Years Experience
— NERC CIP Cyber Security Standard Experts

— Engineers and Security Specialists with Intimate
Understanding of Industry

— Security Specialists with Real-Time Systems Focus
Process Approach
— Process Models and Instruction Sets

— Employ Automated Tools
- Analytica - Metric Analysis Tool
- ProVision - Process Modeling Tool
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NERC CIP Cyber Security Standard

Key Questions:

How complicated can it really be to establish
an effective security program?

- What type of organizational issues need to be
addressed:
— Who needs to be involved?
— Who should be in charge?
— Who will maintain the security program?
- What are the major technical issues?
- What are the major cultural issues?
How much of an effort will be required?

- What are the benefits?
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Project Scope
- 8 NERC Cyber Security Standards

— 41 Requirements
— 113 Sub-requirements
- Over 100 Deliverables
— 20 Policies
— 40 Procedures/Plans
— 40 Documents (lists, logs, forms, templates, work instructions,

drawings, criteria, etc)

How complicated are the Standards? ° ' °=—*

NERC CIP CYBER SECURITY STANDARDS
Eight Standards / 41 Requirements

CIP-003 CIP-004 CIP-005 CIP-006 CIP-007 CIP-008 CIP-009

INCIDENT
CRImCAS SECORIIN PERSONNEL ELECTRONIC PHYSICAL SUSTEMS REPORTING & RECOVERY,
CYBER R ANACEMENT AND TRAINING SECURITY SECURITY SECURIY RESPONSE LSRR
ASSETS CONTROLS MANAGEMENT PLANNING CccA

1. CRITICAL 1. CYBER 1. AWARENESS 1. ELECTRONIC 1. PLAN 1. TEST 1. CYBER RECOVERY
ASSETS igﬁ%?{ﬂ"( 2. TRAINING §Egﬁwﬂé1\ég 2. PHYSICAL PROCEDURES ﬁ\‘ECC‘SE’l\IrY PLANS

2. CRITICAL 3. PERSONNEL ACCESS ~ 2. PORTS & RESPONSE EXERCISES
CYBER 2. LEADERSHIP s ELECTRONIC CONTROLS SERVICES AN &, GG
(RS 3. EXCEPTIONS ASSESSMENT ACCESS 3. MONITORING 3. SECURITY CONTROL

3. ANNUAL P R Py — CENIRELE PHYSICAL PATCH DOCUMEN [ EARE

REVIEW PROTECTION . = MONITORING ACCESS MANAGEMENT aon " RESTORE

ELECTRONIC .
4. ANNUAL Y s 4.LOGGING 4. MALICIOUS 5. TS

APPROVAL CONTROL PHYSICAL SOFTWARE BACKUP

CYBER ACCESS PREVENTION
6. CHANGE VULNER-
CONTROL ABILITY 5. ACCESS LOG 5. ACCOUNT

ASSESSMENT RETENTION MANAGEMENT

6. MAINTE- 6. SECURITY
IEPCEHERS NANCE & STATUS
aten TESTING MONITORING
7. DISPOSAL OR
REDEPLOY-
MENT
8. CYBER
VULNERABILITY
ASSESSMENT
9. DOCUMEN-
TATION

MEDIA
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Security Program Functional Framework
Functions

Access Change Document LikielrTe (o)
g Classification [Jll Testing & QA
Control Control Control )
& Handling
Asset Incident Systems Recovery Network
Inventory Response Management Operations Management
Vulnerabilit Physical Personnel
y Training ysic Governance Risk
Assessment Security
Management
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Benefits of Functional Framework

- Simplifies security program processes for:
— Development
— Implementation
— Organizational Analysis
— On going operations and maintenance
- Provides a framework for training and security
awareness




Typical Organizational Impact Matrix
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1 |Access Control X X X X X X X
2 |Change Management X X X X X X
3 |Document Control X X X X X X X
4 [Information Classification & Handling X X X X X X X X X X
5 [Testing & Q/A X X X X
6 |Asset Inventory Management X X X X
7 [Vulnerability Assessment X X X X X X
8 Incident Response X X X X X X X X
9 [Systems Management X X X X X
10 |Training X X X X X X X X
11 |Physical Security X X X X X
12 [Recovery Operations X X X X X X X
13 |Governance X X X X X X X X X
14 |Personnel Risk Management X X X X X X
15 |Network Management X X X X X

Key Security Program Ingredients

Governance

Policies and
Procedures

Network Design
& Configuration

Physical Security

Monitoring &
Reporting
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Key Security Program Ingredients

- Corporate governance framework;
Complex organizations will require broad corporate
visibility (not just operations);
Sr. management accountability and responsibility for:
- Design
- Implementation
- Operations and Maintenance
Physical and cyber security organizational,

Integration with existing security programs for
business networks and other infrastructures;

Security Program Architecture (Entity)

Governance
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Key Security Program Ingredients

- Network design and configuration;

— Without a security-centric network design and
configuration, all the policies and procedures in the world
will not make the facilities secure;

— Establish design and configuration standards (ISO / NERC /
NIST);
— Electronic security perimeter design for critical cyber assets;
- Impacts implementation costs of program
- Impacts operational costs of program.

Network Design

& Configuration
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Why is Securing SCADA Different?

- Vulnerabilities at each layer of architecture
(end)devices, communications, Master Station, View Stations,
etc..

- SCADA Systems can not be shut down easily for patches

- SCADA Systems normally do not have any Antivirus
Protection

— Difficult to Automate Signature Updates

— AV Software Has Had Impact on SCADA Performance
- Real-Time Requirements Currently Negate Use of Encryption
- SCADA Master and End Devices do not use Authentication
- Need for System Integration Counters Security Measures:

— EMS, Maintenance, ERP, Dispatch, Accounting/Billing, Trading...

— SCADA Systems were not designed to be securely connected

— Backdoors and open routes to Corporate LAN often created after installation
« Critical availability and data integrity requirements
- Can not Simply Use Traditional IT Security Solutions
to Secure SCADA Systems

Network Design

& Configuration
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Network Design Review

Typical DCS / SCADA Network Infrastructure with Zones of Vulnerability

— —
Zone 1 - Corporate VPN, I Zone 3 - Plant Ethernet & Leased Telephone Zone 5 - End Devices
Networks, & Firewalls Wireless Networks Lines on Control Network
(T1 or 9600)
I - - Inansm.ss.mcrm ), [ T
== i ¥ p ¥ |
DCS/SCADA  RTO Hand Held |P|E‘”t SCADPAroC:er:srg: Co:\opnaiy . E ST [ |
Support e e Wireless linked to |
Personnel e |[Network | Probable Project o T o |
Home User i Controller |
Boundary |
—" — Revenue
Phone
VPN ¢ VPN Zone 4 - Plant Control Gy Quality
Internet I Ill-_| Network | Meters
deally, “Servers | — —
corporate WAN/ (= = Redundant |
LAN protected DES Home . RTUs / Ports)
with DMZ Venidor Uskr for use by |
Firewall b Plant |

WAL AP Application ! i etwork

i Plant i
Corporate Work Mgmtl i ! Modems Moddms ontrol e
] d N
'
'

— — s} Possible Plant DCS
Zone 2 - Pl & use of
Database, — | Protocol <
;i Converter ’
Real Time| Firewall "5 _.?
Data - = %
B
Pl data is exported to Moddms
IFmanciaL Planning, and BIE |
Engineering systems Leased

Hardwired to

Definitions Field 170
HMI - Human Machine Interface

EWS - Engineering Work Station
DCS - Distributed Control System
SCADA - Supervisory Control and

Data Acquisition
RTU - Remote Terminal Unit
i PLC - Programmable Logic Controller
Network Design

Monitoring |
& other |Ethernet
Applications Network

& Configuration




DYONYX
NERC Perspective
Network Architecture Considerations
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Key Security Program Ingredients

Policies and procedures that are
complimentary and commensurate with:
— Appropriate Standards;

— Governance provisions;

— Responsible entity critical success factors (CSF’s).

Policies and
Procedures




Workdiow Modsier FRO0-01-00 Test Crieal Cyber Astat Recovery

Trigger

Result or
Output

Action

/ Decision

Handoff
/ Deliverable

i

Swim Lane =
Answers the questions:
What
Who
How
When
Where
Segteenber 26, 2006 Why Page 1
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Key Security Program Ingredients

- Physical security that protects critical
cyber assets and critical assets
commensurate with:

— Appropriate Standards
— Electronic security perimeter;
— Responsible entity critical success factors (CSF’s)

- Issues
— Can be very expensive
— Typically the Achilles Heal of many facilities

Physical
Security
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Key Security Program Ingredients

- Effective compliance monitoring and
reporting / Audit Proof
— Review of policies and procedures to ensure
compliance with applicable standards;

— Review of actual practices to ensure they are
consistent with the established policies and
procedures;

— Reporting (Incidents / Recovery Planning)
— Effective controls are in place.

Monitoring &
Reporting
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Technical Issues:

- Configuration Management
—  Configuration management is paramount in the ongoing
asset management, access control, and change control
functions for an effective security program.
—  Configuration control needs to address the identity of:
Critical assets;
Critical cyber assets, ports, services, etc.
Access points;
Inter-relationships of critical cyber assets;
People who have access to critical cyber assets.
—  Configuration management structures will require

adjustments for various asset types and operating
characteristics.
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Technical Issues:

Access Control
— Who has access to what?

- Access control involves people, assets, and authentication
processes here-to-for not typically addressed in identity
management or similar programs;

— How is access provisioned and de-provisioned?

— Assurance that synchronization is maintained between
authorized and actual access provisioning / de-provisioning
will be required and audited.
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Why ;hanqe Manage

Enterprise View

Business Rules Standards and
Requirements Regulations
Planning and Strategy
/ Documentation and Reporting \
/ Monitoring and Tracking \
/ Assets and People \
Risks Vulnerability || Incidents Requests Status Events
« Disaster Assessments ||+ server « New facility « New Blackstart | | o New
Recovery Plan compromised N « New Application designation employee
o loH Czpms « Virus nfecion {Mandatory + Update System « Employee
« Hurricane * unewponizeduser | |+ pos attack Changes « Restructure. Certification job change
+ New OIS . ;‘sf“‘:lem“ it ||° Una;‘)‘proved Domains . gsw « Equipment
insta + Porchi esignaion as fal
= + BrokenDoorlock ||, Unauthorized erthanges Crital Asset Software
patch
senver oom y Reclassification | | + Employee
/ Terminated
/
Management
« e ) 4 b | A a
Access Network Policy,Procedure, Disaster Exceptions Physical
Control || Infrastructure Workflow Preparedness ||* peeah, | Infrastructure
« Provisioning « Electronic perimeter ||« Training DR Plan « Emergency « Facilty Diagram
« Access Points | | s Access Points « Revised Security Policy DR Asset List Employee. « Server location
Permissions ||« Network Diagrams ||+ Access Conirol Polcy test B + Perimeter
« Application « Critical Asset List « Acceptable Use Policy « Emergency Configuration
Permissions implementation ||+ Access Points
« Information * Physical Security Plar
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Technical Issues:

Document Control;
— Infrastructure configurations;
—  Network design;
—  Floor plans of critical facilities;
— Incident response and recovery plans;
—  Testing results;
—  Asset information.
Operational Efficiency
—  Leverage technology through process automation and
effective controls;
—  Keepitsimple
—  Manage level of detail
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Cultural Issues:

Implementation of “New” Processes;
—  Access control granulation
—  Password management
—  Change management
—  Configuration management
—  Document management
—  Event monitoring and documentation
—  Software design
—  Testing
Organizational Responsibilities
—  Turf battles
—  Collaborative processes

12



——
DYONYX
— =

Key Deliverables:

- Policy & procedures (estimates);
— 20 Policies
— 40 Procedures
— 40 Documents (Reports, Logs, Drawings)
- Network design & configuration evaluation;

- Physical security initiatives;
- Organization restructuring;
- Training program.

——
DYONYX
— =

First Steps: How to Get Started?

- Conduct a NERC CIP Cyber Security Standard
Gap Analysis of the Existing Policies and
Procedures

- ldentify Critical Assets, Critical Cyber Assets,
Electronic Security Perimeters, and Physical
Security Perimeters

- Conduct a Design Level Review of the
Relevant Network Infrastructures
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Typical NERC Gap Analysis Work Plan

Document Gaps &
Recommendec
P Mitigation Strategy and
Remediation Acti
Plan @
Document A
Féigg:z:c SocuTelt el @ Perform Functiona I_ I
. Organizationa Organize Existing I | e
Regions Bl Responsibilities Policies Procedures g CERATEEBULD I cder\u:yc&bnveAn o
i ritical Cyber Assef
Ceillznes for Functicl & Documentati WERS Striekn U I
Regmts & 5 12 13 11
Schedules@ T L 4 | l
—_ —_——
Conduct Project T I_ ! |— Define Interim Asset I
Kickoff anjc Develop Detailed R NSE l Assess Network Change Contro & I
Standard I
Scope of Work —»{ Work Plan and Requirements I Ider\xfsysgrsmca\ —L‘pdat D;:'ygsr:cjlesc;fﬂfy& —»  Configuration
CUEER G\ Schedule@ by Functior 4 | 8 Perimeters |ssus DR I
Sessions ?g ) Process @
I_ [ — T I | onton 42 l
ion
Develop Risk- Identify Potential | —_ - _ooon#e —_d
I Based Critica Critical Assets
Assel & Critica and Target DPL Initial Target
' Y > ,l
} Cyber Asset Facilities for Infrastructures
Determination Survey &
Methodology 6 Analysie (7\
Option # ~

Level of Effort Attributes

- Size, complexity, and nature of
organization;

- Number and location of critical
cyber assets;

- Established provisions for physical
security of critical cyber assets;

- Current cyber security provisions
of networked infrastructures and
access control points within
electronic security boundaries;

- Compliance of existing policies
and procedures with standard;

- Availability of required technical
support systems.

72 Man Months
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Benefits

- Enhanced reliability and availability of the
bulk electric system;

- Improved incident response;

- Improved audit reporting;

- Optimized utilization of resources through

the implementation of risk management
concepts and alignment with CSFs;

- Investment in operational resiliency.
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