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NERC Reliability Readiness

CIP-002 & Risk-based Methods for Selecting
Critical Assets

DATE

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
© Burns & McDonnell 2006

Four Security Disciplines

• Cyber
– NERC Readiness 
– Secured SCADA/EMS/DCS Design

• Physical
– Asset Protection Standards
– Construction Management

• Structural
– Blast Analysis
– Structural Hardening

• Operational
– Grid Reliability Analysis
– Emergency Operations Procedures
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Critical Infrastructure Protection Clients

• Ameren
• Tri-State G&T
• Department of Defense
• Orlando Utilities 

Commission
• JEA
• MidAmerican Energy
• Kansas City Power & Light
• Hoosier Energy
• City Utilities
• Northeast Utilities
• PEPCO
• Southern Maryland Electric
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Challenges to Reliability
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Facilities

Interchange

Personnel

Protection & Control

Modeling & Analysis

Interconnection Reliability

Emergency 
Operations Critical

 Infrastructure
 Protection

Transmission Operations

BalancingComms
Voltage & 
Reactive

Transmission Planning

NERC Reliability Readiness

Security Integrated with New Standards
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The Challenge
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Strategic View of 
“Reliability Readiness Team”

CIP 002
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Risk-based Assessment Process
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Update ProcessSubstantive Testing / 
Security Diagnostic

Controls TestingPolicy Review

Integrate Corporate Functions: IT, HR, etc.

Documentation: Audit Findings, Remediation Plans, 
Updated Policies & Procedures

Transparency

Process 
Ownership

Audit

Operational Processes = Business Processes
Improve / Re-engineer based on Validation Results
Participation in Audits and Compliance
Process Control = Process Ownership

Maturation: Grow from informal to formal

Process Control Governance

Governance, Compliance & Regulatory Control are not the same
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“NERC CIP Compliance”

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
© Burns & McDonnell 2006

NERC CIP 002 and Beyond:

Critical Assets and Cyber Assets
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Risk Management 101: Risk Management starts with what is critical and ends 
with managing compliance plans.
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CIP 002 Challenge
• There is ambiguity in the process 

to determine critical assets

• Each utility may opt to approach 
this requirement differently

• Perceived cost of security 
remediation is dictating many 
utilities’ CA list as opposed to 
actually addressing criticality, by 
using a risk based methodology

• No standard for modeling

 
Pr ocess 

 

 
Or ganizat ion 

 
Technol ogy 
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Evaluation Criteria

Single-loss focus

Harder to qualify generation as critical 

Forces a one-size fits all approach

Utilizes multiple factors

Weighted questions based on unique 
design of entities 

Flexible for different “functions”

Entities can add, change, and/or 
delete “characteristics” without 
compromising integrity

Single FactorsCharacteristics

The NERC CIP 002 Standard never specifically requires a “single-loss” criteria. The term 
“Evaluation Criteria” refers to a combination of factors for determining criticality.
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CIP 002 

R1 Critical Asset Identification Method — The Responsible Entity shall 
identify and document a risk-based assessment methodology to use 
to identify its Critical Assets.

R1.1. The Responsible Entity shall maintain documentation 
describing its risk-based assessment methodology that includes 
procedures and evaluation criteria.

Our Process addresses the following:
A Risk-based Assessment Methodology
Distills the criteria to be used for selecting critical assets
Provides transparency for audit compliance
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CIP Process Walk-Through
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Main Screen
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AllocateAssets
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Gen1
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Gen2
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Gen3
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Gen4
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Gen5
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Gen6
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Gen7
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Gen8
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Trans2

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
© Burns & McDonnell 2006

Trans3
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Trans4

Atlanta, Chicago, Denver, Houston, Kansas City, Miami, Phoenix, San Diego, St Louis
© Burns & McDonnell 2006

Trans5
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Trans6
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Trans7
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Trans8
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CLoad1
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Cload2
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CLoad3
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CLoad4
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CLoad5
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Cload6
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Results
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Popup
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Results2
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Gen1
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Gen2



23

© Burns & McDonnell 2006

Gen3
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Gen4
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Gen5
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Gen6
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Trans1
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Trans2
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Trans3
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Trans4
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Trans5
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Trans6
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Trans7
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CLoad1
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CLoad3
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Results
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Results2
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Thank YouThank You
Ben Church, CISSP

Burns & McDonnell
bchurch@burnsmcd.com

Tobias Whitney, CISSP CISM
Burns & McDonnell
twhitney@burnsmcd.com


