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Four Security Disciplines

* Cyber
— NERC Readiness
— Secured SCADA/EMS/DCS Design

* Physical e ™ o
— Asset Protection Standards ' E
— Construction Management

e Structural

— Blast Analysis
— Structural Hardening

» Operational
— Grid Reliability Analysis

— Emergency Operations Procedures Rk managEMENT
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v Critical Infrastructure Protection Clients
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Where are your Critical
Cyber Assets?
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e Controllers, PLCs, and HMIs

— Emerson’s Migration path from WDPF
includes upgrading controllers with embedded

VxWorks.

— Controllers are IP enabled
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Critical Cyber Assets

Critical Cyber Asset Decision Flow
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Critical Cyber Assets
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Control Centers

Transmission Operations / SCADA
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ne RTUs
RTU Bridge / RTU Bridge / 5
Goncentrator Goncentrator Prepared by: Qracle
i A Burns & McDonnell Fiekd Data
TG 8370 TG 8970 RTU Configs
Conitel 2020 Conitel 2020 Historian Corp Proxy CannonTech
TGEGTO TGEOTO
Conitel 2020° Coritel 2020
Proprietary Teleayr DS
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For Modelirlg purpases
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EMS Host on a Manual Update Basis
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MS SQL Server
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Host Files
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EOMS API EOMS Application

Source Data Base
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Note: SDB has a connection lu all systems on the EMS natwork in

order to transmit “Networ
& McDonnell 2006
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Dual Homed Systems, IP-
enabled Controllers

and Vendors
.OH MY!

(Generation Critical Cyber Assets
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Controllers
Event Turbine Burner Bailer
Viewer

All units are IP-enabled devices
Ping Successful & Telnet Enabled
Controllers utilizing *nix flavor 0S -
VxWorks

CASE STUDY: Power Plant Critical Cyber Assets
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And now for something
completely different.....

(Substation Critical Cyber Assets
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CASE STUDY: Substation Automation

T
5
s Serial Conneciion
RS232
Modem Load Breaker
Tap Control
Changer Management FRAD
POTS
(TCPAP) TG8S78

TCPAP-

TGaAT9

i TCPAP
(Telnet;

"ol

Frame Relay
e N TCPAP
wnsm B Access Device (Telnet)
.
& ik 20
SEL X :
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DRMCC °0
DRMGG outputs data and
alarms on the auto- .
transformer. RS232
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control of pumps and
HMI valves on the transformer
Embedded Windows XP
Even Embedded XP has
services, ports, and
unnecassary applications.
Serial Connection Corporate
RS232 Network
RTU
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Secured Connectivity
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Thank You

N Tobias Whitney, CISM CISSP
ii ‘ Burns & McDonnell
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