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Software Requirements Specification 

1. Supervisory Control and Data Acquisition (SCADA)

SCADA is a sub-system of the Energy management System (EMS). Its primary function is serving as the dispatching and telemetry interface to QSE and TDSP organizations.

SCADA outputs will be used as inputs to the State Estimator application, Alarming Application, Load Frequency Control, Security Control and Economic Dispatch, the Dynamic Ratings Subsystem, Network Security Analysis, and other EMS and MMS applications.  Additionally, some elements of SCADA must be made available on the MIS to Market Participants. All future telemetry for both SCADA inputs and outputs must be provided from and to QSEs and TDSPs using ICCP.  
ERCOT currently monitors approximately 20,000 analog measurements, and 28,000 status measurements.  It is expected that compliance with nodal protocols will require the expansion of SCADA telemetered points to over 30,000 analog measurements and 40,000 status measurements.

ERCOT currently sends approximately 700 analog values using SCADA.  This number will increase to approximately 6900 analog values before Texas Nodal.  With Texas Nodal, ERCOT will initially be sending approximately 7900 analog values.
[Reliant:  an entire section on interfaces and data flows is needed to understand which systems receive data, evaluate and apply processes to data, send data out, and which systems are communicating with each other. Redundancy requirements of the protocols must also be addressed to assure proper fail over in case of hardware problems.]
[Reliant:  a requirement for internal data consistency provided through telemetry is required. Discussion of the checks that would be used as the basis for alarming should be set forth.]
1.1 Proposed System Scope

ERCOT plans to implement a new Nodal Market in 2009. Sections 3, 4 and 6 of the Nodal Protocols describe the requirements for SCADA. 

This document provides supplemental information to assist the SCADA provider in understanding  the requirements for SCADA and is intended to supplement the Nodal Protocols.  In case of conflict, the protocols govern. The requirements include:

· TDSP input data (including breaker status, switch status, dynamic ratings (including temperature and weather zone information),  Block Load Transfer data) and associated quality codes for each input
· QSE input data (including Resource Status) and associated quality codes
· ERCOT data override capability and appropriate setting of quality codes
· Outputs to and from QSEs (outputs from LFC)  

· Outputs to the MIS from the Dynamic Ratings Subsystem

· Alarming including status change detection, high and low limit monitoring, return to normal, and message categorization to facilitate routing of alarms to assignable work functions. 
· Stale data detection

· 
· Database structure modifications

· Inputs from WGR entities (data written to SCADA database). These inputs include meteorological information telemetered from WGR Entities.
· SCADA calculations, MVA,  (including hourly meteorological data, dynamic schedules, resource status)

· Multi-Source (primary/secondary automatic failover telemetry based on quality.
1.2 Business processes impacted

· Operations Support Engineering

· Operations Planning
· System Operations
· MIS

1.3 As Is and To Be Processes

1.3.1 As Is SCADA

An “As Is” Sub process map for Process and Monitor Telemetry was not available.

1.3.2 To Be SCADA
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Limits should be from NMMS and must be the same throughout ERCOT’s systems
1.3.3 Differences between the As Is and To Be

There  are changes to SCADA processing in the types and amount of data. There is the addition better of alarm processing on specific data elements establishing the alarming functions for all data coming from QSE and TDSP participants.

1.3.4 Standard SCADA functionality

SCADA’s primary functionality is to scan from and send to QSE and TDSP entities real-time and operational data via ICCP data links. It is the primary link between the EMS’s front end interface to outside entities and the EMS database. It does not transmit or process XML data or messages.

The SCADA application will receive both status and analog data from ICCP  and manually entered data.  For the purposes of this document, communication services are considered as part of “SCADA”.  When an analog measurement is received; SCADA will check data against reasonability limits, check time receipt for identification of stale data, perform conversion to engineering units if needed, assign quality codes, check measurements against alarm limits, alarm operators according to message category, and save data into the SCADA database for use by any other application.  When a status measurement is received, SCADA will check the new status against the last status of this measurement, assign a quality codes, and alarm operators if a status change is noted according to message category; SCADA will also support basic calculations of any number of other SCADA values.

1.4 Assumptions and Dependencies [ there are a lot of things SCADA is not.  Only specify what it is]
1) 
2) 
3) 
4) Supporting communication of data between ERCOT and Market Participants through ICCP and or RTU is still under study and this requirements document assumes that it is possible to communicate through both ICCP and RTU. [Reliant: I think TPTF made a decision on this during the week of 9-11 endorsing only ICCP}
5) ERCOT understands that the items indicated in Section(s) 6.5.7.1.13 (1)  includes telemetered data as well as modeling and calculated data. Normal status is modeling data and the MVA is calculated value within SCADA.
.
2. Definitions and Acronyms

2.1 Definitions

[Many of these definitions are different that the definition in the protocols.  These definitions can not change without a protocol changes  Please delete and reference the protocols only.]
Area Control Error (ACE) - A calculation of the MW correction needed to control the actual system frequency to the scheduled system frequency.
Base Point - The MW output level for a Resource produced by the SCED process.
Combined-Cycle Configuration - Any combination in which a combined-cycle power block can be operated as a separate Resource. Each possible configuration operated as a separate Resource has a distinct set of operating parameters, physical constraints, and Energy Offer Curve.
Combined-Cycle Configuration Number – Specifies the operating configuration of the steam and gas units of a combined-cycle generator.

Current Operating Plan (COP) - A plan by a QSE reflecting anticipated operating conditions for each of the Resources that it represents for each hour in the next seven Operating Days, including Resource operational data, Resource Status, and Ancillary Service Schedule. 

DSR Loads - A Load that a QSE designates to be followed by a Dynamically Scheduled Resource. 

Dynamically Scheduled Resource (DSR) - A Resource that has been designated by the QSE, and approved by ERCOT, as a DSR status-type and follows a DSR Load.
Electric Reliability Council of Texas, Inc. (ERCOT) - A Texas nonprofit corporation that has been certified by the PUCT as the Independent Organization, as defined in §39.151 of PURA, for the ERCOT Region.

Flexible Alternating Current Transmission (FACT) Devices – A category of transmission devices consisting of:

1) Static Var Compensator

2) Static Synchronous Compensator

3) Static Synchronous Generator

4) Static Synchronous Series Controller

5) Unified Power Flow Controller

6) Interface Power Controller

7) Thyristor Controlled Series Capacitor

8) Battery Energy Storage System

Generation Resource (See Resource)
Generator breaker status – The status of a generator’s breaker used to determine its on-line status
Generator DRS block – The status of the inhibit of a generator’s ability to provide down regulation
Generator DRS participation factor The percentage of a QSE’s down regulation allocated to a specific generator as assigned by the QSE.

Generator emergency ramp rate - The maximum rate of change in MW per minute of a Resource to provide Responsive Reserve that is deployed by ERCOT and that is provided to ERCOT in up to ten segments, each represented by a single MW per minute value (across the capacity of the Resource), which describes the available rate of change in output for the given range (between HSL and LSL) of the output of a Resource.
Generator Gross (with auxiliary) or net real power – The current output of the generator in MW
Generator High Emergency Limit – Limit established by the QSE describing the maximum temporary unsustainable energy production capability of the Resource. This limit must be achievable for a time stated by the QSE, but not less than 30 minutes. 
Generator High Sustained Limit- Limit established by the QSE, continuously updated in Real Time, that describes the maximum sustained energy production capability of the Resource.
Generator Low Emergency Limit– Limit established by the QSE describing the minimum temporary unsustainable energy production capability of the Resource. This limit must be achievable for a period of time indicated by the QSE but not less than 30 minutes.
Generator Low Sustained Limit- Limit established by the QSE, continuously updated in Real-Time, that describes the minimum sustained energy production capability of the Resource.
Generator Non-Spin designation/schedule – An indication of whether a generator is to provide non-spin reserve and its associated schedule
Generator normal ramp rate - The rate of change in megawatts (MW) per minute of a Resource, which is specified by the QSE to ERCOT by up to ten segments; each segment represents a single MW per minute value (across the capacity of the Resource) that describe the available rate of change in output for the given range (between HSL and LSL) of output of a Resource. 

Generator Reg-Down designation/schedule – An indication of whether a generator is to provide downward regulation and its associated schedule
Generator Reg-Up designation/schedule – An indication of whether a generator is to provide upward regulation and its associated schedule
Generator Responsive Reserve designation/schedule – An indication of whether a generator is to provide responsive reserve and its associated schedule
Generator RRS participation factor – The percentage of a QSE’s responsive reserve allocated to a specific generator as assigned by the QSE
Generator URS block – The status of the inhibit of a generator’s ability to provide up regulation
Generator URS participation factor – The percentage of a QSE’s up regulation allocated to a specific generator as assigned by the QSE
High Ancillary Service Limit (HASL) - A dynamically calculated MW upper limit on a Resource to reserve the part of the Resource’s capacity committed for Ancillary Service, calculated as described in Section 6.5.7.2, Resource Limit Calculator. 

High Emergency Limit (HEL) - Limit established by the QSE describing the maximum temporary unsustainable energy production capability of the Resource. This limit must be achievable for a time stated by the QSE, but not less than 30 minutes.
High Sustained Limit (HSL for a Generation Resource) - Limit established by the QSE, continuously updated in Real Time, that describes the maximum sustained energy production capability of the Resource.  

High Sustained Limit (HSL for a Load Resource) - Limit calculated by ERCOT, using the QSE-established Low Power Consumption.
Not an approved definition.  Please delete
[Do not implement SCADA values differently for Load Resources and Generator Resources.  The difference should be when defining a Resource and how its associated data is used in each application.]
LOAD RESOURCE breaker status  for Load Resource– A status indicating whether a LOAD LOAD RESOURCE is connected to the grid  The term LOAD RESOURCE is no longer used to describe a Load Resource,  Please change all references to Load Resource.
LOAD RESOURCEDRS participation factor – The percentage of a QSE’s down regulation allocated to a specific generator as assigned by the QSE
LOAD RESOURCELPC - Limit established by the QSE, continuously updated in Real-Time that describes the minimum sustained power consumption of the Load Resource.
LOAD RESOURCEMPC - Limit established by the QSE, continuously updated in Real-Time that describes the maximum sustained power consumption of the Load Resource.
LOAD RESOURCEMW – The current load at a Load Resource LOAD RESOURCE
LOAD RESOURCE Non-Spin designation/schedule – An indication of whether a LOAD RESOURCELOAD RESOURCE is to provide non-spin reserve and its associated schedule
LOAD RESOURCEReg-Down designation/schedule - An indication of whether a LOAD RESOURCELOAD RESOURCE is to provide down regulation and its associated schedule
LOAD RESOURCEReg-Up designation/schedule – An indication of whether a LOAD RESOURCE is to provide up regulation and its associated schedule
LOAD RESOURCErelay status – The status of a Load Acting As A Resource (LOAD RESOURCE) breaker used to determine its on-line status 

LOAD RESOURCEResponsive Reserve designation/schedule - An indication of whether a LOAD RESOURCE is to provide responsive reserve and its associated schedule
LOAD RESOURCERRS participation factor – The percentage of a QSE’s responsive reserve allocated to a specific LOAD RESOURCE as assigned by the QSE

LOAD RESOURCEURS participation factor - – The percentage of a QSE’s up regulation allocated to a specific LOAD RESOURCE as assigned by the QSE

Load - The amount of energy in MWh delivered at any specified point or points on a system.

Load Frequency Control (LFC) - Deployment of those Generation Resources that are providing Regulation Service to ensure that system frequency is maintained within predetermined limits and deployment of those Generation Resources that are providing Responsive Reserve Service when necessary as backup regulation. 
Load Resource (See Resource)

Load Serving Entity - An Entity that sells energy to Customers or Wholesale Customers and that has registered as an LSE with ERCOT. Load Serving Entities include Competitive Retailers (which includes Retail Electric Providers) and Non-Opt-In Entities that serve Load.
Locational Marginal Price (LMP) - The offer-based marginal cost of serving the next increment of Load at an Electrical Bus, which marginal cost is produced by the DAM process or by the SCED process. 
Low Ancillary Service Limit (LASL) - A dynamically calculated MW lower limit on a Resource to maintain the ability of the Resource to provide committed Ancillary Service. 
Low Emergency Limit (LEL) - Limit established by the QSE describing the minimum temporary unsustainable energy production capability of the Resource. This limit must be achievable for a period of time indicated by the QSE but not less than 30 minutes. 

Low Power Consumption (LPC for a Load Resource) - Limit established by the QSE, continuously updated in Real-Time, that describes the minimum sustained power consumption of the Load Resource. 

Low Sustained Limit (LSL for a Load Resource) - Limit calculated by ERCOT, using the QSE-established Maximum Power Consumption.    

Low Sustained Limit (LSL for a Generation Resource) - Limit established by the QSE, continuously updateable in Real-Time, that describes the minimum sustained energy production capability of the Resource.  

Maximum Power Consumption (MPC for a Load Resource) - Limit established by the QSE, continuously updated in Real-Time, that describes the maximum sustained power consumption of the Load Resource.  

Non-Spinning Reserve (Non-Spin) - An Ancillary Service that is provided through use of the part of Off-Line Generation Resources that can be synchronized and ramped to a specified output level within 30 minutes (or Load Resources that can be interrupted within 30 minutes) and that can operate (or Load Resources that can be interrupted) at a specified output level for at least one hour. Non-Spinning Reserve Service (Non-Spin) may also be provided from unloaded On-Line capacity that meets the 30-minute response requirements and that is reserved exclusively for use for this service. 

Off-Line - The status of a Resource that is not synchronously interconnected to the ERCOT System.
On-Line - The status of a Resource that is synchronously interconnected to the ERCOT System.
Qualified Scheduling Entity (QSE) - A Market Participant that is qualified by ERCOT in accordance with Section 16, Registration and Qualification of Market Participants, for communication with ERCOT for Resource Entities and Load Serving Entities and for settling payments and charges with ERCOT. 

Real-Time - The current instant in time.

Regulation Down Service (Reg-Down) - An Ancillary Service that provides capacity that can respond to signals from ERCOT within three to five seconds to respond to changes in system frequency.  Such capacity is the amount available below any Base Point but above the Low Sustained Limit of a Generation Resource and may be called on to change output as necessary throughout the range of capacity available to maintain proper system frequency. A Load Resource providing Reg-Down must be able to increase and decrease Load as deployed within its Ancillary Service Schedule for Reg-Down below the Load Resource’s Maximum Power Consumption limit.

Regulation Service - Consists of Regulation Up Service and Regulation Down Service. 

Regulation Up Service (Reg-Up) - An Ancillary Service that provides capacity that can respond to signals from ERCOT within three to five seconds to respond to changes in system frequency.  Such capacity is the amount available above any Base Point but below the High Sustained Limit of a Generation Resource and may be called on to change output as necessary throughout the range of capacity available to maintain proper system frequency.  A Load Resource providing Reg-Up must be able to increase and decrease Load as deployed within its Ancillary Service Schedule for Reg-Up above the Low Power Consumption limit.

Reliability Must-Run (RMR) Service - An Ancillary Service provided from a Reliability Must-Run Unit under an Agreement with ERCOT.

Reliability Must-Run (RMR) Unit - A Generation Resource operated under the terms of an Agreement with ERCOT that would not otherwise be operated except that it is necessary to provide voltage support, stability or management of localized transmission constraints under first contingency criteria where market solutions do not exist.

Resource

A term used to refer to both a Generation Resource and a Load Resource. “Resource” used by itself in these Protocols does not include a Non-Modeled Generator.

All-Inclusive Generation Resource

A term used to refer to both a Generation Resource and a Non-Modeled Generator.

All-Inclusive Resource

A term used to refer to a Generation Resource, Load Resource and a Non-Modeled Generator.

Generation Resource

A generator that is capable of providing energy or Ancillary Service to the ERCOT System and is registered with ERCOT as a Generation Resource. “Generation Resource” used by itself in these Protocols does not include a Non-Modeled Generator.

Load Resource

A load that is capable of providing Ancillary Service to the ERCOT System and is registered with ERCOT as a Load Resource.

Non-Modeled Generator

A generator that is: 

(1)
Capable of providing net output of energy to the ERCOT System; 

(2) 10 MW or less in size; and

(3) Registered with ERCOT as a Non-Modeled Generator, which means that the generator may not participate in the Ancillary Service or energy markets, RUC, or SCED.

Resource Status – The status of a generator or LOAD RESOURCE reported by the QSE

Generation Resource - A generator that is capable of providing energy or Ancillary Service to the ERCOT System and is registered with ERCOT as a Generation Resource. “Generation Resource” used by itself in these Protocols does not include a Non-Modeled Generator.
Load Resource - A load that is capable of providing Ancillary Service to the ERCOT System and is registered with ERCOT as a Load Resource.
Resource Status - The operational state of a Resource as provided in Section 3.9, Current Operating Plan (COP). 

Responsive Reserve - An Ancillary Service that provides operating reserves that is intended to: 
Arrest frequency decay within the first few seconds of a significant frequency deviation on the ERCOT Transmission Grid using governor response and interruptible Load; 

After the first few seconds of a significant frequency deviation, help restore frequency to its scheduled value to return the system to normal; 

Provide energy or continued Load interruption during the implementation of the Emergency Electric Curtailment Plan (EECP); and 

Provide backup regulation.

SCADA – In this document, SCADA consists of both the RTU interface and the ICCP interface (in the protocols, SCADA only refers to the RTU interface).
Status Codes—a consistent set of codes (developed by ERCOT, QSEs, and TSPs) that reflect current status of telemetered equipment.
Transmission and/or Distribution Service Provider (TDSP) - An Entity that is either a Transmission Service Provider or a Distribution Service Provider.

Transmission Service Provider (TSP) - An Entity under the jurisdiction of the PUCT that owns or operates Transmission Facilities used for the transmission of electricity and provides Transmission Service in the ERCOT Transmission Grid.

2.2 Acronyms and Abbreviations

ERCOT
Electric Reliability Council of Texas, Inc.

FACT
Flexible Alternating Current Transmission devices
HASL
High Ancillary Service Limit

ICCP
Inter-Control Center Communications Protocol (TASE.2 Standard)

IDA
Integration and Design Authority

LOAD RESOURCE
Load Resource

LFC
Load Frequency Control

LPC
Low Power Consumption

MPC
Maximum Power Consumption

MW
Megawatt

NERC
North American Electric Reliability Council

Non-Spin
Non-Spinning Reserve 

QSE
Qualified Scheduling Entity

Reg-Down
Regulation Down 

Reg-Up
Regulation Up

RRS
Responsive Reserve 

RTU
Remote Terminal Unit

SCADA
Supervisory Control and Data Acquisition

SCED
Security-Constrained Economic Dispatch

SME
Subject matter expert

TAC
Technical Advisory Committee

TDSP
Transmission and/or Distribution Service Provider

TSP
Transmission Service Provider

WGR
Wind Generation Resource

3. Functional Requirements

3.1 Inputs to SCADA
	Requirement ID
	SCD-FR1

	Requirement Name
	Telemetry

	Protocol Reference
	Section(s) 6.5.7.1.1

	Coverage of Protocol
	Full

	Traceability to Sub-Process
	COPS.P02.I-2 and I-1

	Sub-Process Element Coverage
	Partial

	Description:  SCADA telemetry shall receive the actual Real-Time status and output of Resources. [Reliant: list the elements that must be telemetered—MW, MVar…or reference a document (or the business requirements herein) that contain the data elements. Also see definition of status codes above—the use of such codes should be consistent across TSPs.]


	Requirement ID
	SCD-FR7

	Requirement Name
	Input data from TDSPs

	Protocol Reference
	Section(s) 6.5.7.1.13 (1), 3.10.7.4 (1); TAC Approved Telemetry Standards Document

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-2 and I-1

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall receive available telemetry for use by Network Applications:

· Transmission Electrical Bus voltages
· MW and MVAR pairs for all lines and transformers

· Actual breaker and switch status for all modeled devices
· Tap position for autotransformers
· MVAR for capacitor banks, reactors, and FACT devices
· ‘indication of ‘normal’ status’



	Requirement ID
	SCD-FR3

	Requirement Name
	Input Data from QSEs

	Protocol Reference
	Section(s) 6.5.7.2 (1);  6.5.5.2, 6.4.5 (2), 6.5.7.3 (1), 3.15.3 (4); TAC Approved Telemetry Standards Document

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-2 and I-1

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall receive generator-specific telemetry from QSEs:

· Net real power (in MW);

· Gross real power (in MW);

· Net Reactive Power (in MVar);

· Gross Reactive Power (in MVar);

· Power to standby transformers serving Plant auxiliary Load;

· Status of switching devices in the plant switchyard not monitored by the TSP or DSP affecting flows on the ERCOT Transmission Grid;

· Generation Resource breaker and switch status;

· High Sustained Limit; text reason why limit is different than normal 

· High Emergency Limit; text reason why limit is different than normal
· Low Emergency Limit; text reason why limit is different than normal
· Low Sustained Limit; text reason why limit is different than normal
· Ancillary Service Schedule for each Resource indicating quantity of Reg-Up, Reg-Down, Responsive Reserve and Non-Spin; and 

· Reg-Up, Reg-Down and Responsive Reserve Services Resource participation factors that represent how a QSE is deploying the Ancillary Service energy on a percentage basis to specific qualified Resource.

· Normal ramp rate

· Emergency ramp rate

· Block Reg-Up status

· Block Reg-Down status

· Combined-cycle configuration number

· Resource Status

SCADA shall receive LOAD RESOURCE-specific telemetry from QSEs:

· Ancillary Service Schedule for each quantity of Reg-Up, Reg-Down, Responsive Reserve and Non-Spin 

· Net real power (in MW)

· Relay status

· Breaker status

· LPC

· MPC

· Reg-Up, Reg-Down and Responsive Reserve Services participation factors

SCADA shall also receive the following QSE data:
· System frequency

· Dynamic resource schedules by load area 

· Dynamic load schedules by load area


	Requirement ID
	SCD-FR5

	Requirement Name
	Frequency Inputs 

	Protocol Reference
	Section(s) 6.5.7.6.1 (3)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-1, I-2, and P-1

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall receive frequency measurements from real time telemetry as well as from Time receivers located at Austin and Taylor sites. 


	Requirement ID
	SCD-FR8

	Requirement Name
	Dynamic Ratings

	Protocol Reference
	Section(s) 3.10.8 (2)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-1, P-3, and P-2

	Sub-Process Element Coverage
	Partial

	Description: SCADA shall accept Dynamic Ratings received from other EMS applications and telemetry into limit analogs consisting of Normal Rating, Emergency Rating and 15-Minute Ratings.  [Reliant:  add “SCADA must be able to alarm when excursions to these ratings occur.”]
 


	Requirement ID
	SCD-FR12

	Requirement Name
	BLT Inputs

	Protocol Reference
	Section(s): 6.5.9.5 (i)

	Coverage of Protocol
	Full

	Traceability to Sub-Process
	COPS.P02.I-1 and I-2

	Sub-Process Element Coverage
	Partial

	Description: SCADA shall receive telemetry on switching devices at Block Load Transfers’ points.


	Requirement ID
	SCD-FR17

	Requirement Name
	WGR Meteorological Telemetry

	Protocol Reference
	Section(s): 3.13 (1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-1 and I-2

	Sub-Process Element Coverage
	Partial

	Description:  The SCADA function shall receive telemetered meteorological information (wind speed and direction) from WGR Entities. SCADA shall also calculate hourly average meteorological data for the wind speed and direction for each WGR based on the telemetered meteorological data from WGR.


3.2 Output Data to QSEs
	Requirement ID
	SCD-FR4

	Requirement Name
	Base Point Outputs to QSEs 

	Protocol Reference
	Section(s) 6.5.7.4 (1), 6.3.2 (2)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-5

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall pass Base Point information to the QSE representing each Resource that includes the following information (data received from LFC):

Resource identifier that is the subject of the Dispatch Instruction;

Status indicator providing notice of Responsive Reserve Deployment requesting dispatch above the Resource’s HASL;

Time of the Dispatch Instruction  

Base Point MW;
Status indicator providing notice of pseudo unit dispatch above the Resource’s HASL;

SCADA shall pass Emergency Base Point information to the QSE representing each Resource that includes the following information (data received from LFC):

Resource identifier that is the subject of the Dispatch Instruction;

Time of the Dispatch Instruction  

Base Point MW;

Duration

The Base Point information shall be transmitted to the QSE via the ICCP interface as a single data packet.  Also, the Emergency Base Point information shall be transmitted to the QSE via the ICCP interface as a single data packet.  All Emergency Base Point and Base Point data is sent to SCADA from LFC.


	Requirement ID
	SCD-FR9

	Requirement Name
	Sending LMPs to QSEs

	Protocol Reference
	Section(s) 6.5.9.2 (2) and 6.5.9.4.2

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P07.I-5

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall send all resource node LMPs to all QSEs after they are received from LFC.  not every 4 seconds [Reliant: Shouldn’t QSEs only get the LMPs for Resource Nodes that they ‘represent’? Also, all LMPs are then posted to the MIS. A mention of where will this aggregation/posting process will happen is required (but may be better placed in the MMS system document.]


	Requirement ID
	SCD-FR6

	Requirement Name
	Reg and RRS Outputs to QSEs

	Protocol Reference
	Section(s) 6.5.7.6.1 (4); 6.5.7.6.2.2 (11), 6.5.7.6.2.1 (8)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-5

	Sub-Process Element Coverage
	Partial

	Description:  Regulation and Responsive Reserve control signals shall be sent by SCADA to the QSE  Those Dispatch Instructions shall contain the MWs output requested.   The Dispatch Instructions shall contain the change in MW output requested of the QSE assuming all Resources are at their last Base Point issued by SCED. 


3.3 Other Functionality
	Requirement ID
	SCD-FR25

	Requirement Name
	Data Availability Statistics 

	Protocol Reference
	Sections 3.10.7.4, 8.1 (3) and 8.3 (1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-1, I-2, and P-1

	Sub-Process Element Coverage
	Partial

	Description SCADA shall provide availability statistics on a point by point basis and on an aggregated basis.  EMS displays shall be provided to show hourly, daily, monthly, and quarterly availability statistics on a point by point basis and on an aggregated basis. Each of these displays shall have sorting and filtering tabs  Availability statistics shall be archived.


	Requirement ID
	SCD-FR24

	Requirement Name
	Summary Displays and Tables 

	Protocol Reference
	Section 3.10.4

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.P-2

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall provide a summary display for each of the following:

a. suspect status points

b. suspect analog points
c. stale points
d. disabled points 
e. Manual override points
 Each of these displays shall have sorting and filtering tabs.  All summary tables shall be archived.


	Requirement ID
	SCD-FR23

	Requirement Name
	ICCP Link Availability Statistics 

	Protocol Reference
	Section(s) 3.10.7.4, 8.1 (3) and 8.3 (4)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-1 and P-1

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall provide ICCP link availability statistics.  EMS displays shall be provided to show hourly, daily, and monthly availability statistics for each ICCP link.  Availability statistics shall exclude planned outages.  Availability statistics shall be archived.


	Requirement ID
	SCD-FR22

	Requirement Name
	Critical Data Availability Statistics 

	Protocol Reference
	Sections 3.10.7.4, 8.1 (3) and 8.3 (1)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-1, I-2, and P-1

	Sub-Process Element Coverage
	Partial

	Description SCADA shall uniquely identify critical data points and provide separate availability statistics on a point by point basis.  EMS displays shall be provided to show hourly, daily, monthly, and quarterly availability statistics on a point by point basis and on an aggregated basis.  Each of these displays shall have sorting and filtering tabs.  Availability statistics shall be archived.


	Requirement ID
	SCD-FR21

	Requirement Name
	NERC Monitoring Requirements

	Protocol Reference
	Sections 6.5.2, 6.5.1.1, 6.5.1.2

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.P-3 and I-6

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall include necessary displays and alarming capability to support monitoring needs to meet NERC Reliability Standards.


	Requirement ID
	SCD-FR20

	Requirement Name
	Interface to ERCOT Custom Applications

	Protocol Reference
	Section 3.1.2

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.P-2

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall interface to existing ERCOT custom applications (such as RTMONI) in the new system. Please note that our current load forecast is dependent upon RTMONI calculations to support the weather zone calculations. [Reliant:  Please note that 3.10.8.2 requires ERCOT to define a set of tables to implement dynamic characteristics provided by the TSPs for selected transmission lines.  Thus, although RTMONI does weather zone calculations, additional capability is required to process temperature.  Included in this requirement is the ability to link dynamically provided temperature data (from TSPs) to populate a table for dynamic ratings.  Specifically, 3.10.8.2(2) requires:  “ERCOT shall link each transmission line defined in these tables to one SCADA point providing the temperature used to calculate Dynamic Ratings.  Each TSP shall provide a current temperature for each applicable Weather Zone through SCADA telemetry.  ERCOT shall determine the appropriate rating based upon the telemetered temperature, and adjust the Normal Rating, Emergency Rating, and 15-Minute Rating within five minutes of receipt for the next Operating Hour.  ERCOT shall use the Dynamic Ratings in its SCADA alarming, real-time Security Analysis, and SCED process.  On loss of telemetry, the TSP shall manually provide updated temperatures to ERCOT for entry in the SCADA system.”  This means that an interface is required for this custom application---and that such a custom application needs to be scoped out in this document. Alternatively, this document should contain a reference for the location of this requirement if it exists in another document.  (Note that under 3.10.8.5 the weather zone temperature information must be available in real time—and at a minimum, updated every 10 minutes.)
Note further that the temperature information to support dynamic ratings must also be made available to Market participants under 3.10.8.4 which stipulates that ERCOT shall:  “(a) Provide software and processes that allow secure access for TSPs and Market Participants and that maintains a log of data provided and the actions of the TSP and ERCOT, to implement the Dynamic Ratings as described above; (b) Use Dynamic Ratings for alarming, compliance with ERCOT and NERC requirements, and SCED purposes in both Real-Time Operations and operational planning…”.  Thus, this document needs to scope out links to these tables for other ERCOT systems and links to the MIS for this information.
Moreover, it is likely that the SCADA interfaces for the wind data will also be custom applications. So if the document intends to separate all custom applications—perhaps they should all be in one section.



	Requirement ID
	SCD-FR13

	Requirement Name
	Standard SCADA functionality

	Protocol Reference
	Section 3.10.4

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.I-1 to I-6, and P-1 to P-3

	Sub-Process Element Coverage
	Partial

	Description:  EMS Vendor shall assure all the standard SCADA functionality exising in their current EMP2.2 platform shall be included in the new system.  [Reliant:  all functionality needs to be set forth in this document so that reviewers and system designers are on ‘common ground’ when it comes to expectations.]


	Requirement ID
	SCD-FR18

	Requirement Name
	Temporary Override Flag

	Protocol Reference
	Section 3.10.7.4.1 (4)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.P-2

	Sub-Process Element Coverage
	Partial

	Description:  For each SCADA status point that has a tag, an operator enterable flag shall be available, that when set, shall automatically remove a manual override if the associated data quality flag returns to a valid condition code.  Once the telemetry returns to valid, the tag shall be removed and the operator enterable flag shall be reset.

[Reliant:  additional discussion of data validation is required. Please see comment at beginning of document.]


	Requirement ID
	SCD-FR10

	Requirement Name
	Stale Data Processing

	Protocol Reference
	Section(s): 6.5.7.1.13(a)

	Coverage of Protocol
	Full

	Traceability to Sub-Process
	COPS.P02.P-1

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall indicate that real-Time input data is stale if that data value has not been updated for more than 20 seconds.  
Note: ERCOT intends that the vendor assess the impact of this requirement on the processing requirements including any conflicts with reporting by exception. 




	Requirement ID
	SCD-FR2

	Requirement Name
	Manual Override

	Protocol Reference
	Section(s) 6.5.7.1.5

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.P-2

	Sub-Process Element Coverage
	Partial

	Description:  There shall be the capability for the ERCOT operators to override SCADA telemetry from one-line diagrams and station tabular displays to correct erroneous breaker and switch status before that information is processed by the Network Security Analysis for the next SCED interval.  


	Requirement ID
	SCD-FR11

	Requirement Name
	Automatic tagging of Override Points

	Protocol Reference
	Section 3.10.7.4

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.P-2

	Sub-Process Element Coverage
	Partial

	Description:  When an operator overrides a telemetered SCADA point, a tag shall be automatically created if no tag exists for that telemetered point. Provision shall be made to require the operator to enter the reason for the change and the operator name.  The system shall automatically enter the console name on the tag.  The system shall create an entry in the tag summary upon completion of a tag entry.  All tags shall be archived.


	Requirement ID
	SCD-FR14

	Requirement Name
	ICCP Quality code processing

	Protocol Reference
	Section(s): 3.10.7.4 (3); 3.10.7.4 (1) & (3) and TAC Approved Telemetry Standards Document

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.P-1

	Sub-Process Element Coverage
	Partial

	Description:  Per the TAC approved Telemetry Standards Document, SCADA shall process the following quality codes associated with ICCP status and analog data:
1. Valid – represents analog or status the market participant considers valid

2. Manual – represents a analog or status entered manually at the market participant (not received from the field electronically)

3. Suspect - Represents a analog or status in which the market participant is unsure of the validity 

4. Invalid – Represents an analog or status, which the market participant has identified as out of reasonability limits.

5. Communication failure – informs ERCOT that due to communications failure, the analog or status provided ERCOT is not current

SCADA shall produce an alarm when a point goes from a valid to an invalid state.

SCADA shall produce an alarm when a point goes from an invalid to a valid state.

SCADA shall convert data condition codes from each TDSP and QSE in a consistent manner for all applicable ERCOT applications.


	Requirement ID
	SCD-FR15

	Requirement Name
	Database structure modification

	Protocol Reference
	Section(s): 3.10.7.4 (1) and TAC Approved Telemetry Standards Document

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.P-2

	Sub-Process Element Coverage
	Partial

	Description:  The SCADA function shall provide on-line editing tools and screens to allow an EMS Analysts to add, remove, and edit data points telemetered from QSEs and TDSPs. 


	Requirement ID
	SCD-FR16

	Requirement Name
	SCADA ICCP scan rate

	Protocol Reference
	Section(s): 3.10.8.1 (1)

	Coverage of Protocol
	Full

	Traceability to Sub-Process
	COPS.P02.I-1 and I-2

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall receive the following TSP dynamic ratings (for each Line ID—including the “From station” and the “to station” and other Transmission Elements (insert list)) data via ICCP every 10 seconds:

1)  Normal 
2) Emergency
3) 15-Minute 

SCADA shall receive all status and analog inputs from QSEs every 2 seconds

SCADA shall receive all status and remaining analog inputs from TSPs every 10 seconds

SCADA shall send all outputs to QSEs every 4 seconds.



	Requirement ID
	SCD-FR19

	Requirement Name
	Data for study State Estimator

	Protocol Reference
	Section(s): 3.10.4 (3)

	Coverage of Protocol
	Partial

	Traceability to Sub-Process
	COPS.P02.P-2

	Sub-Process Element Coverage
	Partial

	Description:  SCADA shall make available all Real-Time ICCP and SCADA data to the production study State Estimator function.


4. Supplementary Requirements

	Requirement ID
	SCD-SR1

	Requirement Name
	SCADA Processing 

	Requirement Type
	Performance

	Description:  SCADA shall perform all data processing within 1 second.  Processing shall include the time from a limit change to the time the limit processing is completed and if a violation occurs, the violation is posted to the alarm/event system. 


	Requirement ID
	SCD-SR2

	Requirement Name
	Data Availability

	Requirement Type
	System and Communication

	Description:  SCADA shall monitor the availability of ICCP links. The cumulative availability in percentage shall be calculated for each hour, day and month. SCADA shall alarm if the availability falls below the pre-set monthly threshold. Availability thresholds shall be configurable by ERCOT Analysts. Initially these thresholds shall be configured as follows:

· TDSP ICCP links shall achieve a monthly availability of ninety-eight (98%) percent, excluding approved planned outages. 

· QSE ICCP links shall achieve a monthly availability of ninety-nine point ninety-nine (99.99%) percent, excluding approved planned outages.  

Availability will be measured based on end-to-end connectivity of the communications path and the passing of Real-Time data.  A link will be considered as available when at least the predefined percent (configurable by an ERCOT  Analyst and initially set to eighty-five (85%)) of the data defined on that link is successfully transferred to ERCOT with a valid or manual quality code. The current and previous month’s availability data shall be stored in EMS database and shall be viewable through EMS user interface.


	Requirement ID
	SCD-SR3

	Requirement Name
	Process Redundant Links

	Protocol Reference
	System and Communication

	Description:  SCADA shall process fully redundant data communication links (ICCP or RTU) between the EMS and TSPs and QSEs. 


	Requirement ID
	SCD-SR4

	Requirement Name
	No degradation in performance

	Requirement Type
	Performance

	Description:  There shall be no degradation in the performance of ERCOT systems as a result of the SCADA functions execution under full volume processing. 


	Requirement ID
	SCD-SR6

	Requirement Name
	Online User Documentation and Help System Requirements

	Requirement Type
	Training and Documentation

	Description:  The delivered software shall support exception handling, error detection and diagnostic tools sufficient to support the functional requirements of this document to ERCOT’s satisfaction. [Reliant:  agree with the premise, but the description needs to be more specific.  Where are these functions applicable?] User and operator software messages shall be formatted in plain English and generated at the application level (for each and every application) and not at the OEM software level (ORACLE, UNIX, etc.) 




	Requirement ID
	SCD-SR7

	Requirement Name
	Software User guides

	Requirement Type
	Training and Documentation


Description:  The SCADA supplier shall provide Software Reference Design Guides documents including the following information:


In-code documentation and annotations:


ERCOT will identify all the customs implemented internally as ERCOT_XXXXXX.

There will be a comment in the comments section of each subroutine that is changed for this purpose.


Single line changes will have inline comments noted as with ERCOT_XXXXXX


Custom code description documents:


ERCOT requires an additional document that describes each of the customs done by SUPPLIER that includes the following information:

	1.1.1. Custom Name / Developer's name /Date Implemented

1.1.2. Brief design description or definition of the custom 

1.1.3. List of files affected by this custom (code set name and file name)  

1.1.4. List of displays affected by this custom  (DDL name and picture name) 

1.1.5. List of database fields added (Table name and field name)

There will be one document for each EMS subsystem (SCADA, RTCA etc.). These documents shall be provided in addition to supplier standard documentation.


	Requirement ID
	SCD-SR9

	Requirement Name
	Provision for maintenance

	Requirement Type
	Maintenance

	Description:  Provision for maintenance, tagging, information display, communication management, logging, and calibration to ERCOT’s satisfaction shall be required.

[Reliant: this needs additional clarification.  Also, all interfaces with this system from a user standpoint (i.e. operator, engineer) need to be described.]



	Requirement ID
	SCD-SR10

	Requirement Name
	Database Sizing

	Requirement Type
	System and Communication

	Description:  The SCADA application shall be sized to process 60,000 status points and 35000 analog points per second”.



	Requirement ID
	SCD-SR11

	Requirement Name
	Performance

	Requirement Type
	System and Communication

	Description:  SCADA failover time shall not exceed five minutes.  



5. Protocol Coverage

	Protocol Sub-Section # (To the lowest level of granularity as possible)
	Section title
	Coverage by Requirements

(Full/Partial)

	3.10.4 (3)
	ERCOT Responsibilities
	Partial 

	3.10.7.4 (1)
	Telemetry Criteria
	Partial

	3.10.8 (2)
	Dynamic Ratings
	Partial

	3.10.8.1 (1)
	Dynamic Ratings Delivered via ICCP
	Full 

	3.10.8.1 (2)
	Dynamic Ratings Delivered via ICCP
	Partial [Reliant:  We attempted to remedy deficiencies in this area under SCD FR20. if those comments are accepted, we would agree with the ‘partial’ characterization used here.] 

	3.13 (1)
	Renewable Production Potential Forecasts
	Partial

	4.2.2 (3)
	Wind-Powered Generation Resource Production Potential
	Partial

	6.3.2 (2)
	QSE Output
	Partial

	6.5.5.2
	Operational Data Requirements
	Partial

	6.5.5.2 (2)
	QSE Inputs
	Partial

	6.5.7.1.1
	Telemetry
	Partial

	6.5.7.1.13(a)
	Stale Data
	Full

	6.5.7.1.5
	Override
	Partial

	6.5.7.2 (1)
	Operational Data Requirements
	Partial

	6.5.7.3 (1)
	Security Constrained Economic Dispatch
	Partial

	6.5.7.4 (1)
	QSE Output
	Partial

	6.5.7.6.1 (3)
	LFC Output
	Partial

	6.5.7.6.1 (4)
	Reg and RRS
	Partial

	6.5.7.6.2.1 (8)
	Regulation
	Partial

	6.5.7.6.2.2 (11)
	RRS Deployment
	Partial

	6.5.9.5 (i)
	BLT Inputs
	Full


Reliant:  which documents contain the remainder of the requirements for the items that are partially covered?
6. Sub-Process Coverage

	Sub-Process ID
	Sub-Process Name
	Coverage by Requirements

(Full/Partial)

	I-1
	COPS.P02ProcessMonitorTelemetry_V1
	Partial

	I-2
	COPS.P02ProcessMonitorTelemetry_V1
	Partial

	I-3
	COPS.P02ProcessMonitorTelemetry_V1
	Partial

	I-4
	COPS.P02ProcessMonitorTelemetry_V1
	 

	I-5
	COPS.P02ProcessMonitorTelemetry_V1
	Partial

	I-6
	COPS.P02ProcessMonitorTelemetry_V1
	Partial

	P-1
	COPS.P02ProcessMonitorTelemetry_V1
	Partial

	P-2
	COPS.P02ProcessMonitorTelemetry_V1
	 

	P-3
	COPS.P02ProcessMonitorTelemetry_V1
	Partial


Reliant:  Do these reference back to settlement requirements documents?  Where is the document called COPS.P02ProcessMonitorTelemetry_V1?
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