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	ERCOT/Market Segment Impacts and Benefits


Instructions:  To allow for comprehensive SCR consideration, please fill out each block below completely, even if your response is “none,” “not known,” or “not applicable.”  Wherever possible, please include reasons, explanations, and cost/benefit analyses pertaining to the SCR.
	

	Assumptions
	1
	Market Participants will not have to make system changes

	
	2
	The website enhancements do not replace the current email notification and will support any e-mail notification enhancement coming from CCWG relevant for the ERCOT website.    

	
	3
	The Market as well as ERCOT will benefit because it allows ease of management of data in relation to planned or unplanned outage. 

	
	4
	Will reduce calls to ERCOT helpdesk/Staff.

	
	5
	If ERCOT’s email server is down it will allow Market Participants to view this site for relevant 
data associated to the outage.

	
	6
	It is extremely difficult for MPs to keep up with the system outage information received from ERCOT. This will make it less likely for a MP to miss a significant e-mail in that the MP will have a place to go and look for the outage info. 

	
	7
	The outage problems are very significant and we need a centralized repository for this important info. Too important to rely solely on e-mail. Implementation of this SCR will assist MPs in managing work around these instances.

	
	8
	Market Participants need to be able to have a place on the website that allows communication (contact info) in the event of an outage when ERCOT was not aware one existed. 

	
	9
	These web enhancements once implemented will serve as a second layer for the current notification process for outages. This is critical for those times the ERCOT e-mail server is out and would assist ERCOT Client Services during times they can’t immediately respond and send out an outage notification to the listserves. 

	
	10
	This should help MPs and ERCOT keep track of the outages and maybe even help identify similar types of outages  

	
	
	

	

	
	Impact Area
	Monetary Impact

	Market Cost
	1
	Market Participant
	$0

	
	2
	
	

	
	3
	
	

	
	4
	
	

	

	
	Impact Area
	Monetary Impact

	Market Benefit
	1
	Proactive visibility for planned and unplanned outages from a centralized location
	Estimate provided for 2 companies at approximately 5 hours per month for 10 resources total. This is a savings of monthly savings of $3250.00 for 2 companies.  

	
	2
	MPs would have to have fewer resources involved in monitoring outage info. 
	Unable to provide estimate. 

	
	3
	
	

	
	4
	
	

	

	Additional Qualitative Information

	1
	Currently many MP resources are involved in day to day transaction efforts. Resources change for this effort at many companies and while most are on the ERCOT listserves it is highly likely that not all transaction/IT support resources are on a listserve. For those that are not (maybe holiday or after hours support), and they get 997 errors they can then go to the ERCOT site and see an outage is in progress. 

	
	2
	Allows the MP to be proactive and check on the site to see if an outage is in progress before calling ERCOT. 

	
	3
	Will allow ERCOT IT to continue to provide info on the site about a unplanned outage in progress…ex: “to be restored in 45 minutes…TCH is down but NAESB is up”  

	
	4
	Would allow MP resources to be able to check the ERCOT site for unplanned outage info  

	

	Other
	1
	ERCOT web developer will have to modify the existing site. 

	Comments
	2
	

	
	3
	

	
	4
	

	


	Comments


Background:
SCR748 includes high level system requirements for ERCOT to enhance their website with system outage/failure information. This would assist Market Participants (MP) that must manage data processing affected by these outages. Instead of keeping up with the current email notifications the MPs would be able to view the outage information on the ERCOT website. Implementation of the SCR would not impact the current email notifications.   
COPS Communication Working Group (CCWG) has been developing standards and improvements for email notifications related to ERCOT system outages. The log detailed in SCR748 is the same log as identified in the work for CCWG however the email notification enhancements and other work related to ERCOT system outages being determined by CCWG is not impacted by the implementation of SCR748.    
The following comments are being provided in response to the High Level Impact Analysis from ERCOT for SCR748 which was presented at the May RMS meeting. At that meeting ERCOT Security noted that providing detailed outage information including system names on ERCOT.com could place ERCOT at risk. Therefore, ERCOT security suggests the use of TML in lieu of ERCOT.com. 
TDTWG Response:
The use of TML for this purpose is not recommended. Using the website for SCR748 requirements but allowing the information to be displayed in generic terms (in compliance with ERCOT security policies) would better meet the needs of MPs.   
Basis for not using TML:  
· Using the ERCOT website for system outage information would be very valuable in instances when ERCOT or a MPs email server is down. 
· TML is occasionally unavailable and if TML is unavailable the information would not be able to be accessed and we are back to relying solely on email notifications for this information.  
· ERCOT web is very reliable and rarely unavailable.  
· From past experience it appears that TML is difficult/costly to maintain. Some MPs do not use TML unless absolutely necessary. 
· TML requires a digital certificate for access. MPs want this information available to their employees without having to request and have digital certificates provided to them. Many technical employees do not need access to customer data that is provided by digital certificates. A new certificate role could be created to address this item.
· Acquiring Digital certificates can be a lengthy process. 
· Using TML for this purpose would significantly increase the number of digital certificates in the market which would cause the annual Digital Certificate audit even more cumbersome.  
The following information includes details for each requirement of the SCR which are thought to be compliant with ERCOT security while using the web for some requirements. 
Note: the log could be maintained/updated on TML or wherever ERCOT security determines is the best location for this type information. All other items (alert, planned outage calendar, text field) in SCR748 would be on the ERCOT website.
Summary: SCR748 includes high level requirements for:
1. Log of past outages
2. Alert notification of unplanned outage in progress
3. Calendar (month at a glance) for planned outages
4. Text for ERCOT to be able to provide details during an outage
1.  Log of past outages 
The outage log was suggested in the SCR as a repository tool for ERCOT to log unplanned outages. This would help provide visibility to which systems and processes experience the most outages/failures in an effort to identify areas most problematic. This would help ERCOT make improvements or help the Market initiate Revision Requests for improvements accurately and appropriately. 
It was originally thought the outage notification emails were public information, therefore posting this information would not have been an issue. Additionally, the log would not be considered time sensitive critical information for MPs processing data. Therefore, since ERCOT Security has determined the log information is sensitive, it should only be made available to MPs or those parties managing MP data.  
In lieu of posting to the website the following suggestions are being offered. ERCOT should determine which methods are most preferred. 
Suggestions include: 
· The log does not have to be posted to the website but can be made accessible to MPs upon request with X days notice. Could be done by contacting Client relations.  
· ERCOT could manage the log and make it available quarterly or even monthly and provide to RMS, COPS, TAC, etc... 
· ERCOT could provide the log annually and have it categorized by type of failure, type of error, duration, etc... Would assist Market Subcommittees in determining if market improvements should be made.  
· If made available on the website, could be security protected if access is granted to MPs or access for viewing by ERCOT personnel only, maybe by the use of a log in. 
· Log data should include: dates, duration, generic application names, root cause ex: hard ware, human error, app error). Note: see CCWG requirements for the log included in COPMGRR002. 
· If there is no other solution, the log could be accessed through TML.
For market meeting discussions, ERCOT should also determine their preference for making log data available to the Market. 
Note: CCWG work would need to include the log not being displayed on the web as well. 
In addition, the log could support wholesale outages as well as retail outages or just retail outages.
2. Alert notification
This is probably the most vital information identified in the SCR. Based on discussion and information provided at the May 10 RMS meeting, it is believed that ERCOT security risk assessment recommendation allows for the “alert” status/posting of ERCOT system outage information in a generic form including generic names. Suggestions include:
· A generic form would include providing information to the market including system information for alert status. ERCOT should determine the best options but some possibilities include: 
· Registration system instead of Siebel
· Retail transaction receiving/transmitting instead of NAESB
· Transaction processing instead of PaperFree
· TCH could be used since TCH is already a generic name (verified by ERCOT IT)
· Most easily accessible and preferred solution for MPs would be to provide on non secure site on ERCOT.com.
· Alert should be initiated as soon as possible and run through the duration of the outage (web service limitations should be evaluated). 
· Could be a scrolling message on the Communication tab under the Services link on ERCOT.com (http://www.ercot.com/services/comm/index.html)
· Alert message could be specific to retail processing/systems or could include both retail and wholesale.  
· Once systems are available, ERCOT should have the log updated with the unplanned outage information within X to Y days,. 
3.  Planned Outage Calendar
The planned outage calendar was originally considered for those items “in scope” for the Retail Market Transaction Processing Service Availability (aka SLA). Additional systems have been added for the planned outage calendar that are not included in the original SLA. For a complete list of systems in scope for the planned outage calendar reference the SCR748. 
Suggestions for the calendar include:   
· Calendar could be displayed on ERCOT.com with security log in if needed. 
· Calendar should resemble a month at a glance with days highlighted for days for planned outages (see details in the SCR748 for additional requirements/information)
· SCR748 includes requirements for the calendar to display the planned outage information (generically) if a MP clicked on the date. ERCOT should determine what level of information could be displayed. 
· From a MP perspective, at a minimum, information that would be very helpful for each planned outage includes: 
· estimated length of outage: 12 hours verses 36 hours 
· MP type affected: CRs and TDSP or QSE
· Is ERCOT able to send and receive transactions during the outage (is NAESB down)
· Processes affected (if systems cannot be identified the identified processes down (ex: if TML down, then state “reports not accessible through market link”). 
4. Ability for ERCOT to provide to the Market a Text message related to system outage
This requirement would provide ERCOT with a mechanism to let the market know needed details related to an unplanned outage as soon as possible. 
Note:  This may be the same method as the “alert”. ERCOT should determine additional details for this requirement since it was suggested by ERCOT.  
In addition to proposing revisions to the business case, TDTWG suggests the following revisions to the System Change Description on the RMS Recommendation Report. 
	System Change Description
	To add functionality on the ERCOT website for:
· Calendar of dates/times for planned outages affecting retail.
· Unplanned Outage Alert with web message capability 
· 
· Log of outages
· 



	Business Case for Proposed System Change



Issue:
Currently the only method used by ERCOT to provide information to the Market regarding ERCOT system outages and failures is provided via e-mail. 
It is recommended that a central location for outage information is needed and that this information should be kept on the ERCOT website. 
Proposed website enhancements include:
· Calendar for ERCOT planned outages
· Posting an “Alert” on the website for an ERCOT unplanned outage while in progress
· Log of ERCOT outages 
Resolution:
All details identified are intended to be enhancements to the communication process. The current ERCOT e-mail notifications should continue. The concept of an “alert” of a current ERCOT unplanned outage in progress as well as a planned outage calendar and a log shall in no way replace the e-mails.  
High Level Details for Planned Outage Calendar
· Calendar of planned outages posted on the ERCOT website
· Calendar should look like a calendar (month at a glance)
· Calendar would have dates highlighted if the date includes an ERCOT planned outage
· Click on Calendar date and a nickname for the system that is being taken out would display along with the time as well as business process impacted. This would also include the expected restoration time
· Click on each ERCOT planned outage and display information relating to that planned outage



Unplanned Outage Alert
An alert should be posted on the ERCOT website on the home page when ERCOT is in the process of an unplanned outage as soon as possible. Included remarks should contain “resolution efforts in progress”, as well as the time systems are expected to be back up. This alert should be for systems identified in scope using generic names. 
Systems in scope include:
· NAESB Proxy Servers
· TCH
· Electronic Data Interchange (EDI) PaperFree
· Enterprise Application Integration (EAI)
· Customer Registration Database (Siebel)
· Texas Market Link (TML) including reporting capabilities
· MarkeTrak   
· Enterprise Data Warehouse (EDW)
· Settlements and Billing Services (Lodestar)
· ERCOT email servers
This capability would allow ERCOT to update the website hourly with additional information related to status of the unplanned outage while in progress. Upon completion of an outage, the alert notification will be archived at a timeframe determined by ERCOT.
Unplanned and Planned Outage Log
There should also be a log indicating any ERCOT unplanned or planned outage once the outage is no longer in progress. Additionally, unplanned outages not known to the market should be included within the log.
Data in the log for each planned or unplanned should be consistent with the same information as contained in the associated email notification. 
At a minimum these include: 
· Date and time system/process failed (will on occasion be an estimate)
· Name of system or process experiencing outage/failure
· Duration 
· Root cause of outage (high level) 
Log information for “Planned outages” should be only for systems in scope. Systems in scope are the same systems as identified in the “Alert” (see above)
Log information for “Unplanned outages” should be for all systems and processes identified in the CCWG “Unplanned outage Communication Process” in Section 4 of the COPS Operating Guide. CCWG has identified many processes and systems to be included in the email outage notification process.
Review the CCWG for all processes and systems identified. 
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