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	OGRR Number
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	OGRR Title
	Market Participant Use of Domain Name Service or ERCOT Web-Based Front Page for Site Failover

	

	Date
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	Submitter’s Information

	Name
	Leo Villanueva/Cagle Lowe

	E-mail Address
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	Company
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	Company Address
	2705 West Lake Drive
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	ERCOT/Market Segment Impacts and Benefits


	

	Assumptions
	1
	DNS Server cost based on actual ERCOT cost for a new server.

	
	2
	

	
	3
	

	
	4
	

	

	
	Impact Area
	Monetary Impact

	Market Cost
	1
	First Option – QSE DNS server Possible reconfiguration of existing DNS servers or addition of DNS servers
	$6,000 per QSE for DNS server, if required

	
	2
	Second Option – ERCOT provided web-based DNS service
	None

	
	3
	Revision to failover process
	None
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	Impact Area
	Monetary Impact

	Market Benefit
	1
	
	

	
	2
	
	

	
	3
	
	

	
	4
	
	

	

	Additional Qualitative Information


	1
	A consistent, documented failover process will smooth the transition between primary and backup centers.

	
	2
	Using DNS will prevent manual workarounds by ERCOT personnel during Market Participant site failovers.

	

	Other
	1
	

	Comments
	2
	

	


	Comments


At the January OWG meeting, ERCOT agreed that the requirements of this OGRR would initially apply only to QSEs, not all Market Participants.  ERCOT staff has revised the OGRR language to reflect this agreement.

	Revised Proposed Operating Guide Language


1.7.3
Transmission Operator (TO)

Transmission Operators (TOs) are the subset of Transmission Service Providers (TSPs) or Transmission and/or Distribution Service Providers (TDSPs) that is charged with continuous communication (7x24 basis) with the ERCOT Control Area Authority (CAA) and carrying out Dispatch Instructions directly or on behalf of represented TDSPs.  Each TSP or TDSP will designate either itself or another TSP or TDSP to perform the functions of a TO. TOs must meet all requirements identified in the ERCOT Protocols for TDSPs and TSPs in addition to those requirements stated below for all Transmission Facilities represented:

· Operate and manage the electric Transmission Facilities between energy sources and the point of delivery;

· Coordinate emergency communications between the TDSP or TSP and ERCOT CAA;

· Monitor the loading of the transmission system(s);

· Notify the ERCOT CAA of changes to the status of all Transmission Facilities;

· Act as Single Point of Contact for Transmission Outages;

· Maintain operational metering; and,

· Implement Black Start.

Transmission Operators shall provide the ERCOT CAA their written backup control plans to continue operation in the event the Transmission Operator’s control center becomes inoperable. 

Each backup control plan shall be reviewed and updated annually and shall meet the following minimum requirements:

· Include description of actions to be taken by TO personnel to avoid placing a prolonged burden on ERCOT and other Market Participants.

· Include description of specific functions and responsibilities to be performed to continue operations from an alternate location.

· Includes procedures and responsibilities for maintaining basic voice communications capabilities with ERCOT.

· Includes procedures for backup control function testing and the training of personnel.

As an option, the backup plan may include arrangements made with another entity to provide the minimum backup control functions in the event the TO’s primary functions are interrupted.


3.1.3.1
Operating Obligations

Reference:  Protocols, Section 4.3.4, Operations of the Qualified Scheduling Entity 
Scheduling Center Requirement.  A QSE shall maintain a 24-hour, seven-day-per-week scheduling center with qualified personnel for the purposes of communicating with ERCOT for scheduling purposes and for deploying the QSE’s Ancillary Services in Real Time. 

QSE Representative.  Each QSE shall, for the duration of the Scheduling Process and settlement period for which the QSE has submitted schedules to ERCOT, designate a representative who shall be responsible for operational communications and who shall have sufficient authority to commit and bind the QSE. 

A QSE shall maintain a 24-hour, seven-day-per-week scheduling center with qualified personnel for the purposes of communicating with ERCOT for scheduling purposes and for deploying the QSE’s Ancillary Services in Real Time.  Each QSE shall provide the ERCOT Control Area Authority (CAA) with its written backup control plan to continue operation in the event the QSE’s scheduling center becomes inoperable. 

Each backup control plan shall be reviewed and updated annually and shall meet the following minimum requirements:

· Description of actions to be taken by QSE personnel to avoid placing a prolonged burden on ERCOT and other Market Participants.

· Description of specific functions and responsibilities to be performed to continue operations from an alternate location.

· Includes procedures and responsibilities for maintaining basic voice communications capabilities with ERCOT.

· Includes procedures for backup control function testing and the training of personnel.

As an option, the backup plan may include arrangements made with another entity to provide the minimum backup control functions in the event the QSE’s primary functions are interrupted.

Each QSE shall, for the duration of the scheduling process and settlement period for which the QSE has submitted schedules to ERCOT, designate an individual who shall be responsible for operational communications and who shall have sufficient authority to commit and bind the QSE. 

For connectivity requirements for backup sites, refer to Section 8.3.1.1, QSE Use of Domain Name Service (DNS) or ERCOT Web-Based Front Page for Site Failover.

A QSE representing a Generation Entity that has Generation Resources connected to a TDSP shall provide the following Real Time data to ERCOT for each individual generating unit at a Generation Resource plant location and ERCOT will make the data available to the Generation Resource’s host TDSP (at TDSP expense):

· Gross or net real power, 

· Gross or net reactive power,

· If gross quantities are provided, the plant auxiliary Load data will also be supplied,

· Status of switching devices in the plant switchyard not monitored by the TDSP affecting flows on the ERCOT System,

· Frequency bias of portfolio Generation Resources under QSE operation,

· Any data mutually agreed by ERCOT and the QSE to adequately manage system reliability,

· Generator breaker status,

· High Operating Limit, and

· Low Operating Limit.  

Any QSE providing Responsive Reserve and/or Regulation must provide communications equipment to receive ERCOT telemetered control deployments of service power.  

Any QSE providing Regulation Service must provide appropriate Real Time feedback signals to report the control actions allocated to the QSEs Generation Resources. 

Any QSE that represents a provider of Responsive Reserve, Non-Spinning Reserve, or Replacement Reserve using Load as a Resource shall provide separate telemetry of the real power consumption of each Load providing the above Ancillary Services and the status of the breaker controlling that Load. If Load is used as a Responsive Reserve Resource, the status of the high-set under frequency relay will also be telemetered.

Real Time data for reliability purposes must be accurate to within three percent (3%). This telemetry may be provided from relaying accuracy instrumentation transformers.
8.3.1.1
QSE Use of Domain Name Service (DNS) or ERCOT Web-Based Front Page for Site Failover

A QSE possessing backup sites must utilize one of the following two options: (1) a WAN (Wide Area Network) Domain Name Service (DNS) server or (2) an ERCOT provided web-based DNS service to facilitate the failover process when moving its operations between primary and backup sites.  The requirements of these options are specified below.
8.3.1.1.1
DNS Server Configuration for Failover Support

A QSE is required to provide and maintain its own DNS servers that must be accessible by the ERCOT WAN.  The failover process requires the following:

(1)
DNS servers must support zone transfers over TCP port 53.

(2)
Firewalls must allow zone transfers to ERCOT DNS servers.
(3)
Zone files for the QSE's domains (e.g. examplepower.com) must reside on its WAN accessible DNS servers.

(4)
DNS servers must be set up as the master for its zone.

(5)
DNS servers must allow ERCOT DNS servers to transfer the zone files (ERCOT will be set up as a secondary/slave server for the zone).  
(6)
The zone files must contain names for all local servers the QSE will need ERCOT services to access.  At a minimum, it must contain entries for the servers that can be switched over to the backup site.  The zone file must also contain entries for the QSE's primary website address (e.g. www.examplepower.com) and other common internet accessible sites that ERCOT servers may have occasional need to access.

(7)
Time to Live (TTL) values for backup host entries in the zone file must be set to 0 in order to prevent the host to IP address mappings from being cached on the client machines.  This allows any changes made to a zone file to take effect immediately upon a zone transfer.

Once its DNS servers are operational, the QSE shall timely contact its ERCOT Client Services Representative and request that an ERCOT network administrator work with the QSE to test the functionality of the DNS setup.  The QSE must contact the ERCOT Client Services Representative at least five (5) Business Days before testing. 

After the zone transfer testing is complete, the QSE shall supply its ERCOT Client Services Representative with a list of participant servers, their DNS names, and their roles on the network.  The ERCOT Client Services Representative will then contact the application owners at ERCOT to change application communications to use the DNS name instead of IP addresses.

After successful completion of the test, when a QSE backup site failover is desired, the QSE shall update the zone file with its disaster recovery IP addresses and publish it to the ERCOT DNS servers.  The change will be effective immediately.  The QSE shall also implement a DNS server at its backup site.  This allows updated zone files to be published regardless if the primary site is up or not.

8.3.1.1.2
Web-Based DNS Access

This access is provided as an alternative method for any QSE that does not wish to maintain its own DNS servers.  Access is provided over the ERCOT WAN only.  The QSE is responsible for access through its networks to the web servers located on the ERCOT WAN.  The QSE shall adhere to ERCOT password requirements.

To failover to or from a backup site, the QSE shall update the IP address of the existing entry.  ERCOT servers will accept the change and start using the new IP immediately.
Once the QSE has connectivity to the web server over the ERCOT WAN, it shall contact its ERCOT Client Services Representative and request that an ERCOT network administrator work with the QSE to test the functionality of the DNS setup.  The QSE shall contact the ERCOT Client Services Representative at least five (5) Business Days before testing.  After testing is completed, the Client Services Representative will contact the application owners at ERCOT to change application communications to use DNS names instead of IP addresses.
After successful completion of the test, when a QSE site failover is desired, the QSE shall change the Web page entries with the active site information and the change will be effective immediately.
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