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	ERCOT/Market Segment Impacts and Benefits
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	Comments


Digital Certificates have become a necessary part of critical work related to customer service and system reliability, and the proposed PRR creates potential obstacles and costs that may not be in the best interest of the market. 
While CenterPoint Energy agrees that some protocol language is needed to describe the digital certificate process, CenterPoint also believes that the security related recommendations referenced in the PRR should be carefully weighed against the potential burden, costs, and other possible unintended consequences that the PRR could place on the market. Such an assessment would perhaps best be made via a stakeholder process under the direction of a small working group reporting to one of the stakeholder subcommittees.
In light of these concerns, CenterPoint recommends the following changes to PRR606.  
	Revised Proposed Protocol Language


16.11
User Security Administrator and Digital Certificates

Market Participants are allowed access to ERCOT Systems through use of Digital Certificates.  A Digital Certificate is an electronic file installed on a Market Participant’s computer system used to authenticate that the system is authorized for secure electronic messaging with ERCOT’s systems.  
All Market Participants must, as part of their initial application for registration with ERCOT, designate an individual employee or authorized agent as their User Security Administrator (USA).  The Market Participant’s USA is the single Market Participant employee responsible for registering all users of the Market Participant through ERCOT’s systems, and administering the use of Digital Certificates, for access to ERCOT’s systems, on behalf of the Market Participant.    
   

16.11.1
Responsibilities of the User Security Administrator

The USA is responsible for the following:
(1)
Requesting Digital Certificates for authorized users (either persons or programmatic interfaces) of the Market Participant.   













(2) Issuing Digital Certificates to be used for electronic systems not limited to servers.

(3)
Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices. 

16.11.3
Guidelines for Use of Digital Certificates

Use of Digital Certificates must comply with the following guidelines:

(1)
A Digital Certificate is intended for use by only one user and may not be shared among users or other parties. 
(2)
Electronic equipment on which the Digital Certificate resides must be secured in a manner that prevents improper use of the Digital Certificate.

(3)
The Market Participant is wholly responsible for any use of Digital Certificates issued by its USA.

16.11.4
Market Participant Validation of User Security Administrators and Digital Certificates

By September 1 every year, ERCOT shall provide to each Market Participant a list of its registered USA and Digital Certificate holders.  Within 30 (thirty) days of receipt the Market Participant, via its USA, shall confirm the accuracy of the list and forward any corrections to ERCOT.  
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