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	Comments


In order to help ensure that a Market Participant is compliant with the proper eligibility  requirements under the Foreign Corrupt Practices Act, CenterPoint proposes that the same sentence be added to 16.11.1. (1) (c) as has been added for 16.11.1 (1) (d). This sentence reads as follows:
“Information for web-listing shall be located on the MIS.”
Please refer to the redline change below. This redline change was made to the final version submitted by the TDTWG on July 14, 2005.
	Revised Proposed Protocol Language


16.11.1
USA Responsibilities and Qualifications for Digital Certificate Holders
Upon receipt of a Digital Certificate issued by ERCOT, the USA in conjunction with the Market Participant, is responsible for the following:
(1)
Requesting Digital Certificates for authorized potential Digital Certificate holders (either persons or programmatic interfaces) that have been qualified through an appropriate screening process that requires confirmation that the authorized potential Digital Certificate holder is an employee or authorized agent (including third parties) of the Market Participant.   A Digital Certificate holder (including the USA) must be qualified as set forth below.  The Market Participant shall ensure that each of its’ Digital Certificate holder(s) is compliant with (a) – (d) below. 
(a)
For any employee or authorized agent that may potentially be given a Digital Certificate, the Market Participant shall confirm that the employee or authorized agent satisfies reasonable background review sufficient for employment or contract with the Market Participant so as to reasonably limit threat(s) to ERCOT’s market or computer systems.  The Market Participant will not request that Digital Certificates be issued to any employee or authorized agent that it determines after reasonable background review poses a threat to ERCOT’s market or computer systems.  
(b)
Is aware of the rules and restrictions relating to the use of digital certificates.  

(c)
Eligible to review and receive technology and software under applicable export control laws and regulations and under the Foreign Corrupt Practices Act.  Information for web-listings shall be located on the MIS.
(d)
The Market Participant has conducted a reasonable review and is not aware that the employee or authorized agent is on any U.S. terrorist watch list. Information for web-listings shall be located on the MIS. 
(e)
Does not violate the conditions of use of the provider of the Digital Certificates.  

(2)
Requesting revocation of Digital Certificates for Digital Certificate holders under the following conditions:

(a)
As soon as possible but no later than three (3) Business Days after a Digital Certificate holder is terminated or the Market Participant becomes aware that a Digital Certificate holder is changing job functions (pursuant to a reasonable process for identifying when job function changes occur) such that the Digital Certificate is no longer needed, the Market Participant or USA shall notify ERCOT. ERCOT must revoke the Digital Certificate no later than two (2) Business Days after notice or on the date specified in the notice provided that such notice has been given to ERCOT within (2) Business Days in advance. If a Market Participant has requested an expedited revocation for urgent reasons the Market Participant shall make ERCOT aware of the situation and they shall work together to expedite the revocation process; or 

 
(b)
As soon as possible but no later than five (5) Business Days after the Market Participant becomes aware (pursuant to a reasonable process for identifying violations), that the Digital Certificate holder has violated any of the following conditions of use of a Digital Certificate, the Market Participant or USA shall notify ERCOT. ERCOT must revoke the Digital Certificate no later than two (2) Business Days after the notice.  Violations of conditions of use include: 

(i)
violating the requirements of 16.11.1(1) above; or
(ii)
using the Digital Certificate for any unauthorized purpose; or 

(iii)
allowing any other person to use the Digital Certificate.
 
(3)
Managing the level of access for each user by assigning and maintaining Digital Certificate roles for each authorized user in accordance with the process set forth in “Digital Certificate Introduction and Use for Market Participants”.

(4)
Requesting annual renewal of Digital Certificates.

(5)
If needed, issuing Digital Certificates to be used for electronic systems not limited to servers. 
(6)
Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices.
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