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	Comments


At the June PRS meeting, PRS requested TDTWG to facilitate an effort for Market Participants to provide input to the process included in the PRR. The comments below reflect the work from that effort.  
	Revised Proposed Protocol Language


16.11
User Security Administrator and Digital Certificates

Each Market Participant is allowed access to ERCOT’s computer systems through the use of Digital Certificates.  A Digital Certificate is an electronic file installed on a programmatic interface or an individual’s assigned computer used to authenticate that the interface or individual is authorized for secure electronic messaging with ERCOT’s computer systems.  Digital Certificates expire after a period of one (1) year. A User Security Administrator (USA) is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates.  Each Market Participant must, as part of the application for registration with ERCOT, designate an individual employee or authorized agent as its’ USA.  The Market Participant’s USA is the single Market Participant employee or authorized agent responsible for registering all Digital Certificate holders of the Market Participant through ERCOT’s computer systems and administering the use of Digital Certificates, for access to ERCOT’s computer systems, on behalf of the Market Participant.  Each Market Participant with more than one ERCOT functional registration must designate a USA for each registration (which may be the same employee or authorized agent) and shall manage each registration separately for the purposes of this section. Once the Market Participant completes registration requirements, ERCOT will send the USA a copy of “Digital Certificate Introduction and Use for Market Participants”. This document is a guide for the USA containing Digital Certificate procedures.     

16.11.1
USA Responsibilities and Qualifications for Digital Certificate Holders
Upon receipt of a Digital Certificate issued by ERCOT, the USA in conjunction with the Market Participant, is responsible for the following:
(1)
Requesting Digital Certificates for authorized potential Digital Certificate holders (either persons or programmatic interfaces) that have been qualified through an appropriate screening process that requires confirmation that the authorized potential Digital Certificate holder is an employee or authorized agent (including third parties) of the Market Participant.   A Digital Certificate holder (including the USA) must be qualified as set forth below.  The Market Participant shall ensure that each of its’ Digital Certificate holder(s) is compliant with (a) – (d) below. 
(a)
For any employee or authorized agent that may potentially be given a Digital Certificate, the Market Participant shall confirm that the employee or authorized agent satisfies reasonable background review sufficient for employment or contract with the Market Participant so as to reasonably limit threat(s) to ERCOT’s market or computer systems.  The Market Participant will not request that Digital Certificates be issued to any employee or authorized agent that it determines after reasonable background review poses a threat to ERCOT’s market or computer systems.  
(b)
Is aware of the rules and restrictions relating to the use of digital certificates.  

(c)
Eligible to review and receive technology and software under applicable export control laws and regulations and under the Foreign Corrupt Practices Act. 
(d)
The Market Participant has conducted a reasonable review and is not aware that the employee or authorized agent is on any U.S. terrorist watch list. Information for web-listings shall be located on the MIS. 
(e)
Does not violate the conditions of use of the provider of the Digital Certificates.  

(2)
Requesting revocation of Digital Certificates for Digital Certificate holders under the following conditions:

(a)
As soon as possible but no later than three (3) Business Days after a Digital Certificate holder is terminated or the Market Participant becomes aware that a Digital Certificate holder is changing job functions (pursuant to a reasonable process for identifying when job function changes occur) such that the Digital Certificate is no longer needed, the Market Participant or USA shall notify ERCOT. ERCOT must revoke the Digital Certificate no later than two (2) Business Days after notice or on the date specified in the notice provided that such notice has been given to ERCOT within (2) Business Days in advance. If a Market Participant has requested an expedited revocation for urgent reasons the Market Participant shall make ERCOT aware of the situation and they shall work together to expedite the revocation process; or 

 
(b)
As soon as possible but no later than five (5) Business Days after the Market Participant becomes aware (pursuant to a reasonable process for identifying violations), that the Digital Certificate holder has violated any of the following conditions of use of a Digital Certificate, the Market Participant or USA shall notify ERCOT. ERCOT must revoke the Digital Certificate no later than two (2) Business Days after the notice.  Violations of conditions of use include: 

(i)
violating the requirements of 16.11.1(1) above; or
(ii)
using the Digital Certificate for any unauthorized purpose; or 

(iii)
allowing any other person to use the Digital Certificate.
 
(3)
Managing the level of access for each user by assigning and maintaining Digital Certificate roles for each authorized user in accordance with the process set forth in “Digital Certificate Introduction and Use for Market Participants”.

(4)
Requesting annual renewal of Digital Certificates.

(5)
If needed, issuing Digital Certificates to be used for electronic systems not limited to servers. 
(6)
Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices. 

16.11.2
Requirements for Use of Digital Certificates

Use of Digital Certificates must comply with the following:

(1)
A Digital Certificate shall be used by only one individual and may not be shared among individuals or other parties.  If multiple employees or authorized agents share a computer and each requires a Digital Certificate, the USA shall request separate Digital Certificates for each. Multiple Digital Certificates can be installed and managed on a single computer.
(2)
Electronic equipment on which the Digital Certificate resides must be physically and electronically secured in a reasonable manner to prevent improper use of the Digital Certificate.

(3)
The Market Participant is wholly responsible for any use of Digital Certificates issued by its USA.

16.11.3
Market Participant Audits of User Security Administrators and Digital Certificates

By September 1 every year, ERCOT will provide to each Market Participant a list of the Market Participant’s registered USA and Digital Certificate holders and ERCOT will require an audit by the Market Participant.  The Market Participant, via the Market Participant’s USA or a qualified third party, shall perform an audit by reviewing the list and note any inconsistencies including any Digital Certificate holder that may have changed job functions and no longer requires the Digital Certificate. If the Market Participant or the Market Participant’s USA identifies discrepancies, the USA shall utilize the process for managing Digital Certificates as included in “Digital Certificate Introduction and Use for Market Participants”. The audit must, at a minimum confirm that:

(1)
Each listed USA and Digital Certificate holder is compliant with Section 16.11.1(1) ; and
(2)
Each listed USA and Digital Certificate holder is currently employed by or is an authorized agent contracted with the Market Participant; and
(3)
The Market Participant has verified that the listed USA is authorized to be the USA; and
(4)
Each Digital Certificate holder is authorized to retain and use the Digital Certificate; and
(5)
Each listed Digital Certificate holder needs the Digital Certificate to perform his or her job functions. 

By October 1 of every year, Market Participants shall submit to ERCOT the results of their annual Digital Certificate audit(s).  The USA shall confirm the accuracy of the list and forward all corrections to ERCOT.  The audit results submitted shall include a list of authorized Digital Certificates in the form requested by ERCOT, including the authorized user’s name and telephone number, and an attestation from an officer or executive with authority to bind the Market Participant, certifying that: 

(1)
The Market Participant has complied with the requirements of this audit; and
(2)
The Market Participant has verified that all assigned Digital Certificates belong to Digital Certificate holders authorized by the Market Participant’s USA.  If the Digital Certificate holders no longer meet the criteria in Section 16.11.1 (1), the USA will inform ERCOT as described in Section 16.11.1 (2) and note the findings in the response; and

(3)
The USA and all Digital Certificate holders have been qualified through an appropriate screening process.
If a Market Participant is unable to comply with the October 1 deadline such Market Participant shall request an extension of the deadline by providing ERCOT with a written explanation of why they cannot meet the deadline including a plan and timeline for compliance not to exceed six months from the original deadline. The Market Participant is only entitled to one extension.  

By December 1 of every year, ERCOT will acknowledge receipt of each Market Participant audit and indicate whether any required information is missing from the audit. 

16.11.4
ERCOT Audit - Consequences of Non-compliance

ERCOT, or its designee, will review the audit results submitted under Section 16.11.3, and may audit the Market Participant for compliance with the provisions of this Subsection. The Market Participant will cooperate fully with ERCOT in such audits.  ERCOT shall report to the PUCT all Market Participants failing to properly perform annual audits as described in Section 16.11.3 or non-compliance with Section 16.11.3.  In addition, ERCOT, after providing Notice to the Market Participant and the PUCT may disqualify the Market Participant’s USA and/or revoke any or all Digital Certificates assigned by that USA, if the audit is not properly and timely performed, if ERCOT discovers non-compliance, or if Digital Certificates are not timely requested for revocation from unauthorized Digital Certificate holders. Notwithstanding the foregoing, ERCOT shall not disqualify a Market Participant’s USA or revoke a Market Participant’s Digital Certificate(s) without providing the Market Participant with the following options: (1) opportunity to work with ERCOT to resolve issues in a manner agreeable to both parties, (2) opportunity to authorize a new USA and assign new Digital Certificates as necessary to prevent disruption of the Market Participant’s business, and/or (3) if the Market Participant is unwilling or unable to designate a new USA or the violation is so egregious that ERCOT determines that it is inappropriate to issue new Digital Certificates, the opportunity to appeal ERCOT’s decision to disqualify the Market Participant’s USA and revoke its Digital Certificates to the PUCT.
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