PRS Action Report


	PRR Number
	606
	PRR Title
	User Security Administrators and Digital Certificates

	Timeline

(Normal or Urgent)
	Normal
	Action
	Referred to Texas Data Transport Working Group (TDTWG)

	Protocol Section(s) Requiring Revision (include Section No. and Title)
	Section 16.11, User Security Administrators and Digital Certificates (new)

	Proposed Effective Date
	TBD

	Priority and Rank Assigned
	N/A

	Revision Description
	Creation of new Section 16.11 defining User Security Administrators (USAs) and Digital Certificates; outlining responsibilities of the USAs; and requiring Market Participants to report results of their annual audits of their Digital Certificates to ERCOT.

	Overall Market Benefit
	The annual audit by each Market Participant of the Digital Certificates issued by their USA will provide assurance that the users of Digital Certificates are appropriate and are accessing ERCOT’s computer system for a valid business purpose.

	Overall Market Impact
	

	Consumer Impact
	None

	Credit Impacts:  Has the Credit Workgroup reviewed the PRR?  If so, are there credit impacts? (indicate Yes or No, and if Yes, include a summary of impact)
	

	Procedural History
	· On 5/27/05, ERCOT posted this PRR and an Impact Analysis and requested urgent status.
· On 6/1/05, the PRR failed to receive enough email votes to obtain urgent status.

· On 6/13/05, comments from CenterPoint and TEAM were posted.

· On 6/16/04, comments from First Choice were posted. 

· On 6/17/05, comments from TXU Energy, Reliant Energy, and Air Liquide. 
· On 6/20/05, comments from TDTWG, TXU Electric Delivery and ERCOT staff were posted.

· On 6/23/05, PRS considered this PRR.

	PRS Recommendation (indicate whether all segments were present for the vote, and the segment of parties that voted no or abstained)
	PRS voted unanimously to refer the PRR to the TDTWG to host a workshop to develop comments and submit them for consideration by PRS no later than 7/14/05.


	Summary of PRS discussion
	PRS discussed how urgent status would affect the implementation date of the PRR.  ERCOT staff explained that the intent of the PRR is to comply with audit findings and fulfill NERC 1200 and ISO 17799 standards.  PRS also discussed the consequences of noncompliance with the PRR, audit requirements, how ERCOT and Market Participant systems could be harmed by unauthorized personnel retaining access, ERCOT’s asset classification project, and the ability of larger and small Market Participants to comply with the PRR by October.  Upon referral to TDTWG, the chair voiced the following concerns: (1) the TDTWG process should be very open but targeted to security issues and the appropriate individuals should be involved; (2) the TDTWG work product does not require RMS approval before being submitted to PRS; and (3) that TDTWG also address treatment of smaller Market Participants.  

	TAC Recommendation (indicate whether all segments were present for the vote, and the segment of parties that voted no or abstained)
	

	Summary of TAC discussion
	


	ERCOT/Market Segment Impacts and Benefits


Instructions:  To allow for comprehensive PRR consideration, please fill out each block below completely, even if your response is “none,” “not known,” or “not applicable.”  Wherever possible, please include reasons, explanations, and cost/benefit analyses pertaining to the PRR.

	
	Impact
	Benefit

	
	Business
	Computer Systems
	

	ERCOT
	ERCOT will develop software to generate lists of Digital Certificate holders for each Market Participant and will dedicate personnel to review audit results.


	
	The annual audit by each MP of the Digital Certificates issued by their USA will provide assurance that the users of Digital Certificates are appropriate and are accessing ERCOT’s computer system for a valid business purpose.

	MARKET SEGMENT                      
	
	
	

	Consumer
	None
	
	

	LSE:
General, Including NOIE
	LSEs will be required to conduct an annual audit of the Digital Certificates issued by their designated User Security Administrator (USA) and submit proof of the audit along with an attestation from an officer of the company that all Digital Certificates issued by their USA have been issued to authorized users for a valid business purpose. 
	
	The annual audit by each LSE of the Digital Certificates issued by their USA will provide assurance that the users of Digital Certificates are appropriate and are accessing ERCOT’s computer system for a valid business purpose.

	LSE:
CR & REP
	Same as LSE above.
	
	Same as LSE above.

	QSE
	Same as LSE above.
	
	Same as LSE above.

	Resource
	Same as LSE above.
	
	Same as LSE above.

	TDSP
	Same as LSE above.
	
	Same as LSE above.


	Original Sponsor

	Name
	Steve Grendel

	Company
	ERCOT

	Segment
	N/A


	Comments Received

	Comment Author
	Comment Description

	CenterPoint 061305
	Agrees that Protocol language is needed to describe digital certificate process, but is concerned about the burden on Market Participants created by PRR requirements.  Provides alternative language.

	TEAM 061305
	Supports formalization of USA role as stated in PRR, expresses concern about imposition of mandates on Market Participant human resources functions actions, internal security, management controls, external contractual expectations.  Provides alternative language.

	First Choice 061605
	Supports formalization of USA roles, expresses concern about unintended consequences, supports comments submitted by CenterPoint and TEAM and recommends that PRR be referred to an appropriate subcommittee for further development.

	TXU Energy 061705
	Suggests that PRR be addressed by TDTWG.  Also suggests that use of digital certificates not be limited to residents of the U.S.A., recommends adding requirement for a backup USA, development of a secure website for management of digital certificates and documentation of current processes.

	Reliant Energy 061705
	Suggests that ERCOT staff consider the MISO process for creating, destroying and disabling user accounts.

	Air Liquide 061705
	Supports comments of CenterPoint, First Choice and TEAM.

	TDTWG 061705
	Outlines additional concerns regarding impact on Market Participant hiring policies and use of agents (and off shore resources), multiple users on a single computer, clarification of point-to-point communications.

	TXU Electric Delivery 061705
	Agrees that security guidelines should be developed, suggests a workshop to develop guidelines and that TDTWG be involved.

	ERCOT 062005
	Responses to TDTWG questions.


	Proposed Protocol Language Revision


16.11
User Security Administrator and Digital Certificates

Market Participants are allowed access to ERCOT Systems through use of Digital Certificates.  A Digital Certificate is an electronic file installed on a Market Participant’s computer system used to authenticate that the system is authorized for secure electronic messaging with ERCOT’s systems.  Digital Certificates expire after a period of one (1) year.  A User Security Administrator (USA) is responsible for managing the Market Participant’s access to ERCOT’s systems through Digital Certificates.  All Market Participants must, as part of their application for registration with ERCOT, designate an individual employee or authorized agent as their USA.  The Market Participant’s USA is the single Market Participant employee responsible for registering all users of the Market Participant through ERCOT’s systems, and administering the use of Digital Certificates, for access to ERCOT’s systems, on behalf of the Market Participant.    Market Participants with more than one ERCOT functional registration must designate a USA for each registration.      

16.11.1
Responsibilities of the User Security Administrator

Upon receipt of a Digital Certificate issued by ERCOT, the USA is responsible for the following:
(1)
Requesting Digital Certificates for authorized users (either persons or programmatic interfaces) that have been qualified through an appropriate screening process that includes confirmation that the authorized user is an employee or agent (including third parties) of the Market Participant.   The user (including the USA) must be qualified as set forth below unless the user has been approved by ERCOT.   The Market Participant is responsible for completing an appropriate screening process to confirm that the user (or in the case of a programmatic interface, for (a) – (c) below, the person named on the certificate):

(a)
has successfully passed a background investigation, including a criminal background investigation demonstrating no felony criminal convictions or charges pending; and 

(b)
is authorized to work in the United States and legally eligible to review and receive technology and software under applicable export control laws and regulations and under the Foreign Corrupt Practices Act; and
(c)
is not on any U.S. terrorist watch list, including the Department of Treasury’s Office of Foreign Asset Control listing of specially designated nationals and blocked persons  and the Federal Bureau of Investigation’s most wanted terrorist list; and

(d)
does not violate the conditions of the Entity that provides the Digital Certificates.  

(2)
Requesting revocation of Digital Certificates for users under the following conditions:

(a)
within three (3) Business Days after the user is no longer an employee or agent for the Market Participant (i.e., the user has been terminated); 

(b)
no later than five (5) Business Days after the user violates any conditions of ownership of a Digital Certificate, violations of conditions of ownership include: 

(i)
violating the requirements of 16.11.1(1) above; 

(ii)
using the Digital Certificate for any unauthorized purpose; or 

(iii)
allowing any other person to use the Digital Certificate; or

(c)
no later than five (5) Business Days after a change in a user’s responsibility which causes the user to no longer have a business need for the Digital Certificate.    

(3)
Managing the level of access for each user by assigning and maintaining Digital Certificate roles for each authorized user.

(4)
Requesting annual renewal of Digital Certificates.

(5)
Issuing Digital Certificates to be used for electronic systems not limited to servers.

(6)
Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices. 

16.11.3
Guidelines for Use of Digital Certificates

Use of Digital Certificates must comply with the following guidelines:

(1)
A Digital Certificate is intended for use by only one user and may not be shared among users or other parties.

(2)
Electronic equipment on which the Digital Certificate resides must be secured appropriately to prevent improper use of the Digital Certificate.

(3)
The Market Participant is wholly responsible for any use of Digital Certificates issued by its USA.

16.11.4
Market Participant Audits of User Security Administrators and Digital Certificates

By September 1 every year, ERCOT shall provide to each Market Participant a list of its registered USA and Digital Certificate holders.  Each Market Participant, via its USA, shall confirm the accuracy of the list and forward all corrections to ERCOT.  Because ERCOT may confirm information received via an audit report with a Market Participant’s Authorized Representatives, the Market Participant’s USA should not be the Market Participant’s Primary Authorized Representative or Secondary Authorized Representative.  If a Market Participant is unable to designate a separate individual as a USA, that Market Participant shall use a qualified third party independent auditor to fulfill the requirements of the USA in this section.  Each Market Participant shall, via its USA, conduct audits of its USA and Digital Certificate holders on an annual basis.  The audits must, at minimum:

(1)
Confirm that each listed USA and Digital Certificate holder passed the required personal risk assessment and identity verification described in Section 16.11.1(1) above;

(2)
Each listed USA and Digital Certificate holder is currently employed by or contracted with the Market Participant;

(3)
The listed USA is authorized to be the USA;

(4)
Each Digital Certificate holder is authorized to retain and use the Digital Certificate;

(5)
Each listed Digital Certificate holder needs the Digital Certificate to perform his or her job functions; and

(6)
Any unauthorized Digital Certificates have been revoked.  

By October 1st of every year, Market Participants shall submit to ERCOT the results of their annual Digital Certificate audit(s).  The audit results submitted shall include a list of authorized Digital Certificates in the form requested by ERCOT, including the authorized user’s name and telephone number, and a notarized letter of attestation from an officer of the company, or the qualified third party conducting the audit, certifying that: 

(1)
The Market Participant has documented procedures on how its USA performs its audits;

(2)
The Market Participant has verified that all assigned Digital Certificates belong to users authorized by the company’s USA and that access by all digital certificate holders who no longer meet the criteria in Section 16.11.1 (1), has been revoked; and

(3)
The USA and all Digital Certificate holders have been qualified through an appropriate screening process.

16.11.5
ERCOT Audit - Consequences of Non-compliance

ERCOT, or its designee, will review the audit results submitted under Section 16.11.4, Market Participant Audits of User Security Administrators and Digital Certificates, and may audit the Market Participant for compliance with this Subsection, 16.11, User Security Administrator and Digital Certificates.  The Market Participant will cooperate fully with ERCOT in such audits.  ERCOT shall report to the PUCT all Market Participants failing to properly perform annual audits as described in Section 16.11.4 or non-compliance with this Subsection, 16.11.5.  In addition, ERCOT may disqualify the Market Participant’s USA and/or revoke all Digital Certificates assigned by that USA, after providing Notice to the Market Participant, if the audit is not properly and timely performed, if ERCOT discovers non-compliance, or if Digital Certificates are not timely revoked from unauthorized users.
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