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Wednesday, June 8

In an effort to accurately address PRR606, TDTWG has identified the following assumptions, questions and/or comments. TDTWG would like to have the originators of the PRR verify the assumptions are correct or incorrect and respond to the questions. This will assist in understanding the objective of PRR606 and will help Market Participants comment most constructively.  

 Assumptions
· PRR606 was released to the Market on 6-1. The 21 day comment period expires on 6-22. Market Participants intending to comment must do so by 6-22.

· Market Participants and ERCOT are interested in establishing reasonable security guidelines to minimize risk for Retail Market Communications. The PRR is a first attempt at that effort.  

· The concept of the PRR came from the ERCOT audit. 

· Section 16.11.1 (b) This language could be interpreted to require holders of digital certificates work in the United States.  It has been discussed by ERCOT that this is not the true intent of the statement. If so this needs to be clarified/reworded.
· ERCOT has stated that the intent of Section 16.11.1 is to establish a set of security requirements for holders of digital certificates and to ensure any resource holding a digital certificate (regardless of location) must meet these security requirements.    

· There is one USA per Market Participant Company. ERCOT works with the USA to provide digital certificates to resources of the Market Participant companies but the USA determines which resources need the digital certificates. 

· Since a digital certificate resides on a computer, and in some instances two or more Market Participant resources may share a computer, all would be authorized to use the digital certificate.  

Questions

· Did ERCOT draft these requirements/guidelines themselves or did ERCOT receive these from a government authority or other?

· Is this true? USA’s must be an employee of a Market Participant company. 

· Is it true that ERCOT intends to hold the USA accountable for MP internal misuse of conduct?
· 16.11.3 (3) Is it the Market Participant Company’s responsibility for any misuse or improper activity that the digital certificate holder may have done? 

· 16.11.1 (d) What does entity mean? Is this ERCOT or the provider of the Digital Certificate?

· 16.11 (c) Indicates that there is a terrorist watch list and that this list is something every company has access to? If so where is it and how frequently is it updated? If this process is needed how does a MP company ensure none of the MP resources are actually on the list (MP resource may have the same name as someone on the list)? Is there cross reference info or info able to be validated?
· 16.11.1 (2) Is the number of business days in the PRR determined by ERCOT or of another entity (is this process from somewhere else)? If process is adopted can the number of days be changed?
· Section 16.11.4 indicates that an audit will take place at each MP Company holding digital certificates. Is this audit a requirement of homeland security or something ERCOT feels the Market needs?

· Is the USA responsible for performing the audit? 

· If the language from the PRR came from another source (government or other) is ERCOT currently outside of compliance with those security guidelines?

· What benefit is there for Market Participants to be mandated to perform an annual audit of their digital certificates?

· 16.11.4 (3) What is the appropriate screening process identified in this section?

· What is the expectation on implementation?
· If digital certificates are held by off shore resources, will point to point communications/transactions be successful? 

Below are additional questions/comments received after the 6-8 TDTWG meeting

· 16.11.1 (1a) For background investigations of personnel in other countries holding certificates, are their requirements on "the type of authority that should conduct the investigation" and "should the investigation's review only cover convictions for that country or should it also include the US"?
· If background checks are considered part of the hiring practice for a company would that be sufficient? This could become burdensome since most companies have hiring practices that include background checks and these may or may not be in line with those included in this PRR. Could add complexity. Need to understand the benefit. 

· Do background checks have to be done each year as part of the renewal process?
      In section 16.11.1.2.b.iii and 16.11.3.1 it includes language about not 'allowing

      any other person to use the Digital Certificate'.    The certificates don’t currently 
      (to my knowledge) have a way to password protect the use of them after they have    been installed onto a computer.  The password is only required when installing the certificate.   Once the digital certificate is installed anyone using that computer has access to use the certificate.   I believe in some areas the computers where the

      certificates are used are shared among multiple users.   Each one has their own certificate installed, but there is nothing to stop them from using someone else's certificate.  Also not sure of a way to monitor the use of the certificate(s) to ensure that it is only used by the owner and for appropriate business purposes.

      In section 16.11.3.2 it talks about the computer where the Digital

      Certificate is installed must be secured appropriately.   What is the

      definition of 'appropriately'?

