PRR Comments


	PRR Number
	606
	PRR Title
	User Security Administrators and Digital Certificates

	
	

	Date
	June 20, 2005

	
	

	Submitter’s Information

	Name
	Steve Grendel

	E-mail Address
	sgrendel@ercot.com

	Company
	ERCOT

	Company Address
	2705 West Lake Dr., Taylor, TX 78654

	Phone Number
	512.248.3150

	Fax Number
	512.248.3992


	ERCOT/Market Segment Impacts and Benefits


Instructions:  To allow for comprehensive PRR consideration, please fill out each block below completely, even if your response is “none,” “not known,” or “not applicable.”  Wherever possible, please include reasons, explanations, and cost/benefit analyses pertaining to the PRR.

	
	Impact
	Benefit

	
	Business
	Computer Systems
	

	ERCOT
	ERCOT will develop software to generate lists of Digital Certificate holders for each Market Participant and will dedicate personnel to review audit results.


	Increased protection of the integrity of the data.
	The annual audit by each MP of the Digital Certificates issued by their USA will provide assurance that the users of Digital Certificates are appropriate and are accessing ERCOT’s computer system for a valid business purpose.

	MARKET SEGMENT
	
	
	

	Consumer
	None.
	Increased protection of the integrity of the data.
	Maintain confidence in ERCOT operations and transaction integrity.

	LSE:
General, Including NOIE
	LSEs will be required to conduct an annual audit of the Digital Certificates issued by their designated User Security Administrator (USA) and submit proof of the audit along with an attestation from an officer of the company that all Digital Certificates issued by their USA have been issued to authorized users for a valid business purpose.    Implementation of the PRR may impact human resources and security functions.
	Increased protection of the integrity of the data.
	The annual audit by each LSE of the Digital Certificates issued by their USA will provide assurance that the users of Digital Certificates are appropriate and are accessing ERCOT’s computer system for a valid business purpose.

	LSE:
CR & REP
	Same as LSE above.
	Same as LSE above.
	Same as LSE above.

	QSE
	Same as LSE above.
	Same as LSE above.
	Same as LSE above.

	Resource
	Same as LSE above.
	Same as LSE above.
	Same as LSE above.

	TDSP
	Same as LSE above.
	Same as LSE above.
	Same as LSE above.


	Comments


ERCOT received the following questions from the Texas Data Transport Working Group.  The purpose of these comments is to provide ERCOT’s response.

---------------------------------------------------------------------------------------------------

TDTWG Comments, Concerns, Assumptions for PRR606

TDTWG Meeting

Wednesday, June 8

In an effort to accurately address PRR606, TDTWG has identified the following assumptions, questions and/or comments. TDTWG would like to have the originators of the PRR verify the assumptions are correct or incorrect and respond to the questions. This will assist in understanding the objective of PRR606 and will help Market Participants comment most constructively.  

TDTWG Assumptions (ERCOT Note:  The assumptions are correct, except where ERCOT provided additional information.)


· PRR606 was released to the Market on 6-1. The 21 day comment period expires on 6-22. Market Participants intending to comment must do so by 6-22.  

ERCOT Information:  The PRR was posted on May 27th.  The 21-day comment period closes on June 17th.  However, PRS can consider comments submitted by parties after the comment period closes.


· Market Participants and ERCOT are interested in establishing reasonable security guidelines to minimize risk for Retail Market Communications. The PRR is a first attempt at that effort. 

ERCOT Information:  This PRR is to address ERCOT market communications for the entire market. 


· The concept of the PRR came from the ERCOT audit. 


· Section 16.11.1 (b) This language could be interpreted to require holders of digital certificates work in the United States.  It has been discussed by ERCOT that this is not the true intent of the statement. If so this needs to be clarified/reworded.

ERCOT Information:  ERCOT intended this section to clarify responsibilities under federal export control laws.  ERCOT and Market Participants using Digital Certificates are bound by federal export control laws regardless of Protocol requirements. (These laws control the release or transmission of Export Administration Regulation (“EAR”) controlled technology or software from one country to another country or to a national of another country.)  ERCOT needs assurance that the holders of Digital Certificates are in compliance with export control laws.  ERCOT suggests the following revision to Section 16.11.1(b):

is legally eligible to review and receive ERCOT and Digital Certificate provider technology and software under applicable export control laws and regulations and under the Foreign Corrupt Practices Act.
Please note that the Digital Certificates currently in use by ERCOT and software currently used by ERCOT are classified as ECCN 5D002 with license exception ENC.  These certificates may be exported to most countries (and to nationals of such countries) except those that are considered terrorist-supporting countries and those for which the US has a unilateral embargo.

· ERCOT has stated that the intent of Section 16.11.1 is to establish a set of security requirements for holders of digital certificates and to ensure any resource holding a digital certificate (regardless of location) must meet these security requirements.
    

· There is one USA per Market Participant Company. ERCOT works with the USA to provide digital certificates to resources of the Market Participant companies but the USA determines which resources need the digital certificates. 


· Since a digital certificate resides on a computer, and in some instances two or more Market Participant resources may share a computer, all would be authorized to use the digital certificate.  

ERCOT Information:  Sharing of digital certificates by more than one person is not allowed.

TDTWG Questions

· Did ERCOT draft these requirements/guidelines themselves or did ERCOT receive these from a government authority or other?  

ERCOT Response:  ERCOT drafted the requirements in consultation with external audit staff, legal staff, business staff, security staff and IT staff, based upon industry best practices.

· Is this true? USA’s must be an employee of a Market Participant company.  

ERCOT Response:  Yes.  However, we note that the fifth sentence of Section 16.11 of the PRR as currently drafted states that the USA can be “an individual employee or authorized agent.”  This must be corrected to refer only to an employee.  However Digital Certificates may be provided by a Market Participant (through the USA) to authorized agents who are not employees. 

· Is it true that ERCOT intends to hold the USA accountable for MP internal misuse of conduct?  

ERCOT Response:  This PRR does not address internal misuse.   

· 16.11.3 (3) Is it the Market Participant Company’s responsibility for any misuse or improper activity that the digital certificate holder may have done?  

ERCOT Response:  This PRR does not address internal misuse.

· 16.11.1 (d) What does entity mean? Is this ERCOT or the provider of the Digital Certificate?  

ERCOT Response:  The term “Entity” is defined in Section 2 of the Protocols.  In the PRR, the Entity referred to is the provider of the Digital Certificate.  However, Section 16.11.1(d) could be reworded for clarification by adding a defined term at the end of the sentence (“Digital Certificate Provider”).
· 16.11 (c) Indicates that there is a terrorist watch list and that this list is something every company has access to? If so where is it and how frequently is it updated? If this process is needed how does a MP company ensure none of the MP resources are actually on the list (MP resource may have the same name as someone on the list)? Is there cross reference info or info able to be validated?  

ERCOT Response:  The current links to the referenced lists are:  Department of Treasury’s Office of Foreign Asset Control listing of specially designated nationals and blocked persons (http://www.treasury.gov/offices/enforcement/ofac/sdn/sdnlist.txt) 

Federal Bureau of Investigation’s most wanted terrorist list (http://www.fbi.gov/mostwant/terrorists/fugitives.htm)

These lists are updated regularly (sometimes daily) and are expected to be combined into one consolidated list.  
· 16.11.1 (2) Is the number of business days in the PRR determined by ERCOT or of another entity (is this process from somewhere else)? If process is adopted can the number of days be changed?  

ERCOT Response:  In the NERC 1200, Section 1207, subparagraph 2.2 requires the person (entity) responsible for maintaining security (cyber and physical) access lists to update the lists within 24 hours of any change (even if for a change in status and not a termination).  ERCOT staff proposed 3 Business Days (for termination) and 5 Business Days (for transfers/violations) for non-critical cyber asset access.   However, because the proposed NERC 1300 requirement for access revocation and records change is 24 hours for personnel terminated for cause, this requirement could be added to the PRR.
· Section 16.11.4 indicates that an audit will take place at each MP Company holding digital certificates. Is this audit a requirement of homeland security or something ERCOT feels the Market needs?  

ERCOT Response:  ERCOT is required to demonstrate to our external auditors and internal auditors that we are effectively securing its electronic information systems and data networks to prevent compromise of the confidentiality, integrity, or availability (“CIA”) of information.   In addition, ERCOT is required to demonstrate an effective security compliance monitoring program that measures compliance and provides enforcement mechanisms. 
· Is the USA responsible for performing the audit? 

ERCOT Response:  Each Market Participant company is responsible for performing the audit and submitting the required documentation to ERCOT through an officer’s attestation.
· If the language from the PRR came from another source (government or other) is ERCOT currently outside of compliance with those security guidelines?  

ERCOT Response:  The PRR was drafted with the intent to meet the requirements of the recent security assessment and to address overall strengthening of ERCOT internal controls.

· What benefit is there for Market Participants to be mandated to perform an annual audit of their digital certificates?  

ERCOT Response:  Market Participants need their information to be free of any compromise to the CIA.  Any compromise of CIA could cause:
· Operations decisions to be based upon corrupted data; 
· Loss of critical data resulting in an inability to perform operations;

· Proprietary data to be obtained by inappropriate persons, resulting in competitive disadvantage;

· Confidential data to be obtained by the public; 

· Diminished confidence in the integrity of the ERCOT market. 
· 16.11.4 (3) What is the appropriate screening process identified in this section?  

ERCOT Response:  The requirements are currently in Sections 16.11 and 16.11.1 (1).  These Sections should be modified to include the USA in the screening requirements.  The registration process for USAs and the Notice of Change of Information (NCI) process for USAs are not impacted by this PRR.  

· What is the expectation on implementation?  

ERCOT Response:  The requirements of the PRR will be effective when the PRR is effective.  ERCOT would like to have the first audit complete and the required attestations received by October 1, 2005 (See Section 16.11.4 of PRR606).  

· If digital certificates are held by off shore resources, will point to point communications/transactions be successful?

ERCOT Response:  Point to point communications/transactions are not addressed in this PRR.

Below are additional questions/comments received after the 6-8 TDTWG meeting.

· 16.11.1 (1a) For background investigations of personnel in other countries holding certificates, are there requirements on "the type of authority that should conduct the investigation" and "should the investigation's review only cover convictions for that country or should it also include the US"?

ERCOT Response:   The background investigation must include checks for criminal convictions in any county, state, or country in which the person lived, worked, or attended school.   
· If background checks are considered part of the hiring practice for a company would that be sufficient? This could become burdensome since most companies have hiring practices that include background checks and these may or may not be in line with those included in this PRR. Could add complexity. Need to understand the benefit. 

ERCOT Response:  If the background check meets the requirements outlined above it will be sufficient if it was performed during the past 10 years, as long as the person has remained employed by the Market Participant during that time.  

· Do background checks have to be done each year as part of the renewal process?

ERCOT Response:  If an appropriate background investigation was previously performed by or for the Market Participant and the person has remained in its employ or as its contractor (consistently performing services), an additional background check does not need to be performed upon renewal. 
· In section 16.11.1.2.b.iii and 16.11.3.1 it includes language about not 'allowing any other person to use the Digital Certificate'.    The certificates don’t currently (to my knowledge) have a way to password protect the use of them after they have been installed onto a computer.  The password is only required when installing the certificate.   Once the digital certificate is installed anyone using that computer has access to use the certificate.   I believe in some areas the computers where the certificates are used are shared among multiple users.   Each one has their own certificate installed, but there is nothing to stop them from using someone else's certificate.  Also, not sure of a way to monitor the use of the certificate(s) to ensure that it is only used by the owner and for appropriate business purposes.

ERCOT Response:  There are several security measures that can be used to protect the digital certificate:
· When installing a certificate the “Enable strong private key protection” checkbox can be applied that will enforce the use of a password each time the certificate is used or exported.

· When installing a certificate the “Mark private key as exportable” checkbox should not be checked.  This will ensure that if the certificate is exported from the machine that the private key would not be included in the export.  The private key is the unique part of the certificate that identifies the user.  Without the private key the certificate will not function on the ERCOT TML.

· When users share computers the Market Participant could implement (if they have not already) user profiles/usernames/passwords on the shared machines to ensure that each user of the shared computer is using his or her own credentials to access secure areas.  
· In section 16.11.3.2 it talks about the computer where the Digital Certificate is installed must be secured appropriately.   What is the definition of 'appropriately'?

ERCOT Response:  All computers on which Digital Certificates are installed must be secured appropriately (to prevent all but the authorized user to have access) in accordance with the Market Participant’s standard information access policies and procedures.  
	Revised Proposed Protocol Language


16.11
User Security Administrator and Digital Certificates

Market Participants are allowed access to ERCOT Systems through use of Digital Certificates.  A Digital Certificate is an electronic file installed on a Market Participant’s computer system used to authenticate that the system is authorized for secure electronic messaging with ERCOT’s systems.  Digital Certificates expire after a period of one (1) year.  A User Security Administrator (USA) is responsible for managing the Market Participant’s access to ERCOT’s systems through Digital Certificates.  All Market Participants must, as part of their application for registration with ERCOT, designate an individual employee or authorized agent as their USA.  The Market Participant’s USA is the single Market Participant employee responsible for registering all users of the Market Participant through ERCOT’s systems, and administering the use of Digital Certificates, for access to ERCOT’s systems, on behalf of the Market Participant.    Market Participants with more than one ERCOT functional registration must designate a USA for each registration.      

16.11.1
Responsibilities of the User Security Administrator

Upon receipt of a Digital Certificate issued by ERCOT, the USA is responsible for the following:
(1)
Requesting Digital Certificates for authorized users (either persons or programmatic interfaces) that have been qualified through an appropriate screening process that includes confirmation that the authorized user is an employee or agent (including third parties) of the Market Participant.   The user (including the USA) must be qualified as set forth below unless the user has been approved by ERCOT.   The Market Participant is responsible for completing an appropriate screening process to confirm that the user (or in the case of a programmatic interface, for (a) – (c) below, the person named on the certificate):

(a)
has successfully passed a background investigation, including a criminal background investigation demonstrating no felony criminal convictions or charges pending; and 

(b)
is authorized to work in the United States and legally eligible to review and receive technology and software under applicable export control laws and regulations and under the Foreign Corrupt Practices Act; and
(c)
is not on any U.S. terrorist watch list, including the Department of Treasury’s Office of Foreign Asset Control listing of specially designated nationals and blocked persons  and the Federal Bureau of Investigation’s most wanted terrorist list; and

(d)
does not violate the conditions of the Entity that provides the Digital Certificates.  

(2)
Requesting revocation of Digital Certificates for users under the following conditions:

(a)
within three (3) Business Days after the user is no longer an employee or agent for the Market Participant (i.e., the user has been terminated); 

(b)
no later than five (5) Business Days after the user violates any conditions of ownership of a Digital Certificate, violations of conditions of ownership include: 

(i)
violating the requirements of 16.11.1(1) above; 

(ii)
using the Digital Certificate for any unauthorized purpose; or 

(iii)
allowing any other person to use the Digital Certificate; or

(c)
no later than five (5) Business Days after a change in a user’s responsibility which causes the user to no longer have a business need for the Digital Certificate.    

(3)
Managing the level of access for each user by assigning and maintaining Digital Certificate roles for each authorized user.

(4)
Requesting annual renewal of Digital Certificates.

(5)
Issuing Digital Certificates to be used for electronic systems not limited to servers.

(6)
Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices. 

16.11.3
Guidelines for Use of Digital Certificates

Use of Digital Certificates must comply with the following guidelines:

(1)
A Digital Certificate is intended for use by only one user and may not be shared among users or other parties.

(2)
Electronic equipment on which the Digital Certificate resides must be secured appropriately to prevent improper use of the Digital Certificate.

(3)
The Market Participant is wholly responsible for any use of Digital Certificates issued by its USA.

16.11.4
Market Participant Audits of User Security Administrators and Digital Certificates

By September 1 every year, ERCOT shall provide to each Market Participant a list of its registered USA and Digital Certificate holders.  Each Market Participant, via its USA, shall confirm the accuracy of the list and forward all corrections to ERCOT.  Because ERCOT may confirm information received via an audit report with a Market Participant’s Authorized Representatives, the Market Participant’s USA should not be the Market Participant’s Primary Authorized Representative or Secondary Authorized Representative.  If a Market Participant is unable to designate a separate individual as a USA, that Market Participant shall use a qualified third party independent auditor to fulfill the requirements of the USA in this section.  Each Market Participant shall, via its USA, conduct audits of its USA and Digital Certificate holders on an annual basis.  The audits must, at minimum:

(1)
Confirm that each listed USA and Digital Certificate holder passed the required personal risk assessment and identity verification described in Section 16.11.1(1) above;

(2)
Each listed USA and Digital Certificate holder is currently employed by or contracted with the Market Participant;

(3)
The listed USA is authorized to be the USA;

(4)
Each Digital Certificate holder is authorized to retain and use the Digital Certificate;

(5)
Each listed Digital Certificate holder needs the Digital Certificate to perform his or her job functions; and

(6)
Any unauthorized Digital Certificates have been revoked.  

By October 1st of every year, Market Participants shall submit to ERCOT the results of their annual Digital Certificate audit(s).  The audit results submitted shall include a list of authorized Digital Certificates in the form requested by ERCOT, including the authorized user’s name and telephone number, and a notarized letter of attestation from an officer of the company, or the qualified third party conducting the audit, certifying that: 

(1)
The Market Participant has documented procedures on how its USA performs its audits;

(2)
The Market Participant has verified that all assigned Digital Certificates belong to users authorized by the company’s USA and that access by all digital certificate holders who no longer meet the criteria in Section 16.11.1 (1), has been revoked; and

(3)
The USA and all Digital Certificate holders have been qualified through an appropriate screening process.

16.11.5
ERCOT Audit - Consequences of Non-compliance

ERCOT, or its designee, will review the audit results submitted under Section 16.11.4, Market Participant Audits of User Security Administrators and Digital Certificates, and may audit the Market Participant for compliance with this Subsection, 16.11, User Security Administrator and Digital Certificates.  The Market Participant will cooperate fully with ERCOT in such audits.  ERCOT shall report to the PUCT all Market Participants failing to properly perform annual audits as described in Section 16.11.4 or non-compliance with this Subsection, 16.11.5.  In addition, ERCOT may disqualify the Market Participant’s USA and/or revoke all Digital Certificates assigned by that USA, after providing Notice to the Market Participant, if the audit is not properly and timely performed, if ERCOT discovers non-compliance, or if Digital Certificates are not timely revoked from unauthorized users.
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