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	ERCOT/Market Segment Impacts and Benefits


Instructions:  To allow for comprehensive PRR consideration, please fill out each block below completely, even if your response is “none,” “not known,” or “not applicable.”  Wherever possible, please include reasons, explanations, and cost/benefit analyses pertaining to the PRR.
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	Comments


TDTWG fully supports the proposal that security guidelines be established for USAs and holders of digital certificates. TDTWG is aware of the vulnerability of the Texas Market if insufficient system security is not in place and maintained. TDTWG has reviewed the PRR606 and in an attempt to gain understanding of requirements included in PRR606, TDTWG provided a list of questions, assumptions, and concerns to ERCOT regarding this PRR on June 10. ERCOT is currently in the process of documenting a response to those. In the interim a TDTWG conference call was held on June 17th to hear some of those responses from the originators of the document at ERCOT. While the intent sounds logical many of the requirements and much of the process may be unreasonable. Since every Market Participant is involved in this PRR, TDTWG suggests that a Market workshop be initiated in an effort to ensure security standards for USAs and holders of digital certificates can be successfully developed jointly by ERCOT, Wholesale and Retail Market Participants. This effort will help ensure all Market Participants would be able to comply with all documented security guidelines. TDTWG will be available to work with ERCOT and Market Participants to help determine security guidelines and address security issues as needed for USAs and holders of Digital Certificates. In addition, TDTWG would be able to assist in the development of a Market Participant audit process to help with the audit requirements identified in the PRR. 
In addition to the comments, questions and assumptions previously sent to ERCOT, some additional comments and concerns were noted on the June 17 conference call. They are listed below.  

Regarding Section 16.11.2 this should be addressed to the extent it does not require changes to existing Market Participants internal hiring policies if they deem their existing hiring policies include adequate criminal background investigations.  Market Participants and/or their agents will be required to provide these hiring procedures if requested. Costs for implementing could be significant. 
ERCOT clarified that MP companies that allow multiple users for a single computer, and a digital certificate is needed on the computer, all of the multiple users will be required to have separate digital certificates for each of those users. Since this is the case, clarification is needed in the PRR and a process for ensuring compliance with this requirement should be developed. 
Clarify language such that it is understood that “off shore” resources may be able to be granted a digital certificate. TDTWG understands that there may be some requirements for these resources but those should also be developed by the Market. 

Clarification is needed for point to point (TDSP and CR) communications since some of these Market Participants may be using the same digital certificate for point to point communications as well as communications with ERCOT.  

TDTWG believes that much of the language included in the PRR could be reworded for the purpose of clarity, and some changes are needed to support the Market. In addition to this, TDTWG members on the conference call identified two areas of the document that need correction. They are identified below. 

	Revised Proposed Protocol Language


16.11
User Security Administrator and Digital Certificates

Market Participants are allowed access to ERCOT Systems through use of Digital Certificates.  A Digital Certificate is an electronic file installed on a Market Participant’s computer system used to authenticate that the system is authorized for secure electronic messaging with ERCOT’s systems.  Digital Certificates expire after a period of one (1) year .  A User Security Administrator (USA) is responsible for managing the Market Participant’s access to ERCOT’s systems through Digital Certificates.  All Market Participants must, as part of their application for registration with ERCOT, designate an individual employee or authorized agent as their USA.  The Market Participant’s USA is the single Market Participant employee (need clarification since this sentence is inconsistent with the sentence above) responsible for registering all users of the Market Participant through ERCOT’s systems, and administering the use of Digital Certificates, for access to ERCOT’s systems, on behalf of the Market Participant.    Market Participants with more than one ERCOT functional registration must designate a USA for each registration. 
Section 16.11.1 (d) replace “entity” with “Digital Certificate Provider”     
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