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	ERCOT/Market Segment Impacts and Benefits
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	Comments


At the outset, ERCOT’s recent assignment of data to areas requiring users to have digital certificates has dramatically increased the need for the certificates.  A more reasonable determination of what data requires such assignment may allay some of ERCOT’s concerns in this PRR.

PRR 606 places requirements on User Security Administrator’s (“USAs”) that ERCOT’s existing system cannot support.  For example, USAs cannot currently remove digital certificate users or their rights.  Instead, USAs must email ERCOT and request ERCOT to complete the removal.  The PRR also requires USAs to manage the users but ERCOT does not provide a way for USAs to obtain a list of a QSE’s current users for a given DUNS.

MISO has developed a more acceptable approach that ERCOT should consider.  Under the MISO method, users are created and managed separately from the digital certificates.  Each digital certificate has a distinguished name.  This field is entered for each user in a data panel along with other information that controls the user’s rights.  The USA would be able to create/destroy/disable a user account at any time or modify any of the user’s rights.

Reliant Energy makes its comments on top of those submitted by Centerpoint Energy for convenience purposes.

	Revised Proposed Protocol Language


16.11
User Security Administrator and Digital Certificates

Market Participants are allowed access to ERCOT Systems through use of Digital Certificates.  A Digital Certificate is an electronic file installed on a Market Participant’s computer system used to authenticate that the system is authorized for secure electronic messaging with ERCOT’s systems.  
All Market Participants must, as part of their initial application for registration with ERCOT, designate an individual employee or authorized agent as their User Security Administrator (USA).  The Market Participant’s USA is the single Market Participant employee responsible for registering all users of the Market Participant through ERCOT’s systems, and administering the use of Digital Certificates, for access to ERCOT’s systems, on behalf of the Market Participant.  Market Participants with more than one ERCOT functional registration must designate a USA for each registration.  
   

16.11.1
Responsibilities of the User Security Administrator

The USA is responsible for the following:
(1)
Requesting Digital Certificates for authorized users (either persons or programmatic interfaces) of the Market Participant.   











(2)
Managing the level of access for each user by assigning and maintaining Digital Certificate roles for each authorized user.

(3)
Requesting annual renewal of Digital Certificates.

(4) Issuing Digital Certificates to be used for electronic systems not limited to servers.

(5)
Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices. 

16.11.3
Guidelines for Use of Digital Certificates

Use of Digital Certificates must comply with the following guidelines:

(1)
A Digital Certificate is intended for use by only one user and may not be shared among users or other parties. 
(2)
Electronic equipment on which the Digital Certificate resides must be secured in a manner that prevents improper use of the Digital Certificate.

(3) The Market Participant is wholly responsible for any use of Digital Certificates issued by its USA.
(4) Electronic equipment on which the Digital Certificate resides must not have any group/shared or remote login or be a member of a Domain which allows remote and/or background login by any account or process with administrator rights unless the equipment is a server and the Digital Certificate is used exclusively by automated processes.
16.11.4
Market Participant Validation of User Security Administrators and Digital Certificates

By September 1 every year, ERCOT shall provide to each Market Participant a list of its registered USA and Digital Certificate holders.  Within 30 (thirty) days of receipt the Market Participant, via its USA, shall confirm the accuracy of the list and forward any corrections to ERCOT.  
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