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	Comments


The following comments are made on behalf of TXU Energy and TXU Power.  TXU Energy and TXU Power are aware of the need to define User Security Administrators and Digital Certificates for security and auditing reasons.  However, we believe that it would be more appropriate for this PRR to be assigned to the Texas Data Transport Working Group (TDTWG) for their review and suggested changes before this PRR is voted on by the PRS.  The TDTWG is responsible for providing analysis to ensure new data transport(s) or new versions of an existing transport can support the Texas Market. The analysis must exhibit that a data transport is secure and reliable or it cannot be recommended.  Therefore, Digital Certificates would fall under the purview of the TDTWG.
Our comments below attempt to clarify the intent of this PRR to not limit use of digital certificates to only residents of the United States of America. Also, we have lengthened the reporting time requirements for changes or deletions of certificate holders because, in reality, the User Security Administrator (USA) may not immediately be aware of changes in employees holding a Digital Certificate.  Also, we have added the concept of a “backup” USA in case the primary USA is unavailable (e.g., on vacation or out sick).  Our comments are intended to simplify the process for managing Digital Certificates by requiring ERCOT to establish a secure Internet website that would allow Market Participants to view, add, delete, renew or otherwise manage their Digital Certificates in a manner that is less cumbersome than the process currently in place.
	Revised Proposed Protocol Language


16.11
User Security Administrator and Digital Certificates

Market Participants are allowed access to ERCOT Systems through use of Digital Certificates.  A Digital Certificate is an electronic file installed on a Market Participant’s computer system used to authenticate that the system is authorized for secure electronic messaging with ERCOT’s systems.  Digital Certificates expire  one (1) year after issuance by ERCOT unless renewed by the Market Participant.  A User Security Administrator (USA) is responsible for managing the Market Participant’s access to ERCOT’s systems through Digital Certificates.  All Market Participants must, as part of their application for registration with ERCOT, designate an individual employee or authorized agent as their USA and another individual employee or authorized agent to serve as an alternate USA in the event the primary USA is unavailable.  The Market Participant’s USA is the single Market Participant employee or the single individual authorized to act as agent for the Market Participant’s USA who is responsible for registering all users of the Market Participant through ERCOT’s systems, and administering the use of Digital Certificates, for access to ERCOT’s systems, on behalf of the Market Participant.    Market Participants with more than one ERCOT functional registration must designate a USA for each registration.      

16.11.1
Responsibilities of ERCOT

(1) ERCOT shall develop and maintain a secure Internet website that will allow the USA to easily manage the Digital Certificates assigned by ERCOT to the Market Participant.
16.11.2
Responsibilities of the User Security Administrator

Upon receipt of a Digital Certificate issued by ERCOT, the USA is responsible for the following:
(1)
Requesting Digital Certificates for authorized users (either persons or programmatic interfaces) that have been qualified through an appropriate screening process that includes confirmation that the authorized user is an employee or agent (including third parties) of the Market Participant.   The user (including the USA) must be qualified as set forth below unless the user has been previously approved by ERCOT.   The Market Participant is responsible for completing an appropriate screening process to confirm that the user (or in the case of a programmatic interface, for (a) – (b) below, the person named on the certificate):

(a)
has successfully passed a background investigation, including a criminal background investigation demonstrating no felony criminal convictions or charges pending; and 



(b)
does not violate the conditions of the Entity that provides the Digital Certificates.  

(2)
Requesting revocation of Digital Certificates for users under the following conditions:

(a)
within  thirty (30) Business Days after the user is no longer an employee or agent for the Market Participant (i.e., the user has been terminated); 

(b)
no later than  thirty (30) Business Days after the user violates any conditions of ownership of a Digital Certificate, violations of conditions of ownership include: 

(i)
violating the requirements of 16.11.1(1) above; 

(ii)
using the Digital Certificate for any unauthorized purpose; or 

(iii)
allowing any other person to use the Digital Certificate; or

(c)
no later than  ten (10) Business Days after a change in a user’s responsibility which causes the user to no longer have a business need for the Digital Certificate.    

(3)
Managing the level of access for each user by assigning and maintaining Digital Certificate roles for each authorized user.

(4)
Requesting annual renewal of Digital Certificates.

(5)
Issuing Digital Certificates to be used for electronic systems not limited to servers.

(6)
Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices. 

16.11.3
Guidelines for Use of Digital Certificates

Use of Digital Certificates must comply with the following guidelines:

(1)
A Digital Certificate is intended for use by only one user and may not be shared among users or other parties.

(2)
Electronic equipment on which the Digital Certificate resides must be secured appropriately to prevent improper use of the Digital Certificate.

(3)
The Market Participant is wholly responsible for any use of Digital Certificates issued by its USA.

16.11.4
Market Participant Audits of User Security Administrators and Digital Certificates

By September 1 every year, ERCOT shall provide to each Market Participant a list of its registered USA and Digital Certificate holders.  Each Market Participant, via its USA, shall confirm the accuracy of the list and forward all corrections to ERCOT.  Because ERCOT may confirm information received via an audit report with a Market Participant’s Authorized Representatives, the Market Participant’s USA should not be the Market Participant’s Primary Authorized Representative or Secondary Authorized Representative.  If a Market Participant is unable to designate a separate individual as a USA, that Market Participant shall use a qualified third party independent auditor to fulfill the requirements of the USA in this section.  Each Market Participant shall, via its USA, conduct audits of its USA and Digital Certificate holders on an annual basis.  The audits must, at minimum:

(1)
Confirm that each listed USA and Digital Certificate holder passed the required personal risk assessment and identity verification described in Section 16.11.1(1) above;

(2)
Each listed USA and Digital Certificate holder is currently employed by or contracted with the Market Participant;

(3)
The listed USA is authorized to be the USA;

(4)
Each Digital Certificate holder is authorized to retain and use the Digital Certificate;

(5)
Each listed Digital Certificate holder needs the Digital Certificate to perform his or her job functions; and

(6)
Any unauthorized Digital Certificates have been revoked.  

By October 1st of every year, Market Participants shall submit to ERCOT the results of their annual Digital Certificate audit(s).  The audit results submitted shall include a list of authorized Digital Certificates in the form requested by ERCOT, including the authorized user’s name and telephone number, and a notarized letter of attestation from an officer of the company, or the qualified third party conducting the audit, certifying that: 

(1)
The Market Participant has documented procedures on how its USA performs its audits;

(2)
The Market Participant has verified that all assigned Digital Certificates belong to users authorized by the company’s USA and that access by all digital certificate holders who no longer meet the criteria in Section 16.11.1 (1), has been revoked; and

(3)
The USA and all Digital Certificate holders have been qualified through an appropriate screening process.

16.11.5
ERCOT Audit - Consequences of Non-compliance

ERCOT, or its designee, will review the audit results submitted under Section 16.11.4, Market Participant Audits of User Security Administrators and Digital Certificates, and may audit the Market Participant for compliance with this Subsection, 16.11, User Security Administrator and Digital Certificates.  The Market Participant will cooperate fully with ERCOT in such audits.  ERCOT shall report to the PUCT all Market Participants failing to properly perform annual audits as described in Section 16.11.4 or non-compliance with this Subsection, 16.11.5.  In addition, ERCOT may disqualify the Market Participant’s USA and/or revoke all Digital Certificates assigned by that USA, after providing Notice to the Market Participant, if the audit is not properly and timely performed, if ERCOT discovers non-compliance, or if Digital Certificates are not timely revoked from unauthorized users.  Such revocation by ERCOT shall first be subject to having made any necessary provisions for maintaining grid operating reliability requirements.
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