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	ERCOT/Market Segment Impacts and Benefits
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	Comments


In general TEAM agrees with the basic fundamental concept of the USA roll and function as promoted in this PRR.  A single point of contact for coordination and management is always desirable for efficiency and accuracy.  

However we are uncomfortable with the idea and promotion that one corporation can or should mandate to another corporation or company Human Resource functions / actions, internal security / management controls, external contractual expectations / demands and various audit aspects as being proposed by this PRR. The cost, operational and legal implications of this PRR decree reassessment of this PRR. 

In that regard, TEAM on behalf of its membership offers the following edits to PRR 606 which parallel many of CenterPoint Energy’s earlier observations and suggestions.

	Revised Proposed Protocol Language


16.11
User Security Administrator and Digital Certificates

Market Participants are allowed access to ERCOT Systems through use of Digital Certificates.  A Digital Certificate is an electronic file installed on a Market Participant’s computer system used to authenticate that the system is authorized for secure electronic messaging with ERCOT’s systems.  All Market Participants must, as part of their application for registration with ERCOT, designate an individual employee or authorized agent as their USA.  
16.11.1
Responsibilities of the User Security Administrator

Upon receipt of a Digital Certificate issued by ERCOT, the USA is responsible for the following:

(1)
Requesting Digital Certificates for authorized users (either persons or programmatic interfaces).   
 

 

(2)
Requesting revocation of Digital Certificates for users under the following conditions:

(a)
within three (3) Business Days after the user is no longer an employee or agent for the Market Participant (i.e., the user has been terminated); 

(b)
no later than five (5) Business Days after the user violates any conditions of ownership of a Digital Certificate 

 
 

(c)
 

(3)
Managing the level of access for each user by assigning and maintaining Digital Certificate roles for each authorized user.

(4)
Requesting annual renewal of Digital Certificates.


(6)
Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices. 

16.11.3
Guidelines for Use of Digital Certificates

Use of Digital Certificates must comply with the following guidelines:

(1)
A Digital Certificate is intended for use by only one user and may not be shared among users or other parties.

(2)
Electronic equipment on which the Digital Certificate resides must be secured appropriately to prevent improper use of the Digital Certificate.

(3)
The Market Participant is wholly responsible for any use of Digital Certificates issued by its USA.

16.11.4
Market Participant Audits of User Security Administrators and Digital Certificates

By September 1 every year, ERCOT shall provide to each Market Participant a list of its registered USA and Digital Certificate holders.  Each Market Participant, via its USA, shall confirm the accuracy of the list and forward all corrections to ERCOT.  Each Market Participant shall, via its USA, conduct audits of its USA and Digital Certificate holders on an annual basis.  The audits must, at minimum:


(2)
Each listed USA and Digital Certificate holder is currently employed by or contracted with the Market Participant;


(4)
Each Digital Certificate holder is authorized to retain and use the Digital Certificate;

(5)
Each listed Digital Certificate holder needs the Digital Certificate to perform his or her job functions; and

(6)
Any unauthorized Digital Certificates have been revoked.  

By October 1st of every year, Market Participants shall submit to ERCOT the results of their annual Digital Certificate audit(s).  
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