
Event Investigation Process

Scope:

Significant events occasionally occur involving the ERCOT Transmission System and Generating Units.  Often, these events require investigation to determine the root cause and identify lessons learned and whether the event was an isolated occurrence or one that requires further analysis.  This analysis is needed to determine if the system (s) and equipment involved are operating correctly and are being properly applied, maintained, and/or tested.

This document defines the roles of ERCOT Compliance, ERCOT Operations, and involved Market Participants as well as coordination that must exist between all parties during an investigation of a significant event.  This document is meant to accomplish the following:

1. Identify and define the criteria for determining a significant event.

2. Define the timetable for the investigation process.

3. Define how information gathered from Operations and by Compliance will be compiled.

4. Define the follow-up process related to remedial action plans or other mitigation efforts that may result from the investigation.

5. Define closure of the investigation process.

Significant Events:

Significant events are those events that jeopardize the reliability of all or part of the ERCOT system.

For purposes of this event investigation process, significant events include but are not limited to the following:

1. EECP implementation

2. Emergency Notice issued

3. Simultaneous loss of any combination of three generating units, transmission lines, and autotransformers (138KV and above).

4. SPS activation 
5. RAP implementation requiring load shedding
6. Under frequency relay operations (or frequency deviations greater than .7 Hz. from scheduled frequency)
7. Sustained voltage deviations greater than 5% on 345kV system
8. First contingency security violations for significant transmission elements (list of elements to be defined)
9. Failure of computer systems at ERCOT, QSE, or TO

10. Voltage collapse on portions of 138 kV or 345 kV system
11. Loss of an ERCOT, QSE, or TO control center
12. Black Start Plan initiation

13. Uncontrollable loss of 150 MW or more of firm load shed for more than 15 minutes from a single incident
14. Any event determined by the ROS to be significant

DOE Reportable Events:

Initial or Preliminary Reports

There are several DOE reportable events that require reporting to be done to the Department of Energy on Form EIA-417.  Initial reports are to be made within one (1) hour of the occurrence.  These events should be reported by TOs (Transmission Operators) and/or QSEs (Qualified Scheduling Entities) or QSE entities that have events occur in the areas that they represent.  These entities should make the initial report to ERCOT Operations who will forward the report to DOE/NERC and ERCOT Compliance. 
The events listed as DOE Reportable are as follows:

1. Uncontrolled loss of 300 MW or more of firm system load for more than 15 minutes from a single incident.

2. Load shedding of 100 MW or more implemented under emergency operational policy.

3. System-wide voltage reductions of 3% or more

4. Public appeal to reduce the use of electricity for purposes of maintaining the continuity of the electric power system.

5. Actual or suspected physical attacks that could impact electric power system adequacy or reliability; or vandalism, which target components of any security systems.

6. Actual or suspected cyber or communications attacks that could impact electric power system adequacy or vulnerability.

7. Fuel supply emergencies that could impact electric power system adequacy or reliability.

8. Loss of electric service to more than 50,000 customers for 1 hour or more.

9. Complete operational failure or shutdown of the transmission and/or distribution electrical system.

There are several additional NERC reportable events that require reporting to be made to NERC using the NERC Operating Security Limit and Preliminary Disturbance Report Form.  Preliminary reports are to be made within twenty-four (24) hours of the occurrence.  The NERC reportable events as well as the reporting form can be found in NERC Policy Appendix 5F.  If the event meets the requirements of a DOE and NERC reportable event, DOE reporting requirements are to be followed.  
Reporting Entities should report DOE and NERC reportable events to ERCOT Operations (Shift Supervisor on duty).  ERCOT Operations will forward these reports to the DOE, NERC, and ERCOT Compliance.
Follow-Up and Final Reports

In many cases, there will be a need for follow up reports to be sent to the DOE and NERC.  These are reports that are a result of more extensive research and data gathering.  Follow up reports should be turned in to the DOE/NERC by the Transmission Operator or Qualified Scheduling Entity who initiated the first report.  A copy shall be sent to ERCOT Operations and ERCOT Compliance.
Event Identification:

It will be the responsibility of ERCOT Operations to identify and report significant events to ERCOT Operations Support and ERCOT Compliance.  These events may be reported as a result of DOE or NERC Reports filed by TOs (Transmission Operators) or QSEs (Qualified Scheduling Entities). Significant events will be recorded in the Operations logs and Compliance and Operations Support will be notified by email within one hour after the event occurs.  Compliance will notify the ROS of significant events and provide the status of on-going investigations at the next regularly scheduled ROS Meeting.  
Fact Gathering:

In most cases much of the fact gathering will be by ERCOT Operations Support.  The essential information of the event – such as specific information on what units tripped, which transmission facilities operated, where under frequency relays tripped, amount of load shed, system frequency deviations, duration of event, procedures followed, etc. – will be compiled by Operations Support using data available from ERCOT systems.  Operations Support will also make initial information requests to Market Participants to validate ERCOT data or supply missing data.   From this baseline data, Operations Support will construct the approximate timeline and sequence of events in a brief report, and indicate additional details needed from Market Participants.  Operations Support will forward the brief report to Compliance within 14 days after the event.  Compliance will make additional requests for data from Market Participants as needed and follow-up until it is delivered, with a target of no more than 30 days after the event.
Investigations:

ERCOT Compliance will investigate the event using the data gathered from ERCOT Operations and Market Participants.  From the data gathered, Compliance will attempt to determine the root cause (s) of the event.  Cooperation of the Market Participants and ERCOT Operations will be required as the need for more information arises.

Compliance will develop a report detailing the event and make recommendations that will include actions required to avoid future occurrences of the event.  If necessary for report development, Compliance may solicit input from ROS Working Groups.  The report will be distributed to and discussed with the ROS as directed by the ROS Chair.  Depending on the seriousness of the event, reports in most cases should be completed within 60 days after the event occurs.  In the event that an investigation requires a longer time period, the Market Participants involved will submit a written explanation to the ROS and ERCOT Compliance as to why the investigation is taking longer than the stated time.  

Follow Up:
ERCOT Compliance will follow up with Market Participants and/or ERCOT Operations on remedial action plans or other mitigation solutions that are identified during or as a result of the investigation.  Compliance will report to the ROS when the investigation is closed.  At its discretion, the ROS may choose to review any significant event investigation for lessons learned and to verify mitigation strategies.
Investigations of this manner may or may not lead to compliance issues.  If they do indicate that reliability has been compromised due to ERCOT Protocol or Operating Guide violations, Compliance will escalate the event to Violation.  It the investigation indicates that Protocols or Operating Guides Revisions are required the ROS will assign this task to the appropriate working group(s).   
Compliance will file and post the report when it has been closed.  These files may be used as a source or information should similar events occur in the future.
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