NERC BOARD RECOMMENDATIONS FOLLOWING THE AUGUST 2004 NORTHEAST BLACKOUT INVESTIGATION, AND HOW THEY AFFECT ERCOT

Text of recommendation is followed by Mark Henry (ERCOT Compliance) comments.  Most significant and immediate ERCOT impacts are: Recommendation 4a, 4b, 4c (vegetation management); 6 (operator emergency training); 8a (Zone 3 relays); 8b (undervoltage load shed programs); 12a, b (disturbance monitor time synchronization and dynamic data recorders) and 14 (procedures and criteria for model data verification with actual performance). 
Recommendation 1a: FE, MISO, and PJM shall each complete the remedial actions designated

in Attachment A for their respective organizations and certify to the NERC board no later than

June 30, 2004, that these specified actions have been completed. Furthermore, each

organization shall present its detailed plan for completing these actions to the NERC

committees for technical review on March 23-24, 2004, and to the NERC board for approval no

later than April 2, 2004.

N/A ERCOT

Recommendation 1b: The NERC Technical Steering Committee shall immediately assign a

team of experts to assist FE, MISO, and PJM in developing plans that adequately address the

issues listed in Attachment A, and other remedial actions for which each entity may seek

technical assistance.

N/A ERCOT

Recommendation 2a: Each regional reliability council shall report to the NERC Compliance

Enforcement Program within one month of occurrence all significant1 violations of NERC

operating policies and planning standards and regional standards, whether verified or still

under investigation. Such reports shall confidentially note details regarding the nature and

potential reliability impacts of the alleged violations and the identity of parties involved.

Additionally, each regional reliability council shall report quarterly to NERC, in a format

prescribed by NERC, all violations of NERC and regional reliability council standards.

ERCOT Compliance currently reports on frequency control and transmission security violations on a monthly basis, or can without significant additional effort.  Quarterly reports to the NERC Board started in 2003.  Additional information may need to be added to this reporting, which does not presently address all NERC measures and addresses no ERCOT-specific standards.  
Recommendation 2b: Being presented with the results of the investigation of any significant

violation, and with due consideration of the surrounding facts and circumstances, the NERC

board shall require an offending organization to correct the violation within a specified time. If

the board determines that an offending organization is non-responsive and continues to cause a

risk to the reliability of the interconnected power systems, the board will seek to remedy the

violation by requesting assistance of the appropriate regulatory authorities in the United States,

Canada, and Mexico.

This suggests that NERC’s Board will assist enforcement and mitigation of non-compliance.    Details are lacking, but unless NERC makes demands beyond those determined by ERCOT in its compliance process for mitigation, this should not create additional requirements.

Recommendation 2c: The Planning and Operating Committees, working in conjunction with

the Compliance Enforcement Program, shall review and update existing approved and draft

compliance templates applicable to current NERC operating policies and planning standards;

and submit any revisions or new templates to the board for approval no later than March 31,

2004. To expedite this task, the NERC President shall immediately form a Compliance

Template Task Force comprised of representatives of each committee. The Compliance

Enforcement Program shall issue the board-approved compliance templates to the regional

reliability councils for adoption into their compliance monitoring programs.

This review process has started.  Several new compliance measures have been proposed.  Approximately 50 of the measures proposed or field-tested during the first 5 years of the NERC Compliance Pilot have been forwarded.  
Recommendation 2d: The NERC Compliance Enforcement Program and ECAR shall, within

three months of the issuance of the final report from the Compliance and Standards

investigation team, evaluate the identified violations of NERC and regional standards, as

compared to previous compliance reviews and audits for the applicable entities, and develop

recommendations to improve the compliance process. 

N/A ERCOT

Recommendation 3a: The NERC Compliance Enforcement Program and the regional

reliability councils shall jointly establish a program to audit the reliability readiness of all

reliability coordinators and control areas, with immediate attention given to addressing the

deficiencies identified in the August 14 blackout investigation. Audits of all control areas and

reliability coordinators shall be completed within three years and continue in a three-year

cycle. The 20 highest priority audits, as determined by the Compliance Enforcement Program,

will be completed by June 30, 2004.

ERCOT itself performs the Control Area and Reliability Coordinator functions and will be audited, sometime after the first half of 2004.  A self-assessment has been completed as the first step.  There has been a suggestion that Transmission Operators should also be audited; this is not established at this point.  Many questions came up that are outside of ERCOT’s direct responsibility, such as maintenance of lines and equipment and control settings of generators.
Recommendation 3b: NERC will establish a set of baseline audit criteria to which regional

criteria may be added. The control area requirements will be based on the existing NERC

Control Area Certification Procedure. Reliability coordinator audits will include evaluation of

reliability plans, procedures, processes, tools, personnel qualifications, and training. In

addition to reviewing written documents, the audits will carefully examine the actual practices

and preparedness of control areas and reliability coordinators.

The assessment documents and questionnaires related to initial audits of First Energy and MISO are the basis for this.  Audits are on-going, the process again is based on existing NERC Certification procedures, which were similar to old ERCOT processes from the early 1990’s.  
Recommendation 3c: The reliability regions, with the oversight and direct participation of

NERC, will audit each control area’s and reliability coordinator’s readiness to meet these audit

criteria. FERC and other relevant regulatory agencies will be invited to participate in the

audits, subject to the same confidentiality conditions as the other members of the audit teams.

NERC will likely help assemble a team for ERCOT audit as in 2001 and 2002.  FERC or PUCT participation in  ERCOT audits is not established.

Recommendation 4a: NERC and the regional reliability councils shall jointly initiate a program

to report all bulk electric system3 transmission line trips resulting from vegetation contact4.

The program will use the successful WECC vegetation monitoring program as a model.

A draft NERC compliance measure has been proposed.  Compliance requests that OWG review and add these requirements to the Operating Guides once the NERC measure is released.

Recommendation 4b: Beginning with an effective date of January 1, 2004, each transmission

operator will submit an annual report of all vegetation-related high voltage line trips to its

respective reliability region. Each region shall assemble a detailed annual report of vegetation related line trips in the region to NERC no later than March 31 for the preceding year, with the

first reporting to be completed by March 2005 for calendar year 2004.

ERCOT needs to request that its transmission companies complete this for 2004, NERC is only requiring 345kV line reporting.  Compliance requests that OWG discuss this to aid with consistent implementation. 

Recommendation 4c: Each bulk electric transmission owner shall make its vegetation

management procedure, and documentation of work completed, available for review and

verification upon request by the applicable regional reliability council, NERC, or applicable

federal, state or provincial regulatory agency.  
ERCOT transmission companies will need to assemble such documents.  NERC standard will apply to 345 kV owners; ERCOT may choose to broaden this.  Again,  Compliance requests that OWG discuss this to aid with consistent implementation.   

Recommendation 5a: NERC and each regional reliability council shall establish a program for

documenting completion of recommendations resulting from the August 14 blackout and other

historical outages, as well as NERC and regional reports on violations of reliability standards, results of compliance audits, and lessons learned from system disturbances. Regions shall report quarterly to NERC on the status of follow-up actions to address recommendations, lessons learned, and areas noted for improvement. NERC staff shall report both NERC activities and a summary of regional activities to the board.

The ERCOT significant event investigation process developed last Fall includes provisions for Compliance to track recommendations resulting from events inside ERCOT.  Follow-up on audits and observed non-compliance is handled through ERCOT Compliance processes, except for quarterly reporting to the NERC Board.   Compliance will take the role of reporting on progress with the NERC Board’s blackout recommendations.  

Recommendation 5b: NERC shall by January 1, 2005 establish a reliability performance

monitoring function to evaluate and report bulk electric system reliability performance.

Not sure exactly what this means in ERCOT or elsewhere yet.  Certain compliance measures assess operational performance and are assessed or reviewed monthly, these will likely be the basis for this function.   It probably means more submittals to NERC throughout the year.
Recommendation 6. Improve Operator and Reliability Coordinator Training.

Recommendation 6: All reliability coordinators, control areas, and transmission operators shall

provide at least five days per year of training and drills in system emergencies, using realistic

simulations, for each staff person with responsibility for the real-time operation or reliability

monitoring of the bulk electric system. This system emergency training is in addition to other

training requirements. Five days of system emergency training and drills are to be completed

prior to June 30, 2004, with credit given for documented training already completed since July

1, 2003. Training documents, including curriculum, training methods, and individual training

records, are to be available for verification during reliability readiness audits.

This applies to ERCOT and its transmission operators, although is not established whether it should address transmission operators in ERCOT with less extensive systems.  Supplemental notes allow use of black start training, the operations seminar and other operator activities to meet this recommendation.
Recommendation 7a: The Planning Committee shall reevaluate within one year the

effectiveness of the existing reactive power and voltage control standards and how they are

being implemented in practice in the ten NERC regions. Based on this evaluation, the Planning

Committee shall recommend revisions to standards or process improvements to ensure voltage

control and stability issues are adequately addressed.

This may result in future requirements, but ERCOT’s Planning Committee representative will have to keep the Region informed.

Recommendation 7b: ECAR shall no later than June 30, 2004 review its reactive power and

voltage criteria and procedures, verify that its criteria and procedures are being fully

implemented in regional and member studies and operations, and report the results to the

NERC board.

N/A to ERCOT

Recommendation 8a: All transmission owners shall, no later than September 30, 2004, evaluate

the zone 3 relay settings on all transmission lines operating at 230 kV and above for the

purpose of verifying that each zone 3 relay is not set to trip on load under extreme emergency

conditions6. In each case that a zone 3 relay is set so as to trip on load under extreme

conditions, the transmission operator shall reset, upgrade, replace, or otherwise mitigate the

overreach of those relays as soon as possible and on a priority basis, but no later than

December 31, 2005. Upon completing analysis of its application of zone 3 relays, each

transmission owner may no later than December 31, 2004 submit justification to NERC for

applying zone 3 relays outside of these recommended parameters. The Planning Committee

shall review such exceptions to ensure they do not increase the risk of widening a cascading

failure of the power system.

ERCOT 345kV transmission owners should perform this review by Sept 30.  The SPWG has discussed what ratings to use and what conditions to model, as well as how to interpret the term “extreme emergency”.  Compliance has asked SPWG members to confirm whether they can accomplish this by Sept. 30 and we will report at the next ROS meeting in April.  The general outlook among SPWG members was that these settings are not likely to be a problem, but the detailed review needs to completed before it is known whether any relays need adjustment.
Recommendation 8b: Each regional reliability council shall complete an evaluation of the

feasibility and benefits of installing under-voltage load shedding capability in load centers

within the region that could become unstable as a result of being deficient in reactive power

following credible multiple-contingency events. The regions are to complete the initial studies

and report the results to NERC within one year. The regions are requested to promote the

installation of under-voltage load shedding capabilities within critical areas, as determined by

the studies to be effective in preventing an uncontrolled cascade of the power system.

ERCOT has under-voltage load shedding in the Rio Grande Valley.  Compliance requests that ROS assign this task to the Regional planning groups or other stakeholder body to confirm whether the risk exists, and evaluate the costs.   This work is to be completed by February 2005.
Recommendation 8c: The Planning Committee shall evaluate Planning Standard III – System

Protection and Control and propose within one year specific revisions to the criteria to

adequately address the issue of slowing or limiting the propagation of a cascading failure. The

board directs the Planning Committee to evaluate the lessons from August 14 regarding relay

protection design and application and offer additional recommendations for improvement.

This may result in future requirements, but ERCOT’s Planning Committee representative will have to keep the Region informed.

Recommendation 9: The Operating Committee shall complete the following by June 30,

2004:

Evaluate and revise the operating policies and procedures, or provide interpretations,

to ensure reliability coordinator and control area functions, responsibilities, and

authorities are completely and unambiguously defined.

Evaluate and improve the tools and procedures for operator and reliability

coordinator communications during emergencies.

Evaluate and improve the tools and procedures for the timely exchange of outage

information among control areas and reliability coordinators.

This may result in future requirements, but ERCOT’s Operating Committee representative will have to keep the Region informed.  Revisions of Policy 4,5,6 and 9 are underway.

Recommendation 10: The Operating Committee shall within one year evaluate the real-time

operating tools necessary for reliable operation and reliability coordination, including backup

capabilities. The Operating Committee is directed to report both minimum acceptable

capabilities for critical reliability functions and a guide of best practices.

This may result in future requirements, but ERCOT’s Operating Committee representative will have to keep the Region informed.  

Recommendation 11a: The Planning Committee, working in conjunction with the Operating

Committee, NPCC, ECAR, and PJM, shall evaluate the black start and system restoration

performance following the outage of August 14, and within one year report to the NERC board

the results of that evaluation with recommendations for improvement.

N/A to ERCOT except for the Planning and Operating Committee representatives.

Recommendation 11b: All regional reliability councils shall, within six months of the Planning

Committee report to the NERC board, reevaluate their procedures and plans to assure an

effective black start and restoration capability within their region.

ERCOT will need to review these after release, probably March 2005.   
Recommendation 12a: The reliability regions, coordinated through the NERC Planning

Committee, shall within one year define regional criteria for the application of synchronized

recording devices in power plants and substations. Regions are requested to facilitate the

installation of an appropriate number, type and location of devices within the region as soon as

practical to allow accurate recording of future system disturbances and to facilitate

benchmarking of simulation studies by comparison to actual disturbances.

SPWG discussed this briefly at their February 2004 meeting; most relays with recording capability do not have time synchronization, but almost all dedicated fault recorders do.  ERCOT will want to change the Operating Guides to define which locations need time synchronization.   Discussions should also address generator recording devices and make clear where generators have responsibility.  Compliance requests that ROS direct SPWG to develop the necessary changes for their next scheduled meeting.  
Recommendation 12b: Facilities owners shall, in accordance with regional criteria, upgrade

existing dynamic recorders to include GPS time synchronization and, as necessary, install

additional dynamic recorders.

Follow-up to 12a, may require ERCOT companies to install equipment to allow time synchronization.    ERCOT should define a time schedule for compliance when the Operating Guides are reviewed.  ERCOT has never defined dynamic data recorder requirements and will need to assign this task to DWG and SPWG or other groups.   
Recommendation 13a: The Operating Committee shall evaluate operations planning and

operating criteria and recommend revisions in a report to the board within one year.

This may result in future requirements, but ERCOT’s Operating Committee representative will have to keep the Region informed.  

Recommendation 13b: ECAR shall no later than June 30, 2004 reevaluate its planning and

study procedures and practices to ensure they are in compliance with NERC standards, ECAR

Document No. 1, and other relevant criteria; and that ECAR and its members’ studies are

being implemented as required.

N/A to ERCOT

Recommendation 13c: The Planning Committee, working in conjunction with the regional

reliability councils, shall within two years reevaluate the criteria, methods and practices used

for system design, planning and analysis; and shall report the results and recommendations to

the NERC board. This review shall include an evaluation of transmission facility ratings

methods and practices, and the sharing of consistent ratings information.

This may result in future requirements, but ERCOT’s Planning Committee representative will have to keep the Region informed.    ROS may want to assign review of NERC recommendations or suggestions to SSWG and DWG.
Recommendation 14: The regional reliability councils shall within one year establish and begin

implementing criteria and procedures for validating data used in power flow models and

dynamic simulations by benchmarking model data with actual system performance. Validated

modeling data shall be exchanged on an inter-regional basis as needed for reliable system

planning and operation.

ERCOT will need to assign a group to define what will be done here for modeling data.  ERCOT lacks specific requirements to compare models with actual system performance.  Some activities such as Operation and Planning model cross-checking, fault current review and certain generator tests may meet part of this recommendation, but criteria are not established, and other areas should perhaps be considered.  Inter-regional data exchange doesn’t apply in ERCOT except regarding DC ties and planned transactions, and Swing-Between-Grid plants.  

