ERCOT Protocols Revision Request

	PRR Number
	461PRR
	PRR Title
	Confidentiality Exceptions for Reliability Analysis

	Status
	Posted

	Protocol Section Requiring Revision
	1.3.6, Exceptions, paragraph (9) (relating to exceptions for reliability analysis involving certain "Protected Information”).

	Requested Resolution
	Normal

	Revision Description
	1. Revise the exception of 1.3.6(9) to allow Market Participants Protected Information for the purposes of developing analysis of system events.

2. Add an exception for limited public reporting of the status of facilities in significant events. 

	Reason for Revision
	The existing exceptions for disclosure of Protected Information are not sufficiently inclusive to make available sufficient data for analysis by affected Market Participants in ERCOT working groups regarding of recent system conditions, unusual events, and system performance.  For example, ROS created the Frequency Control Task Force, which needs access to Protected Information to perform the needed analysis.  This PRR would provide the needed access with appropriate confidentiality controls.

An additional exception is proposed allowing public release of facility status information during significant events.   This is intended to apply only to name and location of facilities during and immediately following such events.

	Timeline

	Date Received:
	9/2/03

	Date Posted:
	9/2/03

	Comments Due:
	9/22/03

	PRS Review Date:
	9/25/03


	Proposed Protocol Language Revision


1.3.6 Exceptions 

Receiving Party may, without violating this Subsection 1.3, Confidentiality, disclose Protected Information:

(1) To governmental officials, Market Participant(s), the public, or others as required by any law, regulation, or order, or by these Protocols, provided that any Receiving Party must make reasonable efforts to restrict public access to the Disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(2) If Disclosing Party that supplied the Protected Information to the Receiving Party has given its prior written consent to the Disclosure, which consent may be given or withheld in Disclosing Party’s sole discretion; or

(3) If the Protected Information, before it is furnished to Receiving Party, is in the public domain; or

(4) If the Protected Information, after it is furnished to Receiving Party, enters the public domain other than as a result of a breach by Receiving Party of its obligations under this Subsection 1.3, Confidentiality; or

(5) If reasonably deemed by the disclosing Receiving Party to be required to be disclosed in connection with a dispute between Receiving Party and Disclosing Party; provided that the disclosing Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(6) To a TDSP engaged in transmission or distribution system planning and operating activities, provided that the TDSP has executed a confidentiality agreement with requirements substantially similar to those in Subsection 1.3, Confidentiality; or

(7) To a vendor or prospective vendor of goods and services to ERCOT so long as such vendor or prospective vendor: (i) are not Market Participants and (ii) agree to abide by the terms of Subsection 1.3, Confidentiality, regarding management of Protected Information; or

(8) To NERC if required for compliance with any applicable NERC requirement; or

(9) To the members (or their consultants), task forces, and working groups of ERCOT Market Participant committees assigned to perform analysis of system conditions, unusual events, and system performance, provided that Ancillary Service Bid prices shall not be disclosed and further provided that the recipients execute a confidentiality agreement with requirements substantially similar to those in Section 1.3, Confidentiality.  Data to be disclosed under this exception shall be limited to the periods surrounding the relevant conditions, events, or performance under review and may include the following:
(a) QSE base schedules;
(b) QSE AS awards and deployments, in aggregate and by type of Resource;
(c) Resource facility status, including switching devices, auxiliary loads, and mechanical systems;
(d) Individual Resource information including but not limited to, real power output, reactive output, voltages, and maximum/minimum capability;
(e) Resource control and protective device settings and status;
(f) QSE SCE and its components, including governor response and bias;
(g) Load Imbalance;
(h) Data from Resource Plans; and,
(i) Resource Outage schedule information. 
(10) To the media and general public, limited to release of names and locations of Resources whose status is affected by significant disturbances to the ERCOT System, during and immediately after such events.
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