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Title

Network Security Analysis

Purpose

The purpose of Network Security Analysis (NSA) is to assure the operation of the ERCOT transmission system meets the reliability standards of NERC policy and ERCOT operating guides.  NSA consists of a collection of processes and software systems that enable ERCOT and TDSP operators to monitor system transmission elements for out of limit conditions, to study possible contingencies and understand the resulting effects of forced outages and to provide information to the LMP calculator to adjust generation prices at transmission nodes to provide incentives for generator plants to operate within the limits of the transmission system.   

Time Frame

Day Ahead, Day of Operation, Hour Ahead and Real Time

Definitions

Bus Load Forecast- A computational method of forecasting the load by individual transmission bus based on regression parameters obtained from continuous analysis of actual weather and observed ambient weather conditions including temperature and wind speed.

Common Information Model (CIM) – The ERCOT transmission system model consisting of lines, transformers, buses, bus loads, generators including all the parameters needed to describe the elements and how they interrelate to one another.  The model shall confirm to NERC and EPRI standards for CIM.

Dynamic Limit Calculator – A computational algorithm that uses engineering parameters of individual transmission lines and transformers to adjust the MVA limit of a transmission element based on ambient weather conditions including temperature and wind speed.
LMP Contingency Processor – A computational algorithm that calculates the generator shift factors for a given transmission line or transformer that may have an active limit constraint in NSA and creates binding transmission constraint information used by Security Constrained Economic Dispatch to assure dispatch of generation recognizes transmission system limitations.

Network Topology – A processor that uses as input the status of all transmission breakers and switches and information from the CIM to create a model of the transmission system for use by NSA.

State Estimator (SE)- A computational algorithm that uses real-time inputs from the network's System Control and Data Acquisition (SCADA) system, that measure the network's electrical parameters including its topology, voltage, power flows, etc., to estimate electrical parameters (such as line flows and buss voltages and loads) in the ERCOT transmission network.  The SE provides as its output a description of the network that values all of the necessary electric parameters (topology, voltage, power flow, etc.) at each electrical buss and line included in the system model.

Description

NSA uses multiple simultaneously executing systems to assure reliability.  NSA will be designed to operate in real time, hour ahead, and day ahead as well as in Study mode.  Each of these modes will use the same core software for performing security analysis with differences in function depending on the inputs and timing of those inputs to the analysis package. 

Real Time Sequence

The following represents the real time sequence.  


Figure 1 – Real Time Sequence

Core Process

The core of the real time sequence is the series of processes of collecting data from the telemetered database and creating the network model based on the observed topology of the ERCOT transmission system and feeding the result to the next module in sequence.  Once the network model is created, all load buses in the model will have a load forecast applied.  From this forecast and the remaining telemetry of line flows and voltages, the state estimator will estimate all the transmission parameters needed to provide a mathematically consistent data set as constrained inputs to the NSA.    

Features of the core sequence will include breaker and switch status change alarming, processing of logic equations calculating the in and out status of generators, lines, and transformers as well as any load disconnected from the model.  Load shown disconnected from the grid should indicate an error in telemetry.  The ERCOT operator will be notified if the resulting outage of a transmission facility had been scheduled in the outage schedule or is an unexpected forced outage.

The state estimator will be augmented to provide detection and operator notification of potentially bad status of breakers and switches.  Such processing will detect flow on lines or flow on devices also shown as disconnected from the transmission system.

Dynamic Limit Calculator

Real time weather data, where available, will be obtained from multiple areas of ERCOT and provided to the Transmission Line and Transformer Dynamic limit calculator.  Using nominal limits from the Common Information Model (CIM), the processor will calculate for all transmission lines and transformers a revised limit of each elements normal and emergency limit.  Weather conditions included may include ambient temperature and wind speed, where available.  Summary reports on the additional transmission capability gained through dynamic line ratings will be provided on a monthly basis by TDSP and provided to the Market Oversight Division.

MVA Overload and Voltage Limit Alarm Processor

Once dynamic line and transformer limits are known, the actual flow and state estimated flow calculation of MVA is compared for operator notification of out of limit conditions.  Overload notifications will initiate a SCADA alarm at 90% of normal rating and continue to alarm in 10% increments indicating to the ERCOT operator overload detected for the device name, normal, emergency and current dynamic limit, and actual percent of normal loading of the element.

Transmission voltage will be monitored for out of limit conditions, indicating SCADA alarms at 90% of high limits and continuing in 5 % increments indicating to the ERCOT operator voltage limit violation for the device name, the actual percent of normal voltage of the element.  Similarly for low limits, SCADA alarms will initiate at 110% of low limit and continue in 5% decrements indicating the same information as above.

Contingency List Processing

The ERCOT transmission operator will be assigned to select relevant n-1 contingencies and single element contingencies from a pre-approved list that are likely to be active in the Network Security Analysis.  The ERCOT operator will use judgment and information from the Hour Ahead or Day Ahead NSA to indicate to the real time NSA which contingencies are possibly active and require a full AC power flow to determine if any transmission constraints are active.  It is expected the operator will only remove contingencies from detailed study that are obviously not active and at this point in the analysis only to conserve computation resources for the real time NSA processor.  The real time NSA may employ the use of appropriate ranking and other screening techniques to further reduce computation time by executing one or two iterations of the contingency study to gauge its impact and discard further study if the estimated result is inconsequential.

Network Security Analysis Processor

At the conclusion of a converged state estimation of all transmission elements flows and bus voltages assuring a computationally consistent data, the NSA processor will perform a full AC analysis of all contingencies remaining in the list that may be active.  For each contingency the associated monitored elements will be checked for limit violation.  Bus voltage limits are verified to be within an operator changeable percentage of nominal that is specified for each contingency. Security violations for transmission lines and transformers occur if the predicted MVA exceeds 100% of the emergency limit after adjustments for current real time weather conditions applicable to the contingency.  All security violations will be immediately reported to the transmission operator.  The ERCOT transmission operator will notify the generation control operators of new security constraints and initiate the transmission constraint management process.

Transmission Constraint Management

Each active contingency identified by NSA will be presented to the ERCOT transmission operator for review prior to creating a binding transmission constraint in the SCED. The operator will verify the contingency for reasonableness given the current operating state of the ERCOT transmission system.  The ERCOT operator will flag for further review by the ERCOT engineering staff, any contingencies deemed inaccurate or inappropriate.  

Under normal conditions, the operator will instruct the Transmission Constraint Management processor to calculate for the selected active contingency, the shift factor for all revenant generators and for those generators whose shift factor exceeds the minimum threshold percentage specified for the active contingency, create the necessary information to limit the generators base point calculation to that needed to manage the constraint.  The information will be provided to the generator base point calculation in the LMP Contingency Processor (SCED).  Generators limited due to active transmission constraints will be reported to the ERCOT generation control operator as well as the QSE responsible for the generator.  Monthly summaries of binding transmission constraints and their limiting effects by generator will be provided to QSEs and the MOD.

Under system emergency conditions, the operator using his judgment may relax transmission constraints to provide additional generation at the expense of temporarily creating a security violation as long as the violation does not physically overload any single transmission element.

Hour Ahead Sequence

The following represents the Hour Ahead sequence.


Core Process
The Hour Ahead NSA will use the same computational module as real time NSA, but with different inputs to allow detailed study of ERCOT transmission system reliability.  The Hour Ahead NSA will use the current status of all transmission breakers and switches updated for approved planned outages from the outage scheduler for equipment out of service in the next two hours.  Network Topology will construct a network model that will be used by Bus Load forecast to estimate the load for each transmission bus.  Bus Load Forecast will use the state estimated loads from real time to update regression parameters used to calculate busload as a function of total ERCOT load.  For the Hour Ahead NSA, Bus Load Forecast will use the current forecast of total ERCOT load for the next hour.

At the top of each hour, Outage Scheduler will notify the ERCOT transmission operator of all equipment scheduled to be out of service in the next 
hour.  The Programmatic Interface Application in ERCOT’s EMS shall be implemented to facilitate the electronic transfer of Transmission Operator EMS Planned Outage Scheduler data from the Transmission Operator to ERCOT.  

ERCOT shall be responsible for obtaining forecasted weather conditions for the next hour that will be provided to the dynamic limit calculation processor to adjust MVA limits for all transmission lines and transformers.

The ERCOT transmission operator will normally select all n-2 and n-1 contingencies as well as all single element contingencies from a pre-approved list for study in the Hour Ahead NSA.  The ERCOT transmission operator may deselect certain contingencies known to cause errors in NSA or otherwise result in inconclusive results.  Such errors will be reported to ERCOT engineering for review.

At the conclusion of the above core process, the NSA will perform a full AC analysis of all contingencies.  For each contingency the associated monitored elements will be checked for limit violation.  Bus voltage limits are verified to be within an operator changeable percentage of nominal that is specified for each contingency. Security violations for transmission lines and transformers occur if the predicted MVA exceeds 100% of the emergency limit.  All security violations will be immediately reported to the transmission operator.  The ERCOT operator will use information from the Hour Ahead NSA to indicate to the real time transmission operators those contingencies that may be active in the real time NSA.  

Day Ahead Sequence
The following represents the Day Ahead sequence.


Core Process
The Day Ahead NSA will use the same computational module as real time NSA, but with different inputs to allow detailed study of ERCOT transmission system reliability for each hour of the Day Ahead.  The Day Ahead NSA will use the normal status of all transmission breakers and switches updated for approved planned outages from the outage scheduler for equipment out of service in the Day Ahead.  Any forced outages that occur in real time must be entered into the Outage Scheduler if they are to remain outages in the Day Ahead.  

Network Topology will construct a network model that will be used by Bus Load forecast to estimate the load for each transmission bus for each hour of the Day Ahead.  Bus Load Forecast will use its forecast regression parameters used to calculate busload as a function of total ERCOT load.  

ERCOT shall be responsible for obtaining forecasted weather conditions for each hour of the next day that will be provided to the dynamic limit calculation processor to create weather adjusted MVA limits for each hour for all transmission lines and transformers.

The ERCOT transmission operator will normally select all n-2 and n-1 contingencies as well as all single element contingencies from a pre-approved list for study in the Day Ahead NSA.  The operator may deselect certain contingencies known to cause errors in NSA or otherwise result in inconclusive results.  Such errors will be reported to ERCOT engineering for review.

At he conclusion of the above core process, the NSA will perform a full AC analysis of all contingencies for each hour of the Day Ahead.  For each contingency for each hour, the associated monitored elements will be checked for limit violation.  Bus voltage limits are verified to be within an operator changeable percentage of nominal that is specified for each contingency. Security violations for transmission lines and transformers occur if the predicted MVA exceeds 100% of the emergency limit.  All security violations will be immediately reported to the transmission operator.  The ERCOT operator will use information from the Day Ahead NSA to indicate to operators who will perform the Hour Ahead NSA during the Operating Day those contingencies that may be active in the real time NSA. 

The ERCOT transmission operator will also inform the operators performing the DaRUC of expected contingencies needing mitigation.  On the conclusion of the DaRUC, the Day Ahead NSA will be re-initiated to verify the DaRUC solution to any active contingencies.  If the re-initiated Day Ahead NSA continues to find active constraints, ERCOT operators may in their judgment choose to commit or de-commit generation as appropriate.  

Inputs

· Real time data from TDSPs including status indication for each point if that data element is stale for more than 10 seconds

· Transmission bus voltages

· MW and MVAR pairs and associated MVA for all lines and transformers and reactors

· Actual breaker and switch status for all modeled devices

· Normal breaker and switch status for all modeled devices

· Tap position for transformers including no load tap position

· State Estimator results for all modeled transmission elements

· Logic equations to determine the in or out of service state of a transmission line or transformer

· Transmission system element limits from TDSPs 
· Data from the Common Information Model

· Transmission lines – normal and emergency MVA limit

· Transformers and Auto-transformers – normal and emergency MVA and Tap position limits

· Generator Step-up transformers – no load tap position

· Generation Unit Limits

· High Sustained 

· Low Sustained

· Responsive Reserve Ancillary Services commitment by unit

· Regulation Reserve Ancillary Services commitment by unit 

· All Planned Outages for the next seven days

· Any transmission element

· Starting Date/Hour

· Ending Date/Hour

· Any Generation Resource planned outages

· Generator Availability status

· System Contingency lists as approved by ERCOT

· Minimum threshold shift factor for each contingency (nominally 3%)

· Real time weather, where available from TDSPs or other sources as ERCOT may elect to utilize, and forecasted weather obtained by ERCOT used to calculate the dynamic limit of any transmission element

· Load Forecasts provided by ERCOT.
· Day Ahead Hourly System Load

· Hour Ahead System Load

Outputs

· Operator notification of any change in status of any breaker or switch

· Lists of all breakers and switches not in their normal position

· Result of logic equation calculation of the in and out status of transmission lines and transformers

· Operator notification of all transmission element Overloads detected from State Estimated data

· Alarm will initiate at 90% of normal rating and continue to alarm in 10% increments indicating to the operator the device name, normal, emergency and dynamic limit, and percent loading of element 

· Operator notification of all transmission element Security Violations

· Alarm will initiate at 90% of emergency rating indicating to the operator the device name, normal, emergency and dynamic limit, and percent loading of element

· Operator summary displays

· Transmission system status changes

· Overloads

· System Security Violations

Settlement 

There is no effect on settlement of QSEs as a result of NSA.

DRAFT
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