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	PRR Number
	435PRR
	PRR Title
	Confidentiality of LSE Transaction Data

	Status
	Posted

	Protocol Section Requiring Revision
	Section 1.3.1, Restrictions on Protected Information

	Requested Resolution
	Normal

	Revision Description
	This PRR adds a new item to Section 1.3 which describes REP specific information that is protected from disclosure.  The new item concerns transactions submitted by an LSE to ERCOT or received by an LSE from ERCOT.

	Reason for Revision
	Currently the protocol revisions do not protect from disclosure data concerning individual transactions, such as move-in or switch success.
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	Proposed Protocol Language Revision


1.3
Confidentiality

1.3.1
Restrictions on Protected Information

This Subsection 1.3 shall apply to Protected Information disclosed by a Market Participant to ERCOT or by ERCOT to a Market Participant.  ERCOT or any Market Participant (“Receiving Party”) may not Disclose Protected Information received from the other (“Disclosing Party”) to any person, corporation, or any other Entity except as specifically permitted in this Subsection and in these Protocols.  Receiving Party may not use Protected Information except as necessary or appropriate in carrying out responsibilities under these Protocols.  To “Disclose” means to, directly or indirectly, disclose, reveal, distribute, report, publish or transfer Protected Information to any party other than to the Disclosing Party which provided the Protected Information. 

1.3.1.1  
“Protected Information” is information containing or revealing: 

(1) Schedule Control Error, as calculated by ERCOT, identified to a specific QSE, with the exception of real-time SCE data that may be viewable on-site at ERCOT facilities;

(2) Bids or pricing information identifiable to a specific QSE, except as provided in 1.3.3(2)(b);

(3) Status of Resources including but not limited to outages or limitations or scheduled or metered Resource data;

(4) Resource Plans;

(5) Energy and Ancillary Service Schedules identifiable to a specific QSE;

(6) ERCOT Dispatch Instructions identifiable to a specific QSE;

(7) Raw and Adjusted Metered Load data (demand and energy) identifiable to a specific QSE;

(8) Settlement Statements identifiable to a specific QSE;

(9) Aggregated raw and Adjusted Metered Load data (demand and energy), and number of ESI-IDs identifiable to a specific LSE;

(10) Information related to generation interconnection requests, to the extent such information is not otherwise publicly available;

(11) Resource specific costs, design and engineering data, with the exception of data provided pursuant to Subsection 1.3.1.2, Items Not Considered Protected Information;

(12) TCR ownership, credit limits or bidding information identifiable to a specific TCR Account Holder;

(13) Renewable Energy Credit account balances;

(14) Credit Limits identifiable to a specific QSE;

(15) Any information not submitted to or collected by ERCOT pursuant to requirements of the Protocols or Operating Guides that is designated as Protected Information in writing by Disclosing Party at the time the information is provided to Receiving Party except for information provided to ERCOT in support of an RMR application according to Protocols Subsection 6.5.9, Reliability Must-Run Service;

(16) Any Proprietary Customer Information unless the Customer has authorized the release for public disclosure of such information in a manner approved by the PUCT; and

(17) Any software, products of software or other vendor information that ERCOT is required to keep confidential under its agreements.

(18) QSE and TO backup plans collected by ERCOT in compliance with the Protocols or Operating Guides.

(19) Any transaction submitted by an LSE to ERCOT or received by an LSE from ERCOT, or compilations of such data pertaining to a specific LSE.  This provision shall not be interpreted in a manner that impedes ERCOT compliance with PUC Subst. R. 25.88, relating to Retail Market Performance Measure Reporting.
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