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TAC Recommendation Report

	PRR Number
	327PRR
	PRR Title
	Confidentiality

	Recommended Action 
	Approve as revised.

	Recommended Effective Date
	July 1, 2002 

	System Impact
	Impact to ERCOT IT system; in-depth analysis of making data available is on going, items that are readily available will be provided.

	Benefit
	Creates transparency of information.

	PRR Background
	1. Revise the definition of "Protected Information"  and conform the provisions of §1.3.1.2 to reflect changes made to the definition of "Protected Information."

2. Impose a time limit on confidentiality of information.

3. Clarify that the PUCT, after notice and opportunity for hearing, may declassify information.  

	Protocol Revision Subcommittee Recommendation 
	TAC recommends approval as revised.

	
	


	Recommended Language


1.3
Confidentiality

1.3.2 Restrictions on Protected Information

This subsection 1.3 shall apply to Protected Information disclosed by a Market Participant to ERCOT or by ERCOT to a Market Participant.  ERCOT or any Market Participant (“Receiving Party”) may not Disclose Protected Information received from the other (“Disclosing Party”) to any person, corporation, or any other Entity except as specifically permitted in this Subsection and in these Protocols. Receiving Party may not use Protected Information except as necessary or appropriate in carrying out responsibilities under these Protocols. To “Disclose” means to, directly or indirectly, disclose, reveal, distribute, report, publish or transfer Protected Information to any party other than to the Disclosing Party which provided the Protected Information. 

1.3.1.1
Items Considered Protected Information 

“Protected Information” is information containing or revealing: 

(1) Schedule Control Error, as calculated by ERCOT, identifiable to a a specific QSE, with the exception of real-time SCE data that may be viewable on-site at ERCOT facilities;

(2) Bids or pricing information identifiable to a specific QSE, except as provided in 1.3.3(2)(B);

(3) Status of Resources including but not limited to outages or limitations or scheduled or metered Resource data;

(4) Resource Plans;

(5) Energy and Ancillary Service Schedules identifiable to a specific QSE;
(6) ERCOT Dispatch Instructions identifiable to a specific QSE;
(7) Raw and Adjusted Metered Load data (demand and energy) identifiable to a specific QSE ;
(8) 
(9) Settlement Statements identifiable to a specific QSE;
(10) Aggregated raw and Adjusted Metered Load data (demand and energy), and number of ESI-IDs  identifiable to a specific LSE;
(11) 
(12) Information related to generation interconnection requests, to the extent such information is not otherwise publicly available;

(13) Generating unit design and engineering data, with the exception of data provided pursuant to Subsection 1.3.1.2, Items Not Considered Protected Information;

(14) TCR ownership, credit limits or bidding information identifiable to a specific TCR Account Holder; 
(15) Renewable Energy Credit account balances;
(16) Credit Limits identifiable to a specific QSE;
(17) Any information not submitted to or collected by ERCOT pursuant to requirements of the Protocols or Operating Guides that is designated as Protected Information in writing by Disclosing Party at the time the information  is provided to Receiving Party;

(18) Any Proprietary Customer Information unless the Customer has authorized the release for public disclosure of such information in a manner approved by the PUCT;

(19) Any software, products of software or other vendor information that ERCOT is required to keep confidential under its agreements; and

(20) 
1.3.1.2
Items Not Considered Protected Information

Notwithstanding the foregoing, the following items shall not be considered Protected Information even if so designated:

Data comprising Load flow cases.  Such data may include estimated peak and off-peak demand of any Load;

RMR Agreement terms and status of RMR Units and RMR Synchronous Condenser Units;

Black Start Agreement terms; and

Any other information specifically designated in these Protocols as information to be posted to all Market Participants or to the public. 

Protected Information that Receiving Party is permitted or required to Disclose or use under the Protocols or under an agreement between Receiving Party and a Disclosing Party does not cease to be regarded as Protected Information in all other circumstances not encompassed by these Protocols or such agreement by virtue of the permitted or required Disclosure or use under these Protocols or such  agreement.  

1.3.2
Procedures for Protected Information

Receiving Party shall adopt procedures within its organization to maintain the confidentiality of all Protected Information.  Such procedures must provide that:

(1) The Protected Information will be Disclosed to Receiving Party’s directors, officers, employees, representatives and agents only on a “need to know” basis;

(2) Receiving Party shall make its directors, officers, employees, representatives and agents aware of Receiving Party’s obligations under this Subsection 1.3, Confidentiality;

(3) If reasonably practicable, Receiving Party shall cause any copies of the Protected Information that it creates or maintains, whether in hard copy, electronic format, or other form, to identify the Protected Information as such; and

(4) Before Disclosing Protected Information to a representative or agent of Receiving Party, Receiving Party shall require a nondisclosure agreement with such representative or agent.  Such nondisclosure agreement shall contain confidentiality provisions substantially similar to the terms of this Subsection 1.3, Confidentiality.  

1.3.3
Expiration of Confidentiality

(1)
(A)
The Protected Information status of market data specified under paragraph 1.3.1.1(1) shall expire seven (7) days after the applicable Operating Day.  
(B)
The Protected Information status of market data specified under paragraphs 1.3.1.1(2) through (8) shall expire one-hundred eighty (180) days after the applicable Operating Day.  
(C)
The Protected Information status of market data specified under paragraph 1.3.1.1(9) shall expire three-hundred sixty-five (365) days after the applicable Operating Day. 
(D)
The Protected Information status of market data specified under 1.3.1.1(12) shall expire as follows:

(i)
The Protected Information status of the identities of initial Auction Purchasers shall expire at the end of the auction;

(ii)
The Protected Information status of all other information identified in 1.3.1.1(12) shall expire six months after the year in which the TCR was effective.
(2)
Upon the expiration of the Protected Information status of any market data as specified in the foregoing paragraph (1), such data shall be available in accordance with Section 12, Market Information System.  In addition, ERCOT shall post the following data on its website:


(A)
Aggregate balancing energy bid prices and quantities for each settlement interval not later than fifteen (15) days after the operating day; and 


(B)
The name of any QSE submitting bids for Up Balancing Energy Service at a price greater than $300/MWh or bids at prices less than negative $300/MWh for Down Balancing Energy Service in any settlement interval not later than the next Business Day.
1.3.4
Protecting Disclosures to Governmental Authorities

In any Disclosure that ERCOT is required to make to a Governmental Authority, ERCOT shall request that the Governmental Authority’s employees or agents execute a confidentiality agreement with provisions substantially similar to the provisions found in this Subsection 1.3, Confidentiality.   Before making a Disclosure pursuant to an order of a Governmental Authority, ERCOT shall seek a protective order from such Governmental Authority to protect the confidentiality of Protected Information.

1.3.5
Notice Before Permitted Disclosure

Before making any Disclosure permitted under Subsection 1.3.4, Protecting Disclosures to Governmental Authorities, above and Subsection 1.3.6, Exceptions, below, Receiving Party shall promptly notify Disclosing Party in writing and shall assert confidentiality and cooperate with the Disclosing Party in seeking to protect the Protected Information from Disclosure by confidentiality agreement, protective order, aggregation of information, or other reasonable measures. 

1.3.6
Exceptions 

Receiving Party may, without violating this Subsection 1.3, Confidentiality, Disclose Protected Information:

(1) To governmental officials, Market Participant(s), the public, or others as required by any law, regulation, or order, or by these Protocols, provided that any Receiving Party must make reasonable efforts to restrict public access to the Disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(2) If Disclosing Party that supplied the Protected Information to the Receiving Party has given its prior written consent to the Disclosure, which consent may be given or withheld in Disclosing Party’s sole discretion; or

(3) If the Protected Information, before it is furnished to Receiving Party, is in the public domain; or

(4) If the Protected Information, after it is furnished to Receiving Party, enters the public domain other than as a result of a breach by Receiving Party of its obligations under this Subsection 1.3, Confidentiality; or

(5) If reasonably deemed by the disclosing Receiving Party to be required to be disclosed in connection with a dispute between Receiving Party and Disclosing Party; provided that the disclosing Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or
(6) To a TDSP engaged in transmission or distribution system planning activities, provided that the TDSP has executed a confidentiality agreement with requirements substantially similar to those in Subsection 1.3, Confidentiality; or

(7) To a vendor or prospective vendor of goods and services to ERCOT so long as such vendor or prospective vendor: (i) are not Market Participants and (ii) agree to abide by the terms of Subsection 1.3, Confidentiality, regarding management of Protected Information; or
(8) To NERC if required for compliance with any applicable NERC requirement; or
(9) Reports of outages and Ancillary Service deployments to the ERCOT Performance Disturbance Compliance Working Group and the Reliability and Operations Subcommittee of TAC, provided that that Ancillary Service Bid prices are not disclosed.

1.3.7
Specific Performance 

It will be impossible or very difficult to measure in terms of money the damages that would accrue due to any breach by Receiving Party of this Subsection 1.3, Confidentiality, or any failure to perform any obligation contained in this Subsection 1.3, Confidentiality, and, for that reason, among others, a Disclosing Party affected by a Disclosure or threatened Disclosure is entitled to specific performance of this Subsection 1.3, Confidentiality.  In the event that a Disclosing Party institutes any proceeding to enforce any part of this Subsection 1.3, Confidentiality, the affected Receiving Party, by entering any agreement incorporating these Protocols, now waives any claim or defense that an adequate remedy at law exists for such a breach.
1.3.8
Commission Declassification 

After providing reasonable notice and opportunity for hearing to ERCOT and a Disclosing Party, to the extent that the Disclosing Party is known by the PUCT, the PUCT may reclassify Protected Information as non-confidential.
1.3.9
Expansion of Protected Information Status


A Market Participant may petition the PUCT to include specific information not listed in 1.3.1.1, Items Considered Protected Information, within the definition of Protected Information for good cause.  In addition, a Market Participant may petition the PUCT to expand the time period for maintaining Protected Information status of specific information, or prohibit disclosure altogether, for good cause.  After reasonable notice and opportunity for hearing, the PUCT may grant or deny such petition. 
12.4.4.2.3.2 Public ERCOT Posting

ERCOT is required to provide market operation data to the public, including, but not limited to:

(1) Ancillary Service Plan;

(2) Notification of intent to procure RPRS;

(3) Notification of intent to procure additional Ancillary Services;

(4) CSC Limits and forecasted Congestion;

(5) Aggregated retail Load by Congestion Zone;

(6) System loss information;

(7) UFE data;

(8) Commercial and operational Congestion notifications to market;

(9) ERCOT Load forecast, by Load area, Congestion Zone, and system;

(10) Errors to market Participants and system logs, without violating Subsection 1.3.1, Restrictions on Protected Information, of these Protocols;

(11) Forecasted and Actual Load Profiles;

(12) ESI ID and related information from registration for validation and information posting

12.4.4.2.3.3 Public Posting of Standard QSE-Specific Market Reports

Seven (7) days following the applicable Operating Day, ERCOT shall publicly post on its MIS the Schedule Control Error, as calculated by ERCOT and integrated over each Settlement Interval, for each QSE for each Settlement Interval of the applicable Operating Day.
One-hundred eighty (180) days following the applicable Operating Day, ERCOT shall make the following information publicly available on its MIS in a standard reporting format:

(1) Bid Prices and quantities by Congestion Zone, where applicable, and by Operating hour for each QSE for all Ancillary Services, including Regulation Up, Regulation Down, Responsive Reserve, Non-Spinning Reserve, Replacement Reserve and Balancing Energy Services;

(2) Energy Resource and Obligation Schedules for each QSE, by Congestion Zone and by Settlement Interval;
(3) Ancillary Service Schedules, including self-arranged A/S, for each QSE;
(4) Actual Metered Resource values for each QSE by Congestion Zone and by Resource;
(5) Adjusted Metered Load for each QSE, by Congestion Zone and by Settlement Interval;
(6) All ERCOT Dispatch Instructions (including automated and manual) by Congestion Zone and by specific Resource, where applicable, and by service type and Settlement Interval (or as integrated over each Settlement Interval for Dispatch Instructions with sub-Settlement Interval frequency); and
(7) Complete Resource Plan data for each QSE.
To the extent that the data initially posted pursuant to the requirements of this subsection are subject to change in subsequent ERCOT settlement operations, ERCOT shall provide for incremental posting of each subsequent settlement operation as it affects the items required to be posted in this subsection within seven (7) days of the completion of any subsequent settlement operation.  Data related to the initial posting and all subsequent settlement operations shall remain accessible for a period of at least 24 months following the applicable Operating Day.
12.4.4.2.3.4 Non-Mandatory Public ERCOT Posting

ERCOT may also post the following types of information on the MIS, including, but not limited to:

(1) Public domain data available for public access through the Internet;

(2) Public domain data from PUCT’s market oversight activities;

(3) Various market reports;

(4) Relevant regulatory documents; and

(5) Relevant public notices.

9.5.2
Notice

A Statement Recipient or Invoice Recipient may dispute items or calculations set forth in its Initial Statements, Final Statements, or Resettlement Statements. If the Statement or Invoice Recipient wishes to dispute any of these items or calculations, it will register the settlement and billing dispute with ERCOT by electronic means within ten (10) Business Days from the date of issue of the respective Settlement Statement or Settlement Invoice.  However, to the extent that the disputing party reasonably demonstrates that the settlement or billing dispute relates to information made available in accordance with Subsection 1.3.3, Expiration of Confidentiality, then the disputing party must register the settlement or billing dispute with ERCOT by electronic means within sixty (60) days from the date that the information becomes available.  All communication to ERCOT and from ERCOT concerning disputes will be through the MIS.

ERCOT will not accept settlement and billing disputes within ten (10) Business Days prior to the True-Up Statement. Disputes submitted late will not be considered for the Resettlement Statement for the Operating Day, but rather will be considered for resolution by the True-Up Statement for the Operating Day.  For disputes relating to a True-Up Statement, only settlement and billing disputes associated with incremental changes between the True-Up Statement and the last Settlement Statement related to that Operating Day will be considered by ERCOT unless the disputing party reasonably demonstrates that the dispute relates to information made available in accordance with Subsection 1.3.3, Expiration of Confidentiality.
	PRR Evaluation

	Non-ERCOT Market Comparison
	No Comparison conducted.

	
	

	

	Comments Author
	Comments Summary

	CPS/AEP/TXU
	Revised proposed language and added other sections that required revisions.

	FPL
	Revised proposed language.

	ARM
	Revised proposed language.

	ERCOT
	Revised proposed language.
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