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	PRR Number
	327PRR
	PRR Title
	Confidentiality

	Status
	Posted

	Protocol Section Requiring Revision
	§1.3:  Revise §1.3.1.1 (relating to the definition of "Protected Information"); conform §1.3.1.2 (relating to items not considered protected information) to reflect changes to the definition of "Protected Information"; add new §1.3.1.3 (relating to expiration of "Protected Information" status of certain information; and add new §1.3.7 (relating to PUCT declassification of "Protected Information).

	Requested Resolution
	Normal

	Revision Description
	1. Revise the definition of "Protected Information"  and conform the provisions of §1.3.1.2 to reflect changes made to the definition of "Protected Information."

2. Impose a time limit on confidentiality of information.

3. Clarify that the PUCT, after notice and opportunity for hearing, may declassify information.

	Reason for Revision
	Currently, the definition of "Protected Information" in §1.3.1.1 of the Protocols is too vague.  The proposed revisions to §1.3.1.1 would clarify that definition.  The language in §1.3.1.2 concerning the non-confidential nature of specific types of information is not needed given the clarifications made to the definition of "Protected Information" and could be confusing because it singles out specific types of non-confidential information.  To avoid confusion and any possible conflict with the revised definition of "Protected Information,"  the language concerning information that is non-confidential should be deleted.

In addition,  the Protocols contemplate that Protected Information remain confidential in perpetuity, which is unnecessary to protect market participants.  As in other jurisdictions, a reasonable time limit should be imposed on the confidentiality of information.  Allowing full disclosure of market information that no longer has competitive value increases transparency, fairly benefiting market participants and increasing public confidence in the market.  The proposed new §1.3.3 would place a 90-day time limit on protected status of certain information.

Finally, the confidentiality agreement between the PUCT and ERCOT contemplates that, after notice and opportunity for hearing, the PUCT may declassify "Protected Information."   The proposed new §1.3.7 would reflect this aspect of the agreement between the PUCT and ERCOT in the Protocols.
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	PRS Recommendation:
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	TAC Consideration:
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	Proposed Protocol Language Revision


1.3
Confidentiality

1.3.1
Restrictions on Protected Information

This subsection 1.3 shall apply to Protected Information disclosed by a Market Participant to ERCOT or by ERCOT to a Market Participant.  ERCOT or any Market Participant (“Receiving Party”) may not Disclose Protected Information received from the other (“Disclosing Party”) to any person, corporation, or any other Entity except as specifically permitted in this Subsection and in these Protocols. Receiving Party may not use Protected Information except as necessary or appropriate in carrying out responsibilities under these Protocols. To “Disclose” means to, directly or indirectly, disclose, reveal, distribute, report, publish or transfer Protected Information to any party other than to the Disclosing Party which provided the Protected Information. 

1.3.1.1
Items considered Protected Information 

“Protected Information” is information containing or revealing: 

(1) Bid prices and bid amounts for ancillary services and transmission congestion rights identifiable to a specific QSE or any other specific market participant, subject to the provisions of paragraph 1.3.1.3;

(2) Outages for specific generating units, subject to the provisions of paragraph 1.3.1.3;

(3) Load (kW or MW), usage (kWh or MWh), unaccounted for energy allocation, or number of customers of an LSE, subject to the provisions of paragraph 1.3.1.3;

(4) QSE outstanding settlement balances, subject to the provisions of paragraph 1.3.1.3;
(5) Any information not routinely submitted to or collected by ERCOT that is designated as Protected Information in writing by Disclosing Party when it is provided to Receiving Party;

(6) Any Proprietary Customer Information unless the Customer has authorized the release of such information in a manner approved by the PUCT;

(7) Any software, products of software or other vendor information that ERCOT is required to keep confidential under its license agreements; and

(8) Any other information specifically designated in these Protocols as Protected Information.

1.3.1.2
Continuation of Protection after Disclosure for Limited Purposes 

(1) 
(2) 
(3) 
(4) 
Protected Information that Receiving Party is permitted or required to Disclose or use under the Protocols or under an agreement between Receiving Party and a Disclosing Party does not cease to be regarded as Protected Information in all other circumstances not encompassed by these Protocols or such agreement by virtue of the permitted or required Disclosure or use under these Protocols or the Agreement.  

1.3.1.3
Expiration of Confidentiality 

The Protected Information status of market data specified under paragraphs 1.3.1.1(1) through (4) shall expire 90 days after the applicable Operating Day.  Thereafter, such data shall be available to all market participants through the Data Warehouse and the Data Archive.  

1.3.2
Procedures for Protected Information

Receiving Party shall adopt procedures within its organization to maintain the confidentiality of all Protected Information. Such procedures must provide that:

(1) The Protected Information will be Disclosed to Receiving Party’s directors, officers, employees, representatives and agents only on a “need to know” basis;

(2) Receiving Party shall make its directors, officers, employees, representatives and agents aware of Receiving Party’s obligations under this Subsection 1.3, Confidentiality;

(3) If reasonably practicable, Receiving Party shall cause any copies of the Protected Information that it creates or maintains, whether in hard copy, electronic format, or other form, to identify the Protected Information as such; and

(4) Before Disclosing Protected Information to a representative or agent of Receiving Party, Receiving Party shall require a nondisclosure agreement with such representative or agent.  Such nondisclosure agreement shall contain confidentiality provisions substantially similar to the terms of this Subsection 1.3, Confidentiality.  

1.3.3
Protecting Disclosures to Governmental Authorities

In any Disclosure that ERCOT is required to make to a Governmental Authority, ERCOT shall request that the Governmental Authority’s employees or agents execute a confidentiality agreement with provisions substantially similar to the provisions found in this Subsection 1.3, Confidentiality.   Before making a Disclosure pursuant to an order of a Governmental Authority, ERCOT shall seek a protective order from such Governmental Authority to protect the confidentiality of Protected Information.

1.3.4
Notice Before Permitted Disclosure

Before making any Disclosure permitted under Subsection 1.3.3, Protecting Disclosure to Governmental Authorities, above and Subsection 1.3.5, Exceptions, below, Receiving Party shall promptly notify Disclosing Party in writing and shall assert confidentiality and cooperate with the Disclosing Party in seeking to protect the Protected Information from Disclosure by confidentiality agreement, protective order, aggregation of information, or other reasonable measures. 

1.3.5
Exceptions 

Receiving Party may, without violating this Subsection 1.3, Confidential Information, Disclose Protected Information:

(1) To governmental officials, Market Participant(s), the public, or others as required by any law, regulation, or order, or by these Protocols, provided that any Receiving Party must make reasonable efforts to restrict public access to the Disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(2) If Disclosing Party that supplied the Protected Information to the Receiving Party has given its prior written consent to the Disclosure, which consent may be given or withheld in Disclosing Party’s sole discretion; or

(3) If the Protected Information, before it is furnished to Receiving Party, is in the public domain; or

(4) If the Protected Information, after it is furnished to Receiving Party, enters the public domain other than as a result of a breach by Receiving Party of its obligations under this Subsection 1.3, Confidentiality; or

(5) If reasonably deemed by the disclosing Receiving Party to be required to be disclosed in connection with a dispute between Receiving Party and Disclosing Party; provided that the disclosing Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible.

1.3.6
Specific Performance 

It will be impossible or very difficult to measure in terms of money the damages that would accrue due to any breach by Receiving Party of this Subsection 1.3, Confidentiality, or any failure to perform any obligation contained in this Subsection 1.3, and, for that reason, among others, a Disclosing Party affected by a Disclosure or threatened Disclosure is entitled to specific performance of this Subsection 1.3.  In the event that a Disclosing Party institutes any proceeding to enforce any part of this Subsection 1.3, the affected Receiving Party, by entering any agreement incorporating these Protocols, now waives any claim or defense that an adequate remedy at law exists for such a breach.

1.3.7
Commission Declassification 

After providing reasonable notice and opportunity for hearing to ERCOT and a Disclosing Party, to the extent that the Disclosing Party is known by the PUCT, the PUCT may reclassify Protected Information as non-confidential. 
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