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PRS Recommendation Report

	PRR Number
	257PRR
	PRR Title
	Provision of passwords to the Resource Entity for EPS metered Facilities

	Recommended Action 
	Approve as amended by Reliant.

	Recommended Effective Date
	October 1, 2001

	PRR Background
	The Protocols currently assign the TDSP the responsibility for the data security of EPS meters on their system.  This responsibility extends to third party contracts and access to EPS metering Facilities.  The language revision will allow the TDSP to provide the read only password to the Resource Entity for meters that measure the energy flow at their Facilities and such other Facilities required to calculate their QSE’s load.   The provision of the read only password to end use customers is a process currently managed by the TDSP.   Maintaining the existing continuity in an existing process will allow the Resource Entity to receive the read only password as efficiently as possible.


	Protocol Revision Subcommittee Recommendation 
	PRS recommends approval of the PRR as amended by Reliant. 

	
	


	Recommended Language


10.10
Security of Meter Data

10.10.1
EPS Meters

TDSP’s are responsible for data security of the EPS metering Facilities on their system.  This responsibility extends to third party contracts and access to EPS metering Facilities.

TDSPs or any Entity authorized to poll EPS Meters shall not issue any EPS Meter programming passwords to any Market Participant.

10.10.1.1
TDSP Data Security Responsibilities

The TDSP shall: 

(1) Maintain and modify the passwords for programming and read access to EPS Meters.  

(2) Provide the appropriate password access to ERCOT, which will allow ERCOT to synchronize the meter clock.

(3) Establish any other security requirements for accessing the EPS Meters so as to ensure the security of those meters and their meter data.

(4) Coordinate any EPS Meter programming parameter changes with ERCOT according to this Section, including informing the Load or Resource Entity of any changes to the meter.
(5) Upon request of the Resource Entity that represents an EPS metered Facility, provide the EPS meter “read only” password to such Resource Entity for such Facility and other EPS metered Facility required to calculate their QSE’ load, to the extent that such provision does not violate the Customer Service and Protection Rules of the PUCT.  
(6) Modify the “read only” password for EPS meters when a Resource Entity that represents a Facility requests a change due to data security reasons, provided that such modification does not violate the Customer Service and Protection Rules of the PUCT.   
10.10.1.2
ERCOT Data Security Responsibilities

ERCOT shall:

  

Request the TDSP to alter the password and other requirements for accessing EPS Meters, as it deems necessary. 

10.10.1.3 Resource Entity Data Security Responsibilities
Resource Entity shall:

Request the TDSP to modify the EPS meter “read only” password for a Facility when the Resource Entity relationships that effect EPS meter data security change.   Such request shall include the reason for the request.
10.10.1.4
Third Party Access Withdrawn

If, in the reasonable opinion of ERCOT, access granted to a third party in any way interferes with or impedes with ERCOT's ability to poll any EPS Meter, ERCOT may require immediate withdrawal of any access granted to such third party.  Separate access through additional communications ports will be allowed so long as it does not interfere with ERCOT’s ability to communicate with the meter.

10.10.1.5
Meter Site Security

EPS metering Facilities must meet the following requirements:

(1) Metering Facilities and secondary devices that could have any impact on the performance of the EPS Metering Facilities must be sealed to the extent practicable; and 

(2) ERCOT shall provide TDSPs with uniquely numbered seals to be used by the TDSP EPS Meter inspector to seal EPS Meters and EPS Meter test switches.  Procedures for seal use will be in accordance with this Section and the Operating Guides.  

10.10.2
TDSP Metered Entities

Security for TDSP polled meters and meter data shall be the responsibility of the TDSP and shall be maintained in accordance with applicable Governmental Authority rules and regulations.  The TDSP must also ensure that only Customer approved Market Participants have access to the Customer meter.

	PRR Evaluation

	Non-ERCOT Market Comparison
	No Comparison conducted.

	
	

	

	Comments Author
	Comments Summary

	Reliant
	Recommended the addition of the requirement that PUCT Customer Protection Rules not be violated.

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


File: 257PRR PRS Recommendation.doc

Page: 1

[image: image1.png]_1034594597

