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Introduction

In October 2001, ERCOT began work on the FTP Replacement Project. The goal of this project, as presented to the Texas Data Transport Work Group (TDTWG) on September 25, 2002 [13] was to replace an existing FTP process with a secure, reliable and auditable document transfer mechanism.  Some Market Participants within the TDTWG  [14] recommended that ERCOT replace FTP with version 1.4 of GISB EDM. This recommendation was rejected by ERCOT [14] due to known security issues of GISB EDM version 1.4 identified by Sandia National Laboratories and lack of formal support for XML
, which ERCOT requires. Additionally, the expense of a GISB EDM solution can be difficult to justify for a small Market Participant and may present a barrier to entry.

In order to provide a reasonable solution for all, ERCOT decided to offer Market Participants two FTP replacement choices:

1. A reliable, secure ebXML based push-pull solution to serve as a direct replacement for FTP. This solution was developed during phase I of the FTP Replacement project and was used by some Market Participants during the March 2002 Test Flight. ERCOT plans to make this available for production use in June, 2002. This software is provided to Market Participants, free of charge, by ERCOT.

2. A NAESB EDM solution based on version 1.6 of the specification (due in July 2002) that contains the necessary security enhancements prescribed by Sandia National Laboratories. Market Participants choosing this approach are required to implement a NAESB EDM solution.

Given ERCOT’s desire to “plug” the security holes present in FTP as soon as possible and provide a FTP replacement solution for the March Test Flight the decision was made to split the FTP Replacement Project into two phases. The first phase focused on implementing an ebXML, push-pull solution with limited tracking and auditing functions. Phase Two would focus on implementing NAESB EDM version 1.6, advanced end-to-end tracking and auditing, reliable/logged delivery of “Notification” messages, improved error reporting/handling and more powerful system administration functions.

Phase Two Description

The following items represent the primary deliverables for Phase II. These items represent additional functionality over that provided in Phase I:

· A complete implementation of NAESB EDM 1.6 operating as a seamless part of ERCOT’s Message Broker Server (created during Phase I)

· Browser based administration functions for the following:

· Market Participant management (add, change delete)

· Message Broker System Administration

· Graphical Log and Audit reporting, including search capabilities

· Troubleshooting aids to diagnose problems and track document status

· A tool to administer process flows (used to manage data exchanges between ERCOT and Market Participants)

· Message Tracking facilities to capture the status of a file throughout its life cycle (capturing/reporting status updates from any ERCOT system)

· Authorization, Authentication and Security Management Functions

· Define Text and Action “Notification” Messages 

· Notification Message Management and automated Market Participant setup (profile exchanges)

· Automated Message Status inquiry service enabling Market Participants to check the status of a transmission/document without human intervention

· Document management functions (e.g. purge, archive)

· Support for SNMP alerts/alarms

· Healthcheck functionality to test for proper system operations

· Enhancements to Market Participant software/scripts:

· Automated setup of trading partner information

· Send and receive Notification messages reliably and securely

· Automated Message Status inquiry function

· Graphical administration screens

· A graphical, interactive mode for drag and drop file transfers

· Migration planning for the installed base of FTP users

· Product Quality Assurance including Beta Test coordination

· Train ERCOT staff on system operations/functions

· Train ERCOT help desk as front line support

· Assist Market Participants during implementation

· Develop complete user documentation for both client and server software

· Deliverables:

· Phase II System Design Document

· Server side software implementing the functionality described above

· Client side software/scripts implementing the functionality described above

Analysis of Business to Business Data Exchange Solutions

This section contains an analysis of FTP, ERCOT’s ebXML push-pull solution and NAESB EDM with regard to the capabilities, over and above the reliable delivery of “files”, that are needed to form a robust, mission critical, Internet Business to Business Data Exchange Solution.

	Item
	Factor
	FTP [1]
	Phase I Implementation ebXML only [12]
	Phase II Implementation includes ebXML and NAESB EDM [11,12]

	1
	Protection of sensitive data during and after transport 
	FTP software implemented in accordance with the FTP standard [1] contains no facility to protect sensitive data including usernames and  passwords [2] or files containing sensitive business information. Solutions to these and other security issues with FTP have been proposed [2] [8], however the majority of FTP implementations have not implemented the proposed solutions.
	Provides secure encryption of all sensitive data, including usernames, passwords and business data before, during and after data transport.
	Provides secure encryption of all sensitive data, including usernames, passwords and business data before, during and after data transport.

	2
	Prevent data loss
	The standard FTP server does not guarantee “all or nothing” data delivery. A FTP session that aborts prematurely, before all the contents of a file have been sent/received, will likely result in an “incomplete” file being stored on a server. 
	Employs an all or nothing approach. Data is only “stored” on a recipient server if/when a complete data transfer occurs. The  premature abort of  a file transfer will cause whatever data may have been sent to be discarded by the server and the original file remains in the senders queue to be resent.
	Employs an all or nothing approach. Data is only “stored” on a recipient server if/when a complete data transfer occurs. The  premature abort of  a file transfer will cause whatever data may have been sent to be discarded by the server and the original file remains in the senders queue to be resent.

	3
	Preventing Duplicate Data
	FTP does not utilize unique message identifiers and therefore is not capable of  preventing duplicate delivery of documents. FTP is susceptible to “duplicate” delivery in cases where multiple file transfers are used (MPUT, MGET) and a premature abort occurs, before all files have been processed, but some files have transferred successfully.
	Assigns unique message identifiers to each file and employs a reliable transfer protocol for each file independently. After a file has successfully transferred it is removed from the sender’s queue, to prevent duplicate transfers. If a file is received with the same message identifier of a file that was previously “acknowledged as received”, it will be discarded by the recipient server.
	Assigns unique message identifier (REFNUM) to each file and employs a reliable transfer protocol for each file independently. After a file has successfully transferred it is removed from the sender’s queue, to prevent duplicate transfers. If a file is received with the same message identifier of a file that was previously “acknowledged as received”, it will be discarded by the recipient server.

	4
	Automatic delivery retries and immediate notification of failures/errors in processing
	Interrupted or aborted file transfer attempts cause an FTP client program to stop sending data, and in many cases, the program simply aborts. Retries and error handling functions are outside the scope of FTP’s basic capabilities and must be dealt with using other means (script processing, loop counters). Recipient servers take no action to “cleanup” after an aborted transfer nor does it attempt to issue notifications/warnings to administrators.
	Automatically preserves data until a file has been successfully transferred and acknowledged. Includes a flexible number of delivery retries based on fixed polling intervals or is triggered by specific events. Error conditions are reported immediately to administrators so that action can be taken to correct whatever problem exists.
	Automatically preserves data until a file has been successfully transferred and acknowledged. Includes a flexible number of delivery retries based on fixed polling intervals or is triggered by specific events. Error conditions are reported immediately to administrators so that action can be taken to correct whatever problem exists.

	5
	Positive delivery acknowledgements with tracking information issued by the receiver.
	FTP client software  provides a status message indicating the number of bytes transferred at the completion of a data exchange. This status message is produced by the client software and, therefore does not contain any “tracking information” that may be available to the  server (e.g. message identifier). This status message is, in effect, the FTP client software  reporting that a file has been sent. Perhaps a more desirable response is to have a server issue a report indicating  that it has accepted delivery of a file and provides a tracking identifier as proof.
	Utilizes unique message identifiers for each file. Uses Positive delivery acknowledgements containing a cross reference identifier for the file being acknowledged as “delivered”

A delivery acknowledgement, issued by a receiving server ensures that a file was delivered successfully.

Successful and unsuccessful transfers are logged/tracked.
	Utilizes unique message identifiers for each file. Uses Positive delivery acknowledgements containing a cross reference identifier  for the file being acknowledged as “delivered” 

A delivery acknowledgement, issued by a receiving server ensures that a file was delivered successfully.

Successful and unsuccessful transfers are logged/tracked

	6
	Need for secure authorization authentication of parties to send or receive data


	The FTP standard [1] supports username/password access control. The integrity of this information is key to the overall security of an FTP server and the data contained there. In accordance with [1] usernames and passwords are passed as clear text [8], making the information available to anyone “sniffing” a network where this data passes. There are solutions to this problem [8]. There are additional issues with FTP’s handling of login attempts that make it vulnerable to brute force attacks [2].
	Utilizes usernames and passwords or client side digital certificates over a secure (128 bit encrypted) channel to authenticate users. 
	Utilizes usernames and passwords or client side digital certificates over a secure (128 bit encrypted) channel to authenticate users.

	7
	Need to track and report the status of large volumes of data


	FTP is capable of efficiently transferring large volumes of data. However, there are limited facilities within FTP to assist administrators in tracking and correlating files, other than a filename, which may not follow a standard nomenclature. 
	Provides administrators with a limited  tracking ability to ensure that sent/received data is accounted for
	Provides administrators with a robust tracking capability to ensure that sent/received data is accounted for and related transmissions (files) are tracked together.

	8
	Ability of a solution to eliminate or minimize the risk/impact of a security breach


	Undiscovered security vulnerabilities for which there is no known prevention can allow hackers to cause serious harm. New vulnerabilities are discovered regularly [4,5,6] and hacker tactics/techniques are becoming more powerful [7]. FTP is a very powerful program that must be properly configured to limit risks. However, certain features of FTP [2,3] make it more difficult to restrict access to network “ports” than other alternatives. 
	Operates in cooperation with firewalls and limits the number of “open” ports accessible to the Internet. Utilizes several layers of security to ensure access by authorized parties. Applies encryption and digital signatures to protect data from unauthorized access or manipulation. Minimizes the capabilities of software that is directly accessible to the Internet.

Utilizes Proxy servers on DMZ and limits access to Message Broker systems by IP address. 
	Operates in cooperation with firewalls and limits the number of “open” ports accessible to the Internet. Utilizes several layers of security to ensure access by authorized parties. Applies encryption and digital signatures to protect data from unauthorized access or manipulation. Minimizes the capabilities of software that is directly accessible to the Internet.

Utilizes Proxy servers on DMZ and limits access to Message Broker systems by IP address.

	9
	Total Cost of Ownership (Initial and Ongoing costs)
	FTP software is provided as part of most standard operating system software available in 2002. The initial cost of FTP software is very low and often, free. Administration of an FTP site that is used as a business-to-business server can be expensive in ongoing administrative costs. FTP does not provide sufficient tracking and auditing facilities nor duplicate or incomplete file elimination. Many FTP implementers have utilized costly programming or administrative staff to overcome these deficiencies. 
	Will likely carry an initial cost exceeding that of FTP. Provides limited tracking, auditing and reliability features to reduce administrative effort and costs. 
	Will likely carry an initial cost exceeding that of FTP. Builds on the investments made in Phase I. Provides comprehensive end-to-end tracking, auditing and reliability capabilities to minimize administrative effort and costs. Contains automated status inquiry functions allowing Trading Partner’s to determine the status of a data exchange without human intervention.

	10
	Support for Batch, Interactive and Real-time processing
	FTP contains many features, which make it an adequate solution for batch processing. However it is incapable of supporting interactive or real-time processing, due to it’s “file transfer” design.
	Provides the ability to support batch, interactive and real-time processing using Web technology (interactive forms) and web services technology (e.g. SOAP).
	Provides the ability to support batch, interactive and real-time processing using Web technology (interactive forms) and web services technology (e.g. SOAP).

	11
	Support for real-time administrative alerts
	N/A
	N/A
	SNMP alerts are automatically generated and sent to ERCOT’s operations center so that immediate action can be taken to correct problems affecting transaction processing.

	12
	Support for Notification Messages
	N/A
	N/A
	Notification messages enable ERCOT and Market Participant’s to exchange “important” text messages to inform the other party of significant events that may effect their ability to exchange or process data. Notification messages are sent using the reliable, secure delivery capabilities of ebXML or NAESB EDM, depending on the configuration and all notification message exchanges are logged and audited, just like business data.
Notifications are also used to automate the exchange of trading partner profiles and other items, such as public keys and SSL certificates.


Conclusion

FTP’s security vulnerabilities are well documented and solutions to these problems are readily available, however these solutions are not typically available in the “default” FTP software provided with base operating systems. FTP’s “trusting” mode of operation, powerful functionality and complexity make it difficult to secure, making it a frequent target of hackers [7]. 

High volume business-to-business sites, such as ERCOT, are at risk from FTP’s weak handling of duplicate/incomplete files that could result in unintended consequences when duplicate or incomplete data is processed by ERCOT. The robust B2B solution which ERCOT implemented in Phase I and is proposing to enhance in Phase II attempts to prevent such occurrences by filtering duplicate/incomplete files. Poor tracking and auditing capabilities of FTP lay the burden of  troubleshooting squarely on the shoulders of system administrators to build or buy such facilities. Phase I of the FTP Replacement Project provided improved logging, tracking and troubleshooting. Phase II contains significantly further enhancements for tracking, auditing and status reporting. Phase II provides the tools needed to automate many administrative tasks related to Market Participant setup and testing, document auditing, tracking, troubleshooting and status inquiry, eliminating this workload from ERCOT and Market Participant administrators.

Both the Phase I and Phase II solutions are designed to minimize security risks and the impact of  a security breach. ERCOT’s FTP Replacement solutions are designed with the assumption that security breaches are inevitable and every effort is made to minimize impact by limiting the capabilities of software directly accessible to the Internet.

Phase II provides the unique ability to send/receive special Notification Messages which can be used to convey important information between trading partners, such as scheduled system outages, and are also used to automate system changes, such as updates to public keys, trading partner contact information and other administrative tasks.

The real-time error reporting capabilities of SNMP within Phase II ensure that ERCOT personnel become aware of problems the moment they occur and corrective action can be initiated as soon as possible.
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� NAESB EDM version 1.6 does not contain formal support for XML, however, NAESB’s Executive Committee recommended that ERCOT include support for XML in their implementation until such time that NAESB’s Electric Quadrants are operational and can address this need.
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